I *I Public Safety  Sécurité publique
Canada Canada

ARCHIVED - Archiving Content

Archived Content J

Information identified as archived is provided for
reference, research or recordkeeping purposes. It
is not subject to the Government of Canada Web
Standards and has not been altered or updated
since it was archived. Please contact us to request
a format other than those available.

ARCHIVEE - Contenu archivé

Contenu archivé

L'information dont il est indiqué qu’elle est archivée
est fournie a des fins de référence, de recherche
ou de tenue de documents. Elle n'est pas
assujettie aux normes Web du gouvernement du
Canada et elle n'a pas été modifiée ou mise a jour
depuis son archivage. Pour obtenir cette
information dans un autre format, veuillez
communiguer avec nous.

This document is archival in nature and is intended
for those who wish to consult archival documents
made available from the collection of Public Safety
Canada.

Some of these documents are available in only
one official language. Translation, to be provided
by Public Safety Canada, is available upon
request.

Le présent document a une valeur archivistique et
fait partie des documents d'archives rendus
disponibles par Sécurité publique Canada a ceux
qui souhaitent consulter ces documents issus de
sa collection.

Certains de ces documents ne sont disponibles
que dans une langue officielle. Sécurité publique
Canada fournira une traduction sur demande.

i+l

Canada




CHAPTER 2
Status Report on Security in Contracting



Performance audit reports

This report presents the results of a performance audit conducted by the Office of
the Auditor General of Canada under the authority of the Auditor General Act.

A performance audit is an independent, objective, and systematic assessment

of how well government is managing its activities, responsibilities, and resources.
Audit topics are selected based on their significance. While the Office may
comment on policy implementation in a performance audit, it does not comment
on the merits of a policy.

Performance audits are planned, performed, and reported in accordance with
professional auditing standards and Office policies. They are conducted by
qualified auditors who

» establish audit objectives and criteria for the assessment of performance,
» gather the evidence necessary to assess performance against the criteria,
« report both positive and negative findings,

* conclude against the established audit objectives, and

 make recommendations for improvement when there are significant
differences between criteria and assessed performance.

Performance audits contribute to a public service that is ethical and effective
and a government that is accountable to Parliament and Canadians.
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What we examined

Status Report on
Security in Contracting

Main Points

The government regularly contracts with private sector firms and their
staff to undertake work or obtain expertise to meet its objectives.
These individuals and firms may be required to access protected or
classified government information and assets to complete the work
they have been contracted to do.

The guidelines and standards for government security activities that
departments are expected to follow are set out in the Treasury Board
Policy on Government Security (2009), which replaced the

2002 Government Security Policy. Public Works and Government
Services Canada (PWGSC) is responsible for providing leadership and
for coordinating activities that help ensure the application of security
safeguards in the contracting process within the scope of the Industrial
Security Program.

Departments are individually responsible for protecting sensitive
information and assets under their control, and this requirement applies
at all stages of the contracting process. They rely on the personnel
security of the contractor (screening, education, and sanctions of
contractors) to safeguard government information and assets. Should a
private sector firm retain information at its work site, departments also
rely on the inspection of the physical security of the firm’s facilities
(location and design of facilities and physical measures to prevent,
detect, and respond to unauthorized access at the contractor’s place of
business).

Our 2007 audit included five entities—The Treasury Board of Canada
Secretariat, PWGSC, National Defence, Defence Construction Canada,
and the Royal Canadian Mounted Police. We examined how these
entities were implementing the Government Security Policy (2002)

and its related operational and technical standards. We found that
weaknesses in the Policy led to uncertainty about responsibilities and
accountability for security in contracting and about the effectiveness of
the security in contracting processes. We concluded that the roles and
responsibilities for security in the federal government’s contracting were
unclear and that accountability was lacking.
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STATUS REPORT ON SECURITY IN CONTRACTING

In this audit, we followed up with the same entities to determine
whether they have made satisfactory progress in addressing the issues
we reported in 2007. We focused on the policies and processes in place
to safeguard classified information and assets in these entities as well as
two other security agencies that were not included in our 2007 audit—
the Canadian Security Intelligence Service and Communications
Security Establishment Canada.

Audit work for this chapter was completed on 3 December 2012.
Details on the conduct of the audit are provided in About the Audit
at the end of the chapter.

Why it's important ~ The Treasury Board Policy on Government Security (2009) outlines
the government’s roles and responsibilities for protecting information,
assets, and individuals. This assists in ensuring the government’s ability
to achieve its objectives related to security and to safeguard the health,
safety, security, and economic well-being of Canadians.

Given the potentially significant consequences that could arise if
protected or classified information or assets were to be compromised,
the government must manage sensitive assets and information held
within its own departments and entrusted to external parties to ensure
that they are protected from unauthorized access, disclosure, removal,
modification, use, or interruption.

What we found  « Overall, progress has been unsatisfactory in implementing the
commitments made in response to our 2007 recommendations.
Although the government has made a number of improvements,
including providing clearer requirements for departments to monitor
and report on their security programs, in our opinion significant
weaknesses remain. There is a gap in the 2009 Policy on
Government Security as well as the Security and Contracting
Management Standard, as they do not explicitly address the
clearance of private sector firms with access to protected and
classified information. In addition, departments use a variety of
practices to identify whether a contract security requirement exists
or not. As a result, contracts are sometimes awarded to those who
lack the appropriate security clearance.

« PWGSC has implemented standard operating procedures. It does
not award a contract on behalf of client departments until it receives
a completed Security Requirement Check List or an attestation that
no security requirement exists. Funding for the Industrial Security
Program has been provided through cost recovery from client
departments. PWGSC has not been able to demonstrate whether

43 Chapter 2 Report of the Auditor General of Canada—Spring 2013



STATUS REPORT ON SECURITY IN CONTRACTING

the charging methodology is appropriate for the services being
provided. Further, more than 1,400 security clearances at the secret
level have been in process for almost eight months.

+ The Canadian Security Intelligence Service (CSIS),
Communications Security Establishment Canada (CSEC), and the
Royal Canadian Mounted Police’s policies and procedures provide
assurance beyond the level required by the Policy on Government
Security. CSIS, CSEC, Defence Construction Canada, and Public
Works and Government Services Canada comply with the Policy on
Government Security and have put in place security policies, a
departmental security plan, and a Departmental Security Officer or
Corporate Security Officer. However, the departmental security plan
for the RCMP has not yet been approved and National Defence has
not yet developed its plan. In the contract files we examined, CSIS
consistently included security requirements in contracts, while
National Defence and the RCMP did not. Defence Construction
Canada included requirements to the extent that they had been
communicated by National Defence. CSEC included security
requirements in contracts, but requirements for clearances of firms
were not met at the time the contract was awarded.

The entities have responded. The entities agree with our
recommendations. Their detailed responses follow the
recommendations throughout the chapter.

Report of the Auditor General of Canada—Spring 2013 Chapter 2 49






Sensitive government information and
assets—Information and assets that are either
protected or classified. The disclosure of
protected information and assets could harm
personal or commercial interests. The
disclosure of classified information and assets
could harm the national interest.

STATUS REPORT ON SECURITY IN CONTRACTING

Introduction

21  Government information and assets can be accessed not only by
federal employees but also by contracted private sector individuals and
firms that provide services to the government. The security of
government information and assets entrusted to private sector
contractors (also known as industrial security) must therefore be
managed to ensure protection against unauthorized access, disclosure,
removal, modification, use, or interruption.

22  The government first needs to determine whether prospective
contractors who will have access to sensitive government
information and assets are trustworthy, reliable, and loyal. This is
determined through security screening, which helps to ensure that the
government’s information and assets will be kept secure when
entrusted to a contractor, whether an individual or a firm. The level of
security required for access depends on the severity of the
consequences that might reasonably be expected if the information
were compromised (Exhibit 2.1).

Exhibit 2.1 Types of information and personnel screening

‘ Personnel security

Levels of information and assets Security risks screening types and levels
Classified Security clearance

‘ Top Secret Grave injury Level llI

Information related . .

e Secret Serious injury Level Il
>
= Confidential Injury Level |
:‘é
&
2 Protected
(%)
o
E Protected C Loss of life

Information not of . Reliability status
I T o a—_—" Protected B Loss of reputation

Protected A Loss of privacy

Source: Adapted from the Policy on Government Security (Treasury Board, 2009)
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STATUS REPORT ON SECURITY IN CONTRACTING

Roles and responsibilities for government security

23 The 2009 Policy on Government Security is supported by
directives, standards, and guidelines. The Security and Contracting
Management Standard is the operational standard for identifying
security requirements in the contracting process.

24  The Policy’s objectives are to ensure that deputy heads
effectively manage security activities within their departments and
contribute to effective government-wide security management. The
Policy outlines key responsibilities for deputy heads and also identifies
lead security agencies and their roles.

25 Lead security agencies provide advice, guidance, and services to
support the day-to-day security operations of departments. They
enable government as a whole to effectively manage security activities,
coordinate a response to security incidents, and achieve and maintain
an acceptable state of security readiness. The Policy describes the
responsibilities of lead security agencies in relation to their areas of
expertise. Exhibit 2.2 summarizes the roles and responsibilities
regarding security in contracting,

Key elements of security in contracting

26  Each federal department is responsible for protecting sensitive
information and assets under its control—not only in its own operations
but also through all phases of the contracting process and while in the
possession of contractors. It is also responsible for identifying any security
requirements that must be included in its contracts.

27 Industrial Security Program. Public Works and Government
Services Canada (PWGSC) is responsible for providing leadership and
for coordinating activities that help ensure the application of security
safeguards in the contracting process within the scope of the Industrial
Security Program when the Department is the contracting authority or
upon client request.

28 Contract security requirements. According to the Security
and Contracting Management Standard, a department has

two options to ensure security in contracts that involve access

to sensitive government information and assets and are within the
department’s approved contracting authority. The department either
uses its own internal processes to conduct the security screening to
ensure that the contractor meets the appropriate security requirements
or requests that PWGSC perform this task through the Industrial
Security Program.
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Facility security clearance—Approval granted
to a private sector firm to access classified
information and assets at the level of
confidential, secret, or top secret, depending on
the level of the information and assets to be
accessed. The clearance grants access to
certain individuals—key senior officials—in
addition to those who will be working on the
contract. Where applicable, clearance may also

STATUS REPORT ON SECURITY IN CONTRACTING

29  When contracts involving access to sensitive information and
assets are above a department’s approved contracting authority,
PWGSC is responsible for ensuring that the contractor meets the
appropriate security requirements.

210 The key processes for security in contracting include personnel
security screening of the contractor and screening of the contractor’s
firm (called facility security clearance). Each of the entities we
audited also conducts additional activities to reflect their particular
security requirements, including background checks on individuals,
criminal record checks, interviews, and monitoring after the contract

include an assessment of the firm’s physical

security and its information systems.

is awarded, as required.

Exhibit 2.2 Key roles and responsibilities for security in contracting

Who

Key roles and responsibilities

Deputy heads

Establish a security program
Appoint a departmental security officer
Approve the departmental security plan

Ensure that all individuals with access to government information and assets are security screened
at the appropriate level before starting their duties

Ensure security incidents are investigated

Ensure periodic reviews are conducted to assess whether the departmental security program is
effective, objectives outlined in the departmental security plan were achieved, and the departmental
security plan remains appropriate to the needs of the department and government as a whole

Report periodically to the Treasury Board of Canada Secretariat on the status and progress of the
Policy’s implementation and on results of ongoing performance measurement

Treasury Board of
Canada Secretariat

Monitor compliance with the Policy and the achievement of expected results

Review and report to Treasury Board on the effectiveness and implementation of the Policy and
its directives and standards five years from its effective date

Deputy heads of lead
security agencies

.

Provide departments with advice, guidance, and services related to government security, consistent
with their mandated responsibilities

Appoint an executive to coordinate and oversee provision of support services to departments and
represent the deputy head to the Treasury Board of Canada Secretariat in this regard

Ensure that the security support services provided help government departments achieve and
maintain an acceptable state of security and readiness and that those services remain aligned with
government-wide policies related to government security

Ensure that periodic reviews are conducted to assess the effectiveness of their security
support services

Report on their activities under the Policy through current government reporting mechanisms

Source: Adapted from the Policy on Government Security (Treasury Board, 2009)
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STATUS REPORT ON SECURITY IN CONTRACTING

211 Security Requirements Check List. Each department is
responsible for assessing and identifying any security requirements in
its contracts. A Security Requirements Check List must be used when
PWGSC is the contracting authority for a department. The Security
and Contracting Management Standard also recommends that a
department use the Check List when it retains contracting authority.

This process to complete the Security Requirements Check List is
shown in Exhibit 2.3.

What we found in 2007

212 Our 2007 audit examined whether government departments had
taken the measures necessary to protect sensitive information and
assets that it makes available to industry in the course of contracting.
Federal entities selected for audit included the Treasury Board of

Exhibit 2.3 Process to complete the Security Requirements Check List

Waiver or
attestation
by the
Project
Authority

Y

Project authority

¢ Requirement Definition Phase—identifies security level of
information or assets that need to be accessed by the contractor
to complete the work.

requirement?

Is there a security

Yes—Check List must be completed

Departmental security

* Reviews and approves Check List.
* Recommends security measures.

Contract security * |dentifies contractual clauses based on information in Check List.

\4

Contract authority

e Ensures security clauses are included in proposal documents.
* Ensures clauses are included in contract.

¢ Ensures security clauses are met prior to awarding a contract.
* Awards contract.

Project authority

¢ Contract Administration Phase—monitors information or assets
made available to contractor.

Source: Adapted from the Public Works and Government Services Canada Supply Manual and Treasury Board of Canada Secretariat Instructions
for Completion of a Security Requirements Check List
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Canada Secretariat, Public Works and Government Services Canada,
National Defence, Defence Construction Canada, and the Royal
Canadian Mounted Police.

213  We reported that weaknesses in the framework that supports the
Government Security Policy led to uncertainty about responsibilities
and accountability for security in contracting and the effectiveness of
the process. As a result, many federal contracts that provided access to
sensitive government information and assets had been awarded to
firms and their personnel without the appropriate security clearance.
In addition, we found that some contracts with clearly identified
security requirements had been completed before the security
requirements were met.

214 We also reported serious security concerns at an above-ground
NORAD complex designed to handle highly classified information.
These deficiencies included inadequate security for physical access to
the complex and access by contractors without a security clearance.

215 Stable funding for the Industrial Security Program was not in
place; PWGSC relied on temporary funding from the Deputy
Minister’s reserve for close to one third of the Industrial Security
Program’s permanent workforce.

Events since 2007

216 Revised policy. Effective 1 July 2009, Treasury Board replaced
the Government Security Policy (2002) with the Policy on
Government Security, which outlines the government’s roles and
responsibilities for protecting information, assets, and individuals.

217 Task force recommendations. Shortly after the publication

of our 2007 audit report, the interdepartmental Deputy Minister
Committee on National Security commissioned a task force to review
the federal government’s security screening process.

218 The task force issued its report and recommendations in 2009.
The Committee endorsed the report and requested that the Treasury
Board of Canada Secretariat implement the recommendations.

The Secretariat drafted a proposal but determined in 2009 that
funding was not available in the 2010-11 fiscal year to address the
recommendations. As a result, work on the proposal was halted.

219 PWGSC funding solution. Over the past five years, Public
Works and Government Services Canada has sought the needed
funding for the Industrial Security Program. In 2010, Treasury Board

Report of the Auditor General of Canada—Spring 2013
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approved a cost recovery initiative beginning in the 2011-12 fiscal year
and for subsequent years, enabling PWGSC to recover costs from
client departments and agencies for services provided by the Industrial
Security Program.

Focus of the audit

220 The audit work for this status report looked at what the
government has done to address the issues that gave rise to our

2007 recommendations. Our objective was to determine whether the
Treasury Board of Canada Secretariat, Public Works and Government
Services Canada (PWGSC), and selected departments and agencies
have made satisfactory progress in addressing issues we raised in the
Auditor General’s October 2007 Report, Chapter 1, Safeguarding
Government Information and Assets in Contracting.

221 The current audit included all of the entities covered in our
2007 audit. In addition, we included Communications Security
Establishment Canada and the Canadian Security Intelligence Service,
given their responsibilities as lead security agencies, their focus on
security, and the nature of the information they need to conduct

their work.

222 The audit focused on the policies and processes related to
safeguarding classified information and assets. We examined

¢ the requirements of the Policy on Government Security and its
associated directives and standards, and the entities’ level of
compliance;

* PWGSC’s policies and procedures related to the Industrial
Security Program; and

 compliance by the selected lead security agencies with their
internal policies and processes related to security in contracting.

223 The audit covered the security screening process for contracts
issued in the 2011-12 fiscal year. We also looked at earlier actions
taken by the government in response to our 2007 audit, including
the development and implementation of the 2009 Policy on
Government Security.

2.24  As part of our audit, we relied on PWGSC’s internal audit of the
Industrial Security Program undertaken to determine PWGSC’s
progress on implementing our 2007 recommendations. Where its
scope and the period covered coincided with those of our follow-up
audit, we have included the internal audit’s results in this chapter.

56
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Policy on Government Security

STATUS REPORT ON SECURITY IN CONTRACTING

2.25 More details about the audit objectives, scope, approach, and
criteria are in About the Audit at the end of this chapter.

Observations and Recommendations

226 In 2007, we found that the Security and Contracting
Management Standard, which outlines how departments were to
implement the Government Security Policy in contracting, was
ambiguous, contributing to confusion about responsibilities under the
Policy. We recommended that the Treasury Board of Canada
Secretariat ensure consistency among the Government Security Policy
and its associated directives, standards, and guidelines.

2.21 Wk also found in 2007 that the use of the Security Requirements
Check List across departments was inconsistent, and there was little
assurance that contractors had been cleared to the appropriate security
levels. We recommended that the Secretariat revise the Security and
Contracting Management Standard to require that, before awarding a
contract, departments identify security requirements either by completing
the Check List or by certifying that there are no security requirements.

The Security and Contracting Management Standard has not been revised, and
policy changes leave clearances of firms unaddressed

228 In our follow-up audit, we examined the changes incorporated in
the 2009 Policy on Government Security and supporting directives,
standards, and guidelines. We found that the Policy now includes
expectations for deputy heads, as well as clearer requirements for
departments to monitor their security programs and their
implementation of the Policy. The Policy also requires lead security
agencies to report on the effectiveness of their security support services.

229 We found that some of the directives, standards, and guidelines
supporting the 2009 Policy have also been updated. However, the
Security and Contracting Management Standard was not revised
and has not been updated since 1996. In 2008, the Treasury Board of
Canada Secretariat provided some additional guidance to
departmental security officers on the application of the policy.

Unlike the previous version of the Policy, the 2009 Policy does not
state whether contracted firms with access to protected and classified
information are required to hold a security clearance. In our opinion,
this is an important gap that could result in inconsistent application
of the Policy and thus introduce additional security risk.

Report of the Auditor General of Canada—Spring 2013
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2.30 Since the Policy was implemented, some of the entities in our
audit have developed their own systems and procedures for
implementing security in contracting. This has led to inconsistent
practices for security in contracting. The Secretariat is in the process of
revising the Standard. For example, we found that the RCMP and
National Defence were not always completing the Security
Requirements Check List to identify a security requirement. Instead,
while recognizing that a security requirement existed, they were using
other methods to avoid the lengthy security clearance process and
mitigate the risks. In some cases, departments arranged for an
uncleared contractor to be escorted by an individual with a security
clearance, thereby allowing the uncleared contractor to perform work
on a site that requires a specific level of security clearance. For certain
National Defence projects where Defence Construction Canada was
the contract authority, the area where the contractor was required to
complete work was declassified. While meeting operational
requirements, this practice introduces additional security risks.

231 In summary, the changes to the Government Security Policy
fall short of addressing our 2007 recommendations (Exhibit 2.4).
The concerns outlined in our 2007 audit remain. We encourage

the Treasury Board of Canada Secretariat to complete and issue the
revised Security and Contracting Management Standard on a timely
basis and provide clarification on clearances of firms.

Exhibit 2.4 Unsatisfactory progress in addressing recommendations on the policy framework
for security in contracting

Recommendation from 2007 audit Progress

1.21 The Treasury Board of Canada Secretariat should ensure
consistency among the Government Security Policy and the Unsatisfactory
associated directives, standards, and guidelines.

1.78 The Treasury Board of Canada Secretariat should revise the
Government Security Policy’s standard on security in contracting to
require that for every proposed procurement, departments identify
the security requirements by completing a Security Requirements Unsatisfactory
Checklist or else certify that there are no security requirements.
The Checklist or the certification should be provided to the
contracting authority along with the contract requisition form.

Satisfactory—Progress is satisfactory, given the significance and complexity of the issue,
and the time that has elapsed since the recommendation was made.

Unsatisfactory—Progress is unsatisfactory, given the significance and complexity of the issue,
and the time that has elapsed since the recommendation was made.
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232 Recommendation. The Treasury Board of Canada Secretariat,
in consultation with Public Works and Government Services Canada
and the lead security agencies, should address the security risks related
to the absence of a specific requirement to security screen private
sector firms and ensure consistency among the Policy on Government
Security and associated directives, standards, and guidance.

The Secretariat’s response. Agreed. Deputy heads are responsible
for the management of security within their organizations, and

the Treasury Board of Canada’s current policy instruments already
require that all individuals (which includes contractors) with access to
government information and assets be security screened. With this
understanding, the Treasury Board of Canada Secretariat, in
consultation with Public Works and Government Services Canada and
the lead security agencies, will address the security risks, as identified
in this report, which may arise as the result of the absence of a specific
requirement to security screen private sector firms. The Treasury Board
of Canada Secretariat will also ensure consistency across the Policy on
Government Security, including its related directives, standards, and
guidelines. This will be accomplished as part of the current security
policy suite renewal activities and the update to the Security and
Contracting Management Standard, which is planned for

summer 2013.

Requirements have been established to improve oversight of security in contracting

233 In 2007, we found that some of the audited entities lacked an
adequate process for managing their oversight of security in
contracting. We recommended that the Treasury Board of Canada
Secretariat require departments and agencies to implement a quality
assurance program, including the review of contract files to verify that
they meet security in contracting requirements.

234 We also found in 2007 that the Treasury Board of Canada
Secretariat’s practices were not sufficient to provide assurance that
federal objectives for security in contracting were being met across the
government. We recommended that the Secretariat ensure that it
obtains timely and sufficient information from deputy heads of federal
departments to determine that they are fulfilling their obligations
under the Policy.

Report of the Auditor General of Canada—Spring 2013
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235 Our follow-up audit examined actions taken since 2007 to
respond to these two recommendations. We found that the 2009 Policy
on Government Security incorporates a requirement for departments
and agencies to implement a quality assurance program that includes
reviewing contract files to verify that they meet security in contracting
requirements. Treasury Board’s Directive on Departmental Security
Management identifies this requirement as part of the departmental
security officer’s responsibilities. We found that the entities audited
have implemented this requirement. This is discussed in more detail in
the following sections, beginning in the section entitled “Other
progress since our 2007 audit” and continuing in the individual
sections for each entity.

236 We also found that the Treasury Board of Canada Secretariat
monitors compliance with the Policy in a variety of ways. For example,
it conducted a survey that required feedback on key issues and
challenges facing departments and on the effectiveness of lead
security agencies in supporting the security community. In addition,

it obtained feedback on the usefulness of existing Secretariat guidance
and tools related to the development of the departmental security
plan through a questionnaire. Both identified several key focus areas
for the Secretariat, including the lack of up-to-date standards

and guidance and lack of funding for activities regarding security

in contracting.

231 In the 2011-12 fiscal year, the Secretariat also conducted a
review of departments’ internal audit findings related to security.

In addition, the Secretariat, as part of its review of departments’
submissions under the Management Accountability Framework

(a tool to evaluate departmental performance against the Secretariat’s
expectations for good management), assessed departmental security
management practices. These practices included governance,
planning, training, awareness, and incident management. It also
assessed compliance with two security standards—the Management
of Information Technology Security and Business Continuity
Planning—as outlined in the departments’ Management
Accountability Framework submissions. However, these
management practices and standards do not specifically address
security in contracting. The Secretariat has noted that it expects to
expand the monitoring of compliance in future years.

60
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STATUS REPORT ON SECURITY IN CONTRACTING

2.38 In summary, the Treasury Board of Canada Secretariat has
improved its oversight of security in contracting. Exhibit 2.5 shows
our assessment of progress in addressing our 2007 recommendations.

Exhibit 2.5 Satisfactory progress in addressing our recommendations on oversight of security
in contracting

Recommendation from 2007 audit Progress

1.83 The Treasury Board of Canada Secretariat should require that
departments and agencies implement a quality assurance program

that includes reviewing contract files to verify that they meet LB T

industrial security requirements.

1.89 The Treasury Board of Canada Secretariat should ensure that

it obtains timely and sufficient information from deputy heads of .
Satisfactory

federal organizations to ensure that they are fulfilling their
obligations under the Government Security Policy.

Satisfactory—Progress is satisfactory, given the significance and complexity of the issue,
and the time that has elapsed since the recommendation was made.

Unsatisfactory—Progress is unsatisfactory, given the significance and complexity of the issue,
and the time that has elapsed since the recommendation was made.

239  We examined actions taken by Public Works and Government
Services Canada (PWGSC) on our 2007 recommendations to improve
certain aspects of the Industrial Security Program and its process,
policies, and procedures for security in contracting. Our assessment of

PWGSC'’s progress in meeting our recommendations can be found in
Exhibit 2.6 on page 65.

Departmental processes related to security have been implemented

240 In 2007, we noted that PWGSC relied on project managers
within its client departments to identify any security requirements
related to their contracts and to forward this information to the
Industrial Security Program for processing. At that time, there was no
means of identifying all contracts awarded by PWGSC that contained
security requirements.

241 In our current audit, we found that when PWGSC is the
contracting authority, a client department is now required to formally
identify whether there is a security requirement or not on the
Requisition for Goods and Services. If there is a security requirement,
the client completes the Security Requirements Check List.

Report of the Auditor General of Canada—Spring 2013
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242 We found that PWGSC complies with the Policy on Government
Security, including the requirement to have a departmental security
plan. Since 2007, PWGSC has implemented standard operating
procedures for security in contracting and has reduced the number of
procedures to focus on key areas. In addition, it has implemented a
quality assurance program to ensure consistency in the processes for
security in contracting. PWGSC has also provided training to its
employees and those of other government departments on topics such
as security in contracting and the use of the Security Requirements

Check List.

243  We conducted a review of the Industrial Security Program’s files
for contractors who had been cleared at the classified level, with
document safeguarding capability, and who had been awarded a
contract during the 2011-12 fiscal year. We reviewed 10 contracting
files with security requirements and 20 files identified as having no
security requirements.

244  Our review included some files that Internal Audit had also
reviewed. In all files reviewed, security requirements were correctly
identified in the contract. In contracts where there was a security
requirement, we found that the Check List had been completed, and
that security clearances had been granted to contractors and their
firms before they were awarded contracts.

The Industrial Security Program’s charging methodology needs improvement

245 In 2007, we found that PWGSC had not allocated sufficient
funding to the Industrial Security Program. The Department’s annual
funding covered only about 70 percent of the full-time equivalent
positions, with funding for the remaining 30 percent coming from a
departmental reserve on a year-to-year basis. We recommended that
PWGSC ensure that the Industrial Security Program has adequate
resources to meet the program’s objectives.

246 In our current audit, we found that the level of funding provided
for PWGSC'’s Industrial Security Program has increased since 2007.
PWGSC had received authority from Treasury Board to recover costs
from client departments for the Industrial Security Program’s services
related to security in contracting. A cost recovery initiative was
approved for the 2011-12 fiscal year and subsequent fiscal years.
Costs are recovered from entities based on the entity’s proportion of
all contracts with security provisions averaged over a two-year period,
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adjusted for contract complexity. The costs to be recovered in

the 2011-12 fiscal year were calculated at $18.2 million; of

53 departments, 47 signed memoranda of understanding with PWGSC
and paid their share of the costs, representing 97 percent of the total
recovery. This addresses the recommendation from the 2007 audit.

241 However, some entities have expressed concerns with the cost
recovery initiative. They have urged PWGSC to find another solution,
because they question whether the services they are receiving are
commensurate with the fees paid. PWGSC has not been able to
demonstrate whether the charging methodology is appropriate for the
services being provided. We were advised that PWGSC is reviewing
options for additional improvements to the Industrial Security
Program’s charging methodology.

248 Recommendation. Public Works and Government Services
Canada should improve its charging methodology to meet the needs of
client departments and agencies.

The Department’s response. Public Works and Government Services
Canada accepts the recommendation and will continue to work with
client departments and agencies to improve its charging methodology.

The Industrial Security Program needs to better manage its pending personnel
clearances

249  As part of our audit work, we examined whether the

Industrial Security Program had personnel clearances that had not
been completed and remained in process at the end of the audit.

We found that of the approximately 27,000 secret clearance requests
received during the 2011-12 fiscal year, approximately 1,400 requests
had been in process for almost eight months, well beyond Public
Works and Government Services Canada’s service standard of 75 days.
Further, approximately 1,100 requests remained pending from previous
years, some of which were pending for more than five years. While
delays are often due to waiting for additional information from the
applicant or other government departments, these delays may

impede the government from completing its projects in a timely
manner. At the time of the audit, PWGSC could not provide us

with evidence that demonstrated whether the pending clearances
were being managed or whether any of these requests had been
subsequently cancelled.
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250 Recommendation. Public Works and Government Services
Canada should improve its processes to manage pending personnel
screening requests and follow up on all valid clearance requests,
eliminating those that have been cancelled.

The Department’s response. Public Works and Government
Services Canada accepts the recommendation and has already
undertaken an administrative review of the pending clearance
requests, which has resulted in the elimination of requests that are
no longer valid. The administrative review will be completed

by 31 March 2013. A new standard operating procedure for

the management of pending clearances will be developed and fully

implemented by 30 April 2013.

Progress has been made in the Industrial Security Program’s information
technology security

251 In 2007, we found that the Department was unable to provide
evidence that the Industrial Security Program’s information systems
had been certified as meeting the Treasury Board’s Standard on
Management of Information Technology Security. We recommended
that Public Works and Government Services Canada (PWGSC)
ensure that its secure information technology environment for the
operations of the Industrial Security Program be certified.

252  We also found that PWGSC did not have a comprehensive
disaster recovery plan for the information technology systems of the
Industrial Security Program. We recommended that it review its
departmental business continuity plan to determine whether it had
made adequate provisions for the Program.

253 In this audit, we found that the Industrial Security Program’s
information systems have been certified on an interim basis since 2007,
continuing until mid-2013. The Industrial Security Program’s systems
will not achieve full certification due, in part, to the age of the business
systems applications. However, PWGSC believes that this is not a
significant risk. We have been advised that PWGSC is exploring
options to replace its aging business systems.

254 In our current audit, we also found that PWGSC updated its
business continuity plan in 2012 and included provisions for the
Industrial Security Program’s information systems.
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Exhibit 2.6 Satisfactory progress in addressing our recommendations on the Industrial
Security Program

Recommendations from 2007 audit Progress

1.51 Public Works and Government Services Canada should
ensure that before it awards a contract, it has received from the
client department a completed Security Requirements Checklist Satisfactory
identifying the necessary security requirements, or a certification
that there are none.

1.52 Public Works and Government Services Canada should
ensure that it completes the development and approval of standard
operating procedures for the Industrial Security Program and that
they are consistently followed.

Satisfactory

1.59 Public Works and Government Services Canada should
ensure that the Industrial Security Program has adequate resources Satisfactory
to meet its program objectives.

1.60 Public Works and Government Services Canada should
ensure that its secure information technology environment for the
operations of the Industrial Security Program is certified, as
mandated by the Government Security Policy. It should also review
its departmental business continuity plan to determine whether it
makes adequate provisions for the Industrial Security Program.

Satisfactory

Satisfactory—Progress is satisfactory, given the significance and complexity of the issue,
and the time that has elapsed since the recommendation was made.

Unsatisfactory—Progress is unsatisfactory, given the significance and complexity of the issue,
and the time that has elapsed since the recommendation was made.

255 We examined actions taken by National Defence, Defence
Construction Canada, and the RCMP on our 2007 recommendations
to improve their policies and procedures for security in contracting.

Progress has been made on recommendations to the RCMP and Defence
Construction Canada, while progress at National Defence has been varied

256 In 2007, we noted that National Defence’s policies on security in
contracting were outdated and incomplete, and that the RCMP had
limited policies and procedures in place that were not followed
consistently. We recommended that each entity ensure that its policies
and procedures were up to date and accurately reflected the entity’s
roles and responsibilities under the Government Security Policy. We
also recommended that their policies and procedures be well
communicated to staff and followed consistently.
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251 We also reported that in 99 percent of contracts managed on its
behalf by Defence Construction Canada, National Defence had not
provided a Security Requirements Check List. As a result, neither

entity had any assurance that the contractors had been cleared to the
appropriate level. We recommended that the two entities establish an
integrated framework for managing industrial security on defence projects.

258 In our current audit, we examined whether National Defence,
the RCME and Defence Construction Canada had made changes in
their policies and procedures for security in contracting to respond to
issues we identified in 2007. We found mixed results.

259 In 2008, National Defence established an integrated framework
with Defence Construction Canada for managing industrial security on
defence projects. We found that the framework identifies the roles and
responsibilities of both parties and requires either a Security
Requirements Check List or written attestation that no security
requirement exists. However, the framework was not reviewed within
two years, as required.

260 We found that while Defence Construction Canada complies
with the Policy on Government Security and has communicated this to
its staff, National Defence complies with only portions of the Policy.
We found that National Defence has policies in place that cover
security in contracting, but they are inconsistent and dispersed among
several manuals and policy documents that are not linked. For
example, the manuals and policy documents have different criteria
identifying what does and does not constitute a security requirement.
This is further complicated by differences we found in how various
departmental units apply the documented procedures.

261 We found that the RCMP now has policies in place for the
significant processes related to security in contracting as communicated
to staff, and is mostly compliant with the Policy on Government
Security. It requires the use of either the Check List to identify security
requirements or another form indicating that no security requirements
exist, and includes guidance with clear examples.

262 Both National Defence and the RCMP have implemented a
quality assurance program. However, we found that National Defence
has yet to develop a departmental security plan. The RCMP’s plan has
been drafted but has not yet been approved.

263 In summary, while the RCMP and Defence Construction Canada
have made satisfactory progress, National Defence has not, as noted in

Exhibit 2.7.
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Exhibit 2.7 Progress in addressing our recommendations related to other government entities

Recommendations from 2007 audit Progress

1.69 In completing their reviews of their industrial
security policies and procedures, National Defence and
the Royal Canadian Mounted Police should each ensure
that the policies and procedures are up-to-date and
complete and that they accurately reflect the
organization’s roles and responsibilities under the
Government Security Policy. These policies and
procedures should be well communicated to staff and
followed consistently.

National Defence—
Unsatisfactory

RCMP—Satisfactory

1.75 Defence Construction Canada and National Defence Defence Construction

should establish an integrated framework for managing Canada—Satisfactory

industrial security on defence projects in accordance with

the requirements of the Government Security Policy. National Defence—
Satisfactory

Satisfactory—Progress is satisfactory, given the significance and complexity of the issue,
and the time that has elapsed since the recommendation was made.

Unsatisfactory—Progress is unsatisfactory, given the significance and complexity of the issue,
and the time that has elapsed since the recommendation was made.

264 Recommendation. National Defence should integrate its
policies and procedures and ensure they are aligned with the Policy
on Government Security. It should also develop its departmental
security plan.

The Department’s response. Agreed. All of National Defence’s
security policies are currently being updated, with expected
completion by the end of the 2013-14 fiscal year. National Defence
has put in place a Security Reform Team to establish a defence security
model that uses the Treasury Board of Canada Secretariat’s mandated
security objectives and implements security best practices throughout
the Canadian Forces and National Defence in order to enhance its
operational effectiveness. One of the end results of this initiative will
be the development of a current and relevant departmental security
plan for National Defence. Target date for the departmental security
plan is the end of the 2014-15 fiscal year.

2.65 In addition to the entities included in our 2007 audit, we
expanded the scope of this audit to look at current policies,
procedures, and overall processes for security in contracting at the
Canadian Security Intelligence Service and Communications Security
Establishment Canada. We included these two entities because of their
responsibilities as lead agencies, their focus on security, and the nature
of the information they need to do their work.
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Entities’ adherence to the Policy on Government Security has been mixed

266 We examined how well policies and procedures are followed in
the five entities and to what extent they align with the Policy on
Government Security. To determine this, we reviewed a sample of each
entity’s contracting files, with and without security requirements, and
related personnel security files of contractors cleared at the classified
level who had been awarded a contract during the 201112 fiscal year.

267 We found mixed results in our examination of contracts with
identified security requirements and those with none. The Canadian
Security Intelligence Service consistently identified when security
requirements were to be included in contracts, while National Defence
and RCMP continue to be challenged in identifying security
requirements. Communications Security Establishment Canada
included security requirements for firms in each of the contracts
reviewed, but these requirements were not met in all of these contracts
at the time the contract was awarded.

268 Exhibit 2.8 shows the number of files we reviewed for each
entity. The last column indicates the number of contracts with
incomplete or absent security documentation or improper allocation
of controls. The main issues we identified included

« the lack of signatures,
* no evidence that firms were cleared, and

¢ clearances that were not completed prior to contract award.

Exhibit 2.8 Several reviewed contracts had incomplete or absent security documentation, or improper application of controls

Number of
contracts with
incomplete or

absent security
Number of Number of documentation or
contracts with contracts without improper
security a security Total contracts application of
Entity requirements requirement reviewed controls
Canadian Security Intelligence Service 44 42 86 0
Communications Security Establishment Canada 18 42 60 14
Defence Construction Canada 36 25 61 28
National Defence 25 23 48 32
RCMP 14 28 42 11
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269 We also observed files with no identified security requirement
when, based on departmental policy and procedures, they should have
had one. The majority of files did not present significant security risks,
but they demonstrated a lack of proper application of controls. These
issues are discussed in more detail in the individual sections for each
entity that follow.

The Canadian Security Intelligence Service complies with the Policy

270 We found that the Canadian Security Intelligence Service’s
(CSIS’s) policy and procedures are consistent with the Policy on
Government Security. Its departmental security plan has been
approved, a quality assurance program has been implemented, and
processes are in place to provide assurance that contracts are issued
only after personnel security clearances have been granted. Our file
review found that security clearances were granted before contracts
were awarded, and all contractors were cleared appropriately. In
every case where no security requirement existed, the contract was
managed appropriately.

271 CSIS uses a variety of good practices, including deactivating
contractors’ security clearances when the contract is completed, and it
has several internal performance measures geared toward continuous
improvements. As a lead security agency, CSIS has also conducted a
survey of its clients on requirements for security screenings based on
the services provided and has developed an action plan to address
several of the key issues identified.

272 CSIS does not use the Security Requirements Check List for
contracts within its delegated contracting authority; however, it does
use the Check List for contracts outside its delegated authority. In
consultation with CSIS’s departmental security officer, the project
manager must identify any security requirements of a contract.
According to CSIS management, it has assurance that contracts are
awarded only after security clearances have been granted, but it has
also recognized that it can improve controls so that all security
requirements in contracts have been appropriately assessed and
identified. CSIS is currently working on revising its policy and
processes to include the use of such a control.

273  CSIS reviews private sector firms to provide assurance that

no links exist to organizations of concern, as identified by CSIS.
However, CSIS does not conduct a complete security screening of
the firm. We encourage CSIS to strengthen its controls for clearances
of firms to the appropriate extent to ensure that firms that will have

Report of the Auditor General of Canada—Spring 2013 Chapter 2 | 69



STATUS REPORT ON SECURITY IN CONTRACTING

access to protected and classified information and assets are cleared
before a contract is awarded.

Communications Security Establishment Canada complies with the Policy

274 We found that Communications Security Establishment Canada
(CSEC) is consistent with the Policy on Government Security. It uses
the Security Requirements Check List to identify security
requirements, has implemented a quality assurance program, and has
approved its departmental security plan. CSEC’s requirement for
clearances of firms went beyond the requirements in the Policy on
Government Security. CSEC recently approved a policy on key
activities related to security in contracting, which will help ensure that
the process is carried out uniformly.

275 From our interviews and file review, we found that individual
contractors had been granted security clearances at the appropriate

levels before contracts began. We also reviewed the security in place
for CSEC’s Long-Term Accommodation Project (Exhibit 2.9).

Exhibit 2.9 Security has been well considered in Communications Security Establishment Canada’s
Long-Term Accommodation Project

We looked at a major project currently under construction to replace Communications
Security Establishment Canada’s (CSEC’s) facilities and consolidate its workforce.

For this project, Defence Construction Canada is the contracting authority. We found
that security had been well considered and integrated into project planning and delivery.
The projected cost of this Long-Term Accommodation Project is $880 million, with
completion planned for 2014. Given the highly classified nature of CSEC’s business,
the design and construction of the new facility took security considerations into account
with a view to enhancing monitoring and eliminating the need for costly retrofits.

CSEC conducted the personnel screening and provided the results to the Industrial
Security Program for inclusion in the Program’s database. It also signed a service-level
agreement with Public Works and Government Services Canada (PWGSC) to conduct
the facility security clearances. At the same time, CSEC conducted contractor
clearances and requested clearances of firms from PWGSC. Until a firm was cleared,
there was no access to the site and no work was permitted. Together, these procedures
ensured that both firms and contractors would be appropriately cleared. CSEC cleared
or provided site access clearance to more than 6,000 individuals, from truck drivers to
consultants—no individual was allowed on site without first being cleared.

CSEC also took additional precautions, such as the following:

* |t ensured that firms providing construction materials and equipment were granted
access only to specific sections of the work site as necessary.

* |t restricted access to drawings of the building and the building site.
* |t established verification procedures to ensure that there were no unobserved
breaches of security.

While the cost of these additional procedures was considerable, in CSEC’s
opinion they provided the assurance that its Chief needed—that risks had been
mitigated appropriately.
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276 We also reviewed 18 CSEC contracts unrelated to the Long-Term
Accommodation Project. We found that for 14 contracts entered into
with six firms, the firm had not been cleared when the contract was
awarded. While CSEC had a security clause in these contracts for firms
to be cleared, clearance was obtained only after the work had started.

271 Recommendation. Communications Security Establishment
Canada should ensure that all contract security requirements related
to firm clearances are met prior to awarding the contract.

The Agency’s response. Agreed. Communications Security
Establishment Canada acknowledges the audit’s finding that CSEC
met all requirements of government policy. With respect to the
additional requirements that CSEC put in place over and above the
policy, CSEC accepts the findings of the Auditor General, although
additional risk mitigation measures were put in place. CSEC’s
guidelines have been amended accordingly.

National Defence falls short of the Policy’s requirements

218 For National Defence projects, where either National Defence or
Defence Construction Canada (DCC) is the contracting authority and
National Defence is the project authority, National Defence has
developed procedures to address key activities related to security in
contracting. For those projects where DCC is the contracting
authority, National Defence is responsible for defining the security
requirements that DCC will implement during construction.

2719 We examined National Defence and DCC files to determine
whether all firms were cleared before being awarded contracts. Both
National Defence and DCC use the Industrial Security Program to
clear firms. Our audit work on the Program confirmed that in the files
we reviewed, firms had been appropriately cleared by the Program.

280 We found that for projects in which DCC is the contracting
authority, the two entities have implemented a joint quality assurance
program for compliance with National Defence procedures. We also
found that while DCC complied with the Policy on Government
Security, National Defence was partially compliant, as indicated by our
observations in the section of this chapter outlining progress on our
2007 recommendations. (See paragraphs 2.56 to 2.64.)

281 We found a lack of consistency in National Defence’s procedures
for contracts in which a security requirement has been identified, such
as whether to use the Security Requirements Check List or not.
Several files we reviewed also had incomplete or missing
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documentation. Examples included the absence of key signatures from
the Security Requirements Check List, or the lack of evidence that the
firm had been cleared.

2.82 National Defence’s criteria for identifying the absence of security
requirements were also inconsistent. Certification that there were no
security requirements was missing in some cases. In other cases, where
access to a sensitive site was required or heavy machinery and
ammunition was to be moved, the contracts failed to identify a security
requirement.

283 In 25 DCC files that we reviewed there was a security
requirement, but no Check List was used. In those files, we found that
DCC accepted the mitigation of security through other measures
identified by National Defence. These included 14 cases of escorting
uncleared contractors while on the project site and 3 cases of removing
all classified material while the work was being done. This practice fails
to address identified security requirements and may result in
inadequate security for projects.

284 We also found that National Defence’s departmental security
officer is not always consulted on the need for a security requirement
by a branch of National Defence before contracts are awarded.

285 As part of the current audit, we also followed up on the NORAD
project, as discussed in our 2007 audit (Exhibit 2.10).

Exhibit 2.10 Additional costs were required for the security of a NORAD complex

The NORAD above-ground complex in North Bay, Ontario, was intended to replace
the underground complex housing the NORAD air surveillance and control system to
secure North American airspace. Given the intended purpose of the building, and as
required by the Government Security Policy (2002), a Security Requirements Check
List should have been completed to identify security requirements. In 2007, we found
that because a review of the building security requirements had not been completed
prior to construction, several security concerns arose when the facility was being built.

The facility is now operational and handles classified information. To rectify the original
security concerns, a portion of the building was demolished and a smaller secure area
was rebuilt. There were also additional costs for monitoring whether the new structure
would be electronically secure. Costs to mitigate the original security concerns are
about $2.3 million to date.

This case demonstrates that unclear direction in identifying security requirements

or lapses in security during contract delivery can result in additional expense.

For example, a building may not be fully used for its intended purpose, or may need

a retrofit. In addition, credibility with other countries’ security units could be affected.
Ongoing monitoring may also be needed to ensure security has not been compromised.
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2.86 A more recent project included plans for a secure
communications area within a helicopter support facility at CFB
Petawawa. The procurement strategy called for the design and
construction of a secure area to be excluded from the original contract,
with the intention of including it in subsequent contracts. However,
security measures were deemed necessary, and provisions were made
for security personnel, fences, site access controls, and passes for site
workers. It is unclear the extent to which these resources were to
address normal construction needs or the eventual use of the building.
According to the departmental policy for construction projects, there
was no need to complete a Security Requirements Check List,
although security precautions had been put in place.

281 As contracting authority for the CFB Petawawa project, Defence
Construction Canada was responsible for the implementation of
security measures as identified by National Defence. A site inspection
by DCC early in 2012 identified that the security measures were in fact
not in place. After discussion, National Defence decided they were no
longer required. At the time of the audit, National Defence had not
completed the project.

2.88 National Defence procedures recognize that its process for
identifying security requirements for construction projects may not
provide clear direction for facilities that raise security concerns, but
the Department has not documented how this assessment is to be
made. This demonstrates the need to consider the eventual use of a
facility when defining security requirements.

289 Recommendation. National Defence should ensure that
construction projects consider the eventual use of the facility when
defining the security requirements. National Defence should involve
Defence Construction Canada earlier in the assessment of planned
security requirements to ensure that they will be implemented
appropriately.

The Department’s response. Agreed. National Defence will update
its policies to clearly reflect that the eventual use of a facility will be
considered when defining the security requirements of all construction
phases. National Defence will assess whether sufficient direction is
being provided with respect to accurately and clearly defining and
communicating our industrial security needs to Defence Construction
Canada in a timely manner to ensure appropriate implementation.
This is expected to be completed by the end of the 2013—14 fiscal year.
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290 Recommendation. Defence Construction Canada should be
involved earlier in the assessment of planned security requirements to
ensure that these requirements are consistent with the eventual use of
the facility and can be implemented appropriately.

The Corporation’s response. Agreed. Defence Construction Canada
will continue to act in a proactive manner when dealing with security
in contracting. Defence Construction Canada will work closely with
National Defence to ensure that security requirements are clearly
defined and subsequently implemented appropriately.

The Royal Canadian Mounted Police is mostly compliant with the Policy

291 Overall, we found that the RCMP’s departmental policies and
processes are mostly compliant with the Policy on Government
Security, as indicated by our observations in the section of this chapter
outlining progress on our 2007 recommendations. (See

paragraphs 2.61 to 2.63.) The RCMP uses good practices, including
the deactivation of contractors’ security clearances at the end of the
contract and real-time fingerprinting. It also uses the Check List to
identify security requirements, or a waiver to indicate that none exist.

292 We found that in all cases we reviewed with an identified security
requirement, the RCMP did not award any contracts before personnel
security clearances had been granted, and all of the contractors were
cleared appropriately. However, in 11 of the 42 files we reviewed, we
found that the Security Requirements Check List was incomplete or
missing. Examples included the absence of key signatures and files that
should have had identified security requirements, based on departmental
policy and procedures, but did not. Although the RCMP uses the
Industrial Security Program for contracts above its authority, we found
that the RCMP does not undertake security clearances of private sector
firms for contracts within its delegated contracting authority.

293 Recommendation. The RCMP should assess security risks for
firms that will have access to its protected and classified information
and assets and complete any additional security checks or clearances
to respond to these risks before a contract is awarded.

The RCMP’s response. Agreed. The RCMP will review its
departmental security risks for contracting, which involves private
sector firms having access to its protected and classified government
information and assets, and carry out additional security screening

of individuals as required to mitigate those risks before such contracts
are awarded.
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Conclusion

294 Overall, progress has been unsatisfactory in implementing the
commitments made in response to our 2007 recommendations
regarding security in contracting. Although the government has
made a number of improvements, including providing clearer
requirements for departments to monitor and report on their
security programs, in our opinion, significant weaknesses remain.
Successful projects integrate security into all phases of the
development and management of contracts. However, risks
increase when entities modify their security requirements to meet
cost or scheduling constraints.

295 The Treasury Board Policy on Government Security has been
revised. It clarifies roles and responsibilities for Public Works and
Government Services Canada (PWGSC), departments, and lead
security agencies. Further, it requires deputy heads to report on the
implementation of the Policy. However, the Policy on Government
Security falls short of addressing our 2007 recommendations. The
Policy, as well as the Security and Contracting Management Standard,
does not explicitly address the clearance of private sector firms with
access to protected and classified information.

296 PWGSC has made satisfactory progress since our 2007 audit. It
complies with the Policy and requires the Security Requirements
Check List to be completed before contracts are awarded and it has
defined and implemented standard operating procedures. Additional
funding has been provided through a cost recovery model that
PWGSC uses to charge departments for the services it offers, including
services related to security in contracting. However, its charging
methodology does not demonstrate that it is meeting clients’ needs.
PWGSC also needs to improve its management of pending personnel
screening requests.

297 In most cases, lead security agencies’ policies and procedures are
designed to provide assurance beyond the level required by the Policy
on Government Security and other federal departments. The entities
we audited had policies and processes that were aligned with the Policy
on Government Security. However, a departmental security plan has
not been implemented in National Defence, and the RCMP’s has yet to
be approved. As well, there were inconsistent approaches among the
entities, including the processes they used to clear private sector firms.
The RCMP and Defence Construction Canada have made satisfactory
progress since our 2007 audit and, along with the Canadian Security
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Intelligence Service and Communications Security Establishment
Canada, comply with the Policy on Government Security. National
Defence’s progress is unsatisfactory.

298 In our examination of contracts with identified security
requirements and those with none, we found mixed results. Canadian
Security Intelligence Service consistently identified when security
requirements were to be included in contracts, while National Defence
and RCMP continue to be challenged in the identification of security
requirements for the contracts they tender. Communications Security
Establishment Canada included security requirements for firms in
contracts, which were not met at the time the contract was awarded.
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About the Audit

All of the audit work in this chapter was conducted in accordance with the standards for assurance
engagements set by The Canadian Institute of Chartered Accountants. While the Office adopts these
standards as the minimum requirement for our audits, we also draw upon the standards and practices of
other disciplines.

Objectives

The overall objective of the audit was to determine whether the Treasury Board of Canada Secretariat,
Public Works and Government Services Canada (PWGSC), and selected departments and agencies have
made satisfactory progress in addressing issues reported in the October 2007 Report, Chapter 1,
Safeguarding Government Information and Assets in Contracting.

Scope and approach

Our work focused on the security screening process for assessing the loyalty (including reliability) of
external contractors and their firms; the granting of access to classified information and assets; and other
related contract security activities. We examined the key clauses in contracts to ensure security provisions
were addressed, but we did not conduct reviews of site security management.

Areas that we determined were outside the audit’s scope (which were also not part of the 2007 audit)
include

« PWGSC’s International Industrial Security Directorate. This Directorate manages industrial security
arrangements with foreign countries.

« PWGSC'’s Controlled Goods Directorate. This Directorate is responsible for the prevention and
detection of the unlawful examination, possession, or transfer of controlled goods in Canada through
its mandatory registration and regulation of Registered Persons (registered businesses and individuals).

The following entities were included in the audit: Treasury Board of Canada Secretariat, Public Works and
Government Services Canada, Royal Canadian Mounted Police, National Defence, Defence Construction
Canada, Communications Security Establishment Canada (CSEC), and Canadian Security Intelligence
Service (CSIS). CSIS and CSEC were included due to their responsibilities as lead agencies, their focus on
security, and the nature of the information they need to do their work.

PWGSC'’s internal audit function conducted a follow-up audit of the Industrial Security Program. Our
work determined that the Office of the Auditor General of Canada was able to rely on the work of the
internal audit function within PWGSC.
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Criteria

Criteria

Sources

To determine whether the Policy on Government Security has addressed weaknesses previously identified, including the roles and responsibilities
of selected lead security agencies, and to determine whether the Treasury Board of Canada Secretariat has reasonable assurance that departments have
complied with the Policy on Government Security, we used the following criteria:

Treasury Board of Canada Secretariat, through the Policy on
Government Security, has addressed weaknesses previously
identified.

Treasury Board of Canada Secretariat has monitored compliance
with the Policy on Government Security.

* Foundation Framework for Treasury Board Policies,
Treasury Board, 2008

* Policy on Government Security, including associated directives
and standards, Treasury Board, 2009

To determine whether Public Works and Government Services Canada’s (PWGSC’s) Industrial Security Program is aligned with
the Policy on Government Security and whether PWGSC has complied with its own program requirements, and to determine whether Public Works and
Government Services Canada has assigned the resources and capacity necessary to administer the Industrial Security Program, we used the following criteria:

PWGSC has policies in place for industrial security that are
consistent with the Policy on Government Security.

PWGSC's procedures for the Industrial Security Program ensure
completeness and accuracy of information required to fulfill its
mandate.

PWGSC has measures in place to determine if it has adequate
resources and capacity necessary to administer the Industrial
Security Program.

* Foundation Framework for Treasury Board Policies, Treasury
Board, 2008

* Policy on Government Security, including associated directives
and standards, Treasury Board, 2009

» Contracting Policy, Treasury Board, 2008

* PWGSC’s Departmental Policy 54: Industrial Security
Program, Public Works and Government Services Canada,
2007

* Expenditure Management System of the Government of
Canada, Treasury Board, 1995

To determine whether selected lead security agencies’ departmental security policy and process requirements are aligned with
the Policy on Government Security, and to determine whether selected lead security agencies comply with their own departmental security policy
and process requirements, we used the following criteria:

Selected lead security agencies and Defence Construction
Canada have policies in place for industrial security that are
consistent with the Policy on Government Security.

Departmental procedures are designed to provide assurance that
the requirements of the Policy on Government Security and
departmental policies have been met.

Departments have implemented procedures for industrial security
to ensure access to classified government information has only
been given to individuals and firms with appropriate clearance.

* Foundation Framework for Treasury Board Policies,
Treasury Board, 2008

* Policy on Government Security, including associated directives
and standards, Treasury Board, 2009

» Departmental procedures and standards for industrial security

Management reviewed and accepted the suitability of the criteria used in the audit.
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Period covered by the audit

The period under examination was the 2011-12 fiscal year for screening levels granted and contracts
issued. We extended this period to cover actions taken in earlier years to respond to issues reported in our
2007 audit, including the development and implementation of the Policy on Government Security. Audit
work for this chapter was completed on 3 December 2012.

Audit team

Assistant Auditor General: Nancy Cheng
Principal: Gordon Stock

Lead Director: Marianne Avarello

[T Director: Bernard Battistin

John McGrath
Toby Climie

For information, please contact Communications at 613-995-3708 or 1-888-761-5953 (toll-free).
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Appendix List of recommendations

The following is a list of recommendations found in Chapter 2. The number in front of the
recommendation indicates the paragraph where it appears in the chapter. The numbers in parentheses
indicate the paragraphs where the topic is discussed.

Recommendation

Policy on Government Security

2.32 The Treasury Board of Canada
Secretariat, in consultation with Public
Works and Government Services
Canada and the lead security agencies,
should address the security risks related
to the absence of a specific requirement
to security screen private sector firms
and ensure consistency among the
Policy on Government Security and
associated directives, standards, and

guidance. (2.26-2.31)

Response

Agreed. Deputy heads are responsible for the management of
security within their organizations, and the Treasury Board of
Canada’s current policy instruments already require that all
individuals (which includes contractors) with access to
government information and assets be security screened. With
this understanding, the Treasury Board of Canada Secretariat, in
consultation with Public Works and Government Services
Canada and the lead security agencies, will address the security
risks, as identified in this report, which may arise as the result of
the absence of a specific requirement to security screen private
sector firms. The Treasury Board of Canada Secretariat will also
ensure consistency across the Policy on Government Security,
including its related directives, standards, and guidelines. This
will be accomplished as part of the current security policy suite
renewal activities and the update to the Security and
Contracting Management Standard, which is planned for
summer 2013.

Industrial Security Program

248 Public Works and Government
Services Canada should improve its
charging methodology to meet the
needs of client departments and

agencies. (2.45-2.47)

250 Public Works and Government
Services Canada should improve its
processes to manage pending personnel
screening requests and follow up on all

valid clearance requests, eliminating
those that have been cancelled. (2.49)

Public Works and Government Services Canada accepts the
recommendation and will continue to work with client
departments and agencies to improve its charging methodology.

Public Works and Government Services Canada accepts the
recommendation and has already undertaken an administrative
review of the pending clearance requests, which has resulted in
the elimination of requests that are no longer valid. The
administrative review will be completed by 31 March 2013. A
new standard operating procedure for the management of
pending clearances will be developed and fully implemented by
30 April 2013.
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Recommendation

Other progress since our 2007 audit

2.64 National Defence should
integrate its policies and procedures
and ensure they are aligned with the
Policy on Government Security. It

should also develop its departmental
security plan. (2.55-2.63)

Response

Agreed. All of National Defence’s security policies are currently
being updated, with expected completion by the end of the
201314 fiscal year. National Defence has put in place a Security
Reform Team to establish a defence security model that uses
the Treasury Board of Canada Secretariat’s mandated security
objectives and implements security best practices throughout the
Canadian Forces and National Defence in order to enhance its
operational effectiveness. One of the end results of this initiative
will be the development of a current and relevant departmental
security plan for National Defence. Target date for the
departmental security plan is the end of the 2014—15 fiscal year.

Current issues in security practices

271 Communications Security
Establishment Canada should ensure
that all contract security requirements

related to firm clearances are met prior
to awarding the contract. (2.74-2.76)

2.89 National Defence should ensure

that construction projects consider the

eventual use of the facility when
defining the security requirements.
National Defence should involve

Defence Construction Canada earlier in

the assessment of planned security

requirements to ensure that they will be

implemented appropriately.
(2.78-2.88)

290 Defence Construction Canada
should be involved earlier in the
assessment of planned security
requirements to ensure that these
requirements are consistent with the
eventual use of the facility and can
be implemented appropriately.

(2.78-2.88)

Agreed. Communications Security Establishment Canada
acknowledges the audit’s finding that CSEC met all
requirements of government policy. With respect to the
additional requirements that CSEC put in place over and above
the policy, CSEC accepts the findings of the Auditor General,
although additional risk mitigation measures were put in place.
CSEC'’s guidelines have been amended accordingly.

Agreed. National Defence will update its policies to clearly
reflect that the eventual use of a facility will be considered when
defining the security requirements of all construction phases.
National Defence will assess whether sufficient direction is being
provided with respect to accurately and clearly defining and
communicating our industrial security needs to Defence
Construction Canada in a timely manner to ensure appropriate
implementation. This is expected to be completed by the end of
the 2013-14 fiscal year.

Agreed. Defence Construction Canada will continue to act in a
proactive manner when dealing with security in contracting.
Defence Construction Canada will work closely with National
Defence to ensure that security requirements are clearly defined
and subsequently implemented appropriately.

Report of the Auditor General of Canada—Spring 2013
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Recommendation Response

293 The RCMP should assess security ~ Agreed. The RCMP will review its departmental security risks
risks for firms that will have access toits ~ for contracting, which involves private sector firms having access
protected and classified information to its protected and classified government information and

and assets and complete any additional ~ assets, and carry out additional security screening of individuals
security checks or clearances torespond  as required to mitigate those risks before such contracts are

to these risks before a contract is awarded.

awarded. (2.91-2.92)
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