I *I Public Safety  Sécurité publique
Canada Canada

ARCHIVED - Archiving Content

Archived Content J

Information identified as archived is provided for
reference, research or recordkeeping purposes. It
is not subject to the Government of Canada Web
Standards and has not been altered or updated
since it was archived. Please contact us to request
a format other than those available.

ARCHIVEE - Contenu archivé

Contenu archivé

L'information dont il est indiqué qu’elle est archivée
est fournie a des fins de référence, de recherche
ou de tenue de documents. Elle n'est pas
assujettie aux normes Web du gouvernement du
Canada et elle n'a pas été modifiée ou mise a jour
depuis son archivage. Pour obtenir cette
information dans un autre format, veuillez
communiguer avec nous.

This document is archival in nature and is intended
for those who wish to consult archival documents
made available from the collection of Public Safety
Canada.

Some of these documents are available in only
one official language. Translation, to be provided
by Public Safety Canada, is available upon
request.

Le présent document a une valeur archivistique et
fait partie des documents d'archives rendus
disponibles par Sécurité publique Canada a ceux
qui souhaitent consulter ces documents issus de
sa collection.

Certains de ces documents ne sont disponibles
que dans une langue officielle. Sécurité publique
Canada fournira une traduction sur demande.

i+l

Canada




AlCrime Reduction Matters

Australian Government

Australian Institute of Criminology

No. 35 7 July 2005

Preventing spam

‘Spam’ is an electronic version of ‘junk mail’ sent to a large number of people who do not request it, detailing
products or services in which they may have no interest. Spam is sent by people who disguise their identity
and whom it is difficult, if not impossible, to locate or deter. Senders of spam rely on the fact that, although
most will reject the message, a minority of recipients will read and/or respond to it. Criminals have been
quick to take advantage of this fact through activities such as ‘phishing’ — where official-looking ‘spoofed’,
or trick, emails (typically purporting to come from banks) attempt to persuade a user to click on a false link
leading to a fraudulent web site. Once there, the user is asked to provide their online password, user name
and/or other personal information in response to a fake but convincing security check.

Mitigating the impact of spam involves a number of stakeholders including:
1. governments — by enacting legislation to prevent spam;
2. law enforcement agencies — by investigating spam;

3.  internet service providers (ISPs) — by filtering all email to remove spam prior to releasing
it to customers’ inboxes; and

4, corporations — by filtering all email for spam and governing appropriate use of email via
an applied email policy.

Individuals can assist in the anti-spam effort by:

. avoiding placing email address in a public domain, for example a chat room;

. if placing an email address in a public domain, disguising it (so, for example,
<johndoe@fakesite.com> becomes ‘johndoe at fakesite.com’);

. using multiple email addresses, so that if one address becomes a target of spam it can
be discarded;

. installing and updating spam filters on home computers;

. using longer and more complicated email addresses; and

. simply deleting the spam (never responding in any way, not even by unsubscribing).

Larger stakeholders must also continue to reduce the amount of spam entering computer systems.
Corporations could adopt an email policy clearly delineating staff use of email and the internet. ISPs might,
as AOL has done, deny their customers access to certain web sites prone to spam. Governments might
continue to cooperate with one another in anti-spam campaigns, such as ‘Operation secure your server’.
Finally, the interception of messages may also assist in the fight against spam. These technological counter-
measures include black lists (internet addresses known to be disseminators of spam are blocked), lexical
analysis (in which words are analysed in context, so that a word which appears in a group of unrelated
words triggers an alarm which blocks the spam) and heuristics (in which particular emails are examined
and scored for spam characteristics — if the score reaches a pre-determined level, the email is blocked).
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