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THE NATURE oF CRIME: CONTINUITY AND CHANGE

Criminal Justice
Discovers Information
Technology

by Maureen Brown

During the last half of the 20th century, information technolo
became a central force in the field of criminal justice. Informatidg
with its associated technologies, provided a critical support struc
for operations. Yet, it also created new dilemmas for criminal inve
gations, prosecutions, and prevention. While information technolg
assumed a major role in supporting the socioeconomic framewor
also mandated a fundamental rethinking of legislative policies {
taining to security, privacy, and criminal activity. The rise of t
information-centric economy brought a host of opportuniti
and challenges to the field of criminal justice. Issues pertaining
information technology operations, policy, and criminology pose s
stantial challenges to the field of criminal justice as it enters the
millennium.
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Maureen Brown is Associate Professor at the University of North Carolina
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CRIMINAL JusTICE DiscoVERs INFORMATION TECHNOLOGY

he shift from an industrial to an information-based economy was one of

the most significant changes occurring in many nations in the last 20 years
of the 20th century. By the turn of the century, the production, sale, and service
of information and its associated technologies provided a critical support struc-

In addition to

the technological
challenges, organi-
zational hurdles
impeded procure-
ment, implementa-
tion, operations,
and maintenance,
regardless of
organization size.
For example, large
organizations
experienced prob-
lems with system
design and per-
sonnel training;
small jurisdictions
suffered from
funding and exper-
tise limitations.

ture to the world economy. Given the promise that information technology
might afford, global investments in information technology grew to more than
$500 billion annually (G2 Research 1997). This chapter considers the growth
of information technology (IT), its adoption by various actors in the criminal
justice system, and the implications for the goals of and expectations for the
criminal justice system.

The chapter has two sections. The first section uses a
timeline to describe the growth of IT within various
sectors of the criminal justice system. The operational
aspect elaborates on the extent to which computer
technology has permeated police, court, and correc-
tions agencies to promote service delivery. Conversely,
the criminal perspective examines issues surrounding
computer crime and its impacts on policies and pro-
grams. Finally, the civil side examines the changes per-
taining to civil rights. Exhibit 1 provides a synopsis of
many of the milestones that mark the technological
changes of the last half of the century.

The second section discusses major hurdles and
challenges confronting the field of criminal justice.
Although computer-based innovations began as tools
to advance transaction-based processes—a goal that
was easily achieved—by the end of the century, crim-
inal justice professionals pursued more ambitious
goals for IT, hoping that IT would enhance organiza-
tional knowledge. Managers expected cases, problems,
and events to be identified, tracked, and evaluated
more easily, thereby improving productivity and
performance. In striving to meet the expectations,
however, several hurdles were encountered at every
stage of the IT-adoption process. In addition to the
technological challenges, organizational hurdles

impeded procurement, implementation, operations, and maintenance, regardless
of organization size. For example, large organizations experienced problems
with system design and personnel training; small jurisdictions suffered from

funding and expertise limitations. Specifically, the next section sheds light on
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THE NATURE oF CRIME: CONTINUITY AND CHANGE

Exhibit 1. Major information technology events and
implementation milestones in the criminal justice system

1946

1951

1952
1955

1958

1960

1964

1966

1967

The first large-scale electronic general purpose digital computer was cie

by Dr. John W. Mauchly and J. Presper Eckert: the Electronic Numeric
Integrator and Computer (ENIAC).

The first commercially available electronic digital computer (UNIVAC )
is introduced by Remington Rand. The UNIVAC | correctly predicts that
Dwight D. Eisenhower will win the presidential election.

Dr. Grace Hopper invents the first high-level programming language.

The New Orleans police department installs the first electronic data-
processing machine, a vacuum tube-operated calculator with a punch ¢
sorter and collator that summarizes arrests and warrants.

Second-generation computers are built with transistors replacing vacuy

tubes. There were roughly 2,500 computers in use in the United States.

The programming language COBOL is developed by a committee heag
by Dr. Hopper.

The St. Louis Police Department installs the first computer-aided
dispatch system.

The computer chip is introduced, leading to the third generation of com
machines. By 1964, the number of computers in use in the United Stat
grown to 18,000.

The Crime Commission report produces recommendations on police
technology.

The Federal Bureau of Investigation inaugurates the National Crime Inf
mation Center (NCIC), providing a national computerized filing system

wanted persons, stolen vehicles, weapons, and other items of value. The

system processes more than 6,580 transactions per day.

Allegheny County, Pennsylvania, installs data-processing equipment to
improve operations in civil court.

The National Law Enforcement Telecommunications System, a messag
switching facility that links all State police computers with the exceptior
Hawaii, is established.

The Freedom of Information Act (FOIA) passes.

The Advance Regional Justice Information system is established by the

m

e

£S

or
pn

e

San Diego police department for clearing investigative cases.

continued
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Exhibit 1 (continued)

1968

1969

1970

1971

1973
1974

1975

1976
1977

The first use of an 8-inch floppy magnetic storage disk is demonstrated
Alan Shugart of IBM.

The Omnibus Crime Control Act establishes the Law Enforcement
Assistance Administration (LEAA) program, which includes a mandate
to increase the use of IT.

AT&T announces the creation of 911.

The National Institute of Justice (NIJ) is created to, among other goals,
“advance technology assimilation.”

The ARPANET network, predecessor to the Internet, is established.

The first microprocessor chip is developed by Dr. Ted Hoff.

by

The National Consortium for Justice Information and Statistics is established.

The fourth generation of computers arrives with the invention of the lar
scale integration chip, which contains roughly 15,000 circuits.

LEAA begins to spur technology innovation efforts over the next 12 yeal
providing roughly $50 million to State and local law enforcement agenci

The Fair Credit Reporting Act of 1970 passes.
The microprogrammable computer chip is developed by Dr. Ted Hoff.

Intel introduces the first microprocessor, the 4004, capable of 60,000
operations per second.

The National Center for State Courts (NCSC) is created as an indepen
nonprofit organization dedicated to improving the administration of justi

The first court-operated, computer-aided transcript (CAT) system is inste
C programming is developed.

The Federal Privacy Act of 1974 passes.

IBM introduces the first laser printer.

The first commercially successful microcomputer, the Altar, becomes avai

One of the first major studies investigates local-level police, corrections
and courts information technology activities.

Steve Wozniak and Steve Jobs build the first Apple computer.

NCSC begins the Court Improvement Through Applied Technology Pro

je-

s by
es.

dent
ce.

alled.

able.

ect.
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Exhibit 1 (continued)

1978 -

1979 -

Mid- -
to late
1970s

1980 -

1981 -

1982 -

1983 -

1984 -

NCSC publishe€omputer Use in the Courts: Planning, Procurement, and

Implementation
The first spreadsheet, VisiCalc, is introduced.
CompusServe, the first public online service, is founded.

NCSC survey reveals that 500 State-level courts are employing data-
processing techniques while 100 courts are actively participating in local
criminal justice information systems.

LEAA funds projects such as State Judicial Information System and
Gavel-A National Model Trial Court Information System.

The first hard drive, the Winchester, is introduced, revolutionizing storage

for personal computers.

Bill Gates, working for IBM, develops MS-DOS.
Enhanced 911 is developed.

The Privacy Protection Act of 1980 passes.
The Silicon 32-bit chip is produced.

IBM introduces the personal computer; more than 300,000 are sold in th

United States.

The Police Foundation Survey reports that almost all law enforcement

agencies serving 1 million or more persons have some sort of computefri

searching capability.

A total of 3,275,000 personal computers are sold.
Hayes introduces the 300-bps smart modem.
LEAA is abolished.

Compagq, Inc., is founded.

Seven percent of U.S. households own computers; in 5 years, the numb

jumps to 20 percent.
IBM introduces the Intel 80286 microprocessor.
Apple introduces the Macintosh computer.

NCSC releases the State Judicial Information System Project report.

continued
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Exhibit 1 (continued)

- NCSC hosts the first National Court Technology conference.

- Congress creates the State Justice Institute (SJI) to foster joint innovatjons
in Federal and State courts.

- The Justice Assistance Act creates the Office of Justice Programs, which
currently consists of the Bureau of Justice Assistance (BJA), the Bureau
of Justice Statistics, NIJ, the Office of Juvenile Justice and Delinquency
Prevention (OJJDP), and the Office for Victims of Crime (OVC).

- The Computer Fraud and Abuse Act of 1984 passes.
1986 - SJl opens.

- The International City Management Association releases a second major
study examining law enforcement, corrections, and courts systems in
local government.

- NIJ funds first assessment of the impact of a map-based crime analysis
system in Chicago.

- The Computer Fraud and Abuse Act of 1986 and the Electronic
Communications Privacy Act of 1986 pass.

1987 - The 80386 microprocessor is introduced.
- SJI begins awarding grants for technology innovations.
1988 - The Computer Matching and Privacy Protection Act of 1988 passes.

1989 - The Intel 486 becomes the world’s first 1 million transistor microprocessar. At
a size of .4 x .6", it can execute more than 15 million instructions per sedond.

- Tim Berners-Lee invents the first Internet-based hypermedia that becomes
known as the World Wide Web (WWW).

- NCSC and SJI release the first issu€ofirt Technology Bulletjira
bimonthly publication on technology in the courts.

- NCSC's Technology Information Exchanges Services begins.

—

- The Forum on the Advancement of Court Technology (FACT) is formed
facilitate dialogue between vendors and court managers regarding the
application of technology in court operations.

(0]
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Exhibit 1 (continued)

1990

1991

1992
1993

1994

Microsoft Corporation releases Windows 3.0, selling hundreds of thous
of copies. More than 54 million computers are in use in the United Staf

The Technology Information Services (TIES) program fields more than
1,000 requests for information on IT.

TIES opens the Court Technology Laboratory.

The World Wide Consortium releases standards that describe the fram
for linking documents on different computers.

Senator Al Gore proposes the High Performance Computing and
Communications (HPCC) initiative for building a high-speed “digital
highway” for Federal agencies.

The U.S. Department of Justice establishes the Computer Crime Unit v
the Criminal Division.

Microsoft releases Windows 3.1.

The successor to the Intel 486, the Pentium microprocessor, is introdug
It contains 3.1 million transistors and is capable of performing 112 milli
instructions per second.

The HPCC initiative is significantly expanded to the National Informatio
Infrastructure, a broadband digital network allowing universal access.

The White House launches its first Web page.

Two-thirds of all police departments are using computers in criminal
investigations, crime analysis, budgeting, and staff allocation.

More than 90 percent of police departments serving populations of mo
than 50,000 are using computers for criminal investigation, budgeting,
dispatch, and staff allocation.

The College of William and Mary unveils Courtroom 21.

Netscape Navigator 1.0 is launched.

The Violent Crime Control and Law Enforcement Act of 1994 is passed.

Memorandum between the U.S. Department of Justice and the U.S.
Department of Defense to conduct joint research on information systen
development efforts is written.

NIJ opens the National Law Enforcement and Corrections Technology
Center (NLECTC) to promote the use of technology in criminal justice.

D

Vit

ns

continued
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Exhibit 1 (continued)

- Technology Beag serial published by NLECTC focusing on technology |in
criminal justice, is first published.

- The Computer Abuse Amendments Act of 1994 passes.
1995 - Microsoft releases Windows 95.

- TIES TIS fields more than 2,000 requests for information on IT.

- Justice Information Network (JUSTNET) is established to promote info
mation collection and dissemination.

- NIJ establishes the Office of Science and Technology.
- The National Criminal Justice Reference Service (NCJRS) goes online

- BJA funds the National Criminal History Program, awarding a total of $112
million to every State to improve criminal history information systems.

- Roughly 83 percent of all State prosecutors use computers.
1996 - Microsoft releases Windows NT 4.0.
- Telecommunications Act of 1996 passes.

- More than 76 percent of full-time large prosecutors’ offices and 70
percent of medium offices have adopted some sort of integrated
computer system. Systems typically include courts, law enforcement,
and district attorney’s offices.

- The Computer Abuse Amendments Act of 1996 passes.

1997 - Internet Explorer 4.0 is released.
Approximately 50 million users are connected to the WWW.

1998 - Windows 98 is shipped.

- E-commerce (electronic commerce) allows buyers to obtain merchandise
over the Internet.

- More than 10 million people are telecommuting.

- The Crime Identification Technology Act of 1998 (Public Law 105-251)
passes, making more than $1.25 billion available for integrated justice systems.

1999 - Intel releases the Pentium Il microprocessor, which provides enhanced
multimedia capabilities.

- Microsoft introduces Office 2000.
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THE NATURE oF CRIME: CONTINUITY AND CHANGE

the operational, criminal, and civil challenges as the
criminal justice system struggles to take full advan-
tage of the information age.

Some of the difficulties agencies experience in taking
advantage of IT stem from the rapidity and scope of
its developments. In a span of 25 years, the compute
industry grew to comprise 10 percent of the gross
domestic product in the United States. In two short
decades, the field of IT became larger than the auto,
steel, mining, petrochemical, and natural gas industrie
combined. For example, between 1988 and 1995,
IT sales grew 14 percent in constant dollars (U.S.
Department of Commerce 1997), with the Governmer.
sector accounting for roughly $80 billion every year
in IT expenditures (G2 Research 1997). By 2000, IT
represents a major global economic support structure
(Tapscott and Caston 1993). The discussion that fol-
lows highlights the changes that occurred within the

On the downside, IT
requires substantial
investments in train-
ing, maintenance,
and coordination. In
addition to these
operational costs,
IT can introduce
security breaches.
Data that were once
on paper in filing
cabinets behind
locked doors are
now stored on hard-
ware that may be

vulnerable to theft
and destruction.

fields of IT and the resulting impacts on police, courts
and corrections.

IT adoption and implementation creates both benefit
and costs. IT can assist with efficiency and productivi-

ty gains by allowing tasks to be conducted in parallel, by eliminating steps i
process, and by reducing the amount of time it takes to conduct a task. IT
also aid decisionmaking through its ability to store, condense, and display |
quantities of information for developing and evaluating operational initiative
However, the benefits of IT do not come without significant resource invest-
ments. The hurdles and challenges of adoption and implementation can ne
the recognition of benefits. On the downside, IT requires substantial invest
in training, maintenance, and coordination. In addition to these operational
costs, IT can introduce security breaches. Data that were once on paper in
cabinets behind locked doors are now stored on hardware that may be vul
ble to theft and destruction. Yet another downside of IT relates to its role in
crime. As discussed later, the adoption of IT has created additional incentiv
and mechanisms for the perpetration of crimes such as embezzlement, por
raphy, and sabotage. Although this chapter concentrates on the operational
fits of IT and the civil and criminal impacts, it is recognized that the costs of
IT for society as well as criminal justice agencies and other organizations a
substantial.

Vorume 1



CRIMINAL JusTICE DiscoVERs INFORMATION TECHNOLOGY

The 1960s and 1970s—The Age
of Discovery

The operational stream

Prior to the 1970s, computer technology made tremendous theoretical gains,
laying the foundation for its future application to various industries and occu-
pations. These theoretical gains between the 1940s and 1970s led to significant
technological advances from the 1960s through the 1990s. Pivotal moments
included the release of the first commercially available computer in 1951; the
New Orleans Police Department’'s adoption of the first arrest and warrant com-
puter system in 1955; and the St. Louis Police Department’s installation of the
first computer-aided dispatch system in 1960.

In 1964, advances appeared in both computer design and application of com-
puters to criminal justice: The third generation of computer machines appeared
as the computer chip was introduced; the number of computers in the United
States grew to 18,000; Allegheny County, Pennsylvania, installed the first
court-based data processing system; and the Federal Bureau of Investigation
(FBI) launched the National Crime Information Center (NCIC). NCIC provided
the first nationwide computer filing system containing wanted persons, stolen
vehicles, and weapons. At its inception, the system provided more than 6,580
transactions per day to 15 different agencies.

By 1966, the National Law Enforcement Telecommunications System was
adopted, linking all State police departments in the continental United States.
In 1967, San Diego police began using computer technology to clear investiga-
tive cases. At the same time, President Lyndon Johnson’s Crime Commission
Report contained more than 200 recommendations, 11 of which dealt specifi-
cally with police technology.

The Omnibus Crime Control Act of 1968 established the Law Enforcement
Assistance Administration Program (LEAA). Over the next 13 years, LEAA
disbursed more than $50 million in grant funding for police technology
(Northrop, Kraemer, and King 1995). Spurred in part by the findings of the
Crime Commission, a long-term subsidy program administered by the LEAA
provided seed money for technology adoption (SEASKATE 1998).

Also in 1968, the National Institute of Justice (NIJ) was created. One of its
many missions was to advance technology assimilation within criminal justice
agencies. AT&T also unveiled the 911 system. Heralded as a pivotal event in
police operations, the 911 function encouraged broader use of computer tech-
nology in law enforcement.

CRIMINAL JusTicE 2000
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The first microcomputer chip was developed in 1969.
The National Consortium for Justice Information and In the 1970s,
Statistics (NCJIS; a private, nonprofit membership
organization dedicated to improving the criminal justic manaaers were
system through the effective application of informatior; . g

and identification technology) also appeared in 1969 discovering what
(http://Iwww.corp.search.org/About SEARCH.htm). computers were
and how they might

assist operations.
Although some

criminal justice

In the 1970s, IT continued to advance, and the crim
nal justice system began using computers to stream
line operations and enhance customer service. The
decade began with the arrival of the fourth generatic adoption had
of computers, which used integration chips with occurred, for the
10,000 more circuits than the chips of 5 years earlie most part it was
In 1971, Intel released the first microprocessor capa a time of discovery
ble of 60,000 operations per second, and the Natior
Center for State Courts (NCSC) was established to
promote technology innovation in the courts.

and learning.

In 1975, one of the first major studies investigating computer technology in
criminal justice, based on the computerization efforts of 310 counties and 4
cities, was released by the University of California’s Public Policy Researc
Organization (PPRO) (Matthews, Dutton, and Kraemer 1976). The study fo
that despite advances in the IT field, local criminal justice bureaucracies dic
rely heavily on computer systems to support many critical functions.

In the 1970s, computer-based automation had been adopted more widely k
law enforcement agencies than corrections and courts. As shown in exhibi
uniform crime reporting, parking tickets, and traffic accidents were the mos
common applications used by county law enforcement agencies. For cities
the most commonly computerized functions in law enforcement were unifo
crime reporting, traffic violations, and criminal offense files. In total, across
the 713 jurisdictions, uniform crime reporting (27 percent), parking tickets (
percent), and traffic violations (24 percent) were the most frequently autom
functions. Although large urban departments appeared to be recognizing t
benefits of IT, these same departments felt that many applications yielded ¢
appointing results (Colton 1975). Implementation was slower than was exp
ed, and disagreement was widespread about IT's usefulness for operations
Despite LEAAs $50 million during the 1970s for technology assimilation,
operational benefits—outside of dispatch and record reporting arenas—we
largely unrealized. In law enforcement, by the close of the 1970s, IT was
used primarily for recordkeeping, record searching, and record reporting.
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Exhibit 2. 1975 survey results of local government automation of
law enforcement, corrections, and courts activities

Law enforcement activities
Alias name files 65 16 4 1 69 1
Criminal offense files 112 28 48 15 160 2
Dispatching 65 16 19 6 84 1
Field interrogations 44 11 12 4 56
Fingerprint population 28 7 13 4 41
Intelligence compilation 21 5 6 2 27
Juvenile offense files 64 16 28 9 92 1
Modus operandi 47 12 10 8 57
Parking tickets 149 37 41 13 190 27
Stolen property 82 20 30 10 112 16
Stolen vehicles 88 22 33 11 121 iy
Traffic accidents 131 33 32 10 163 28
Traffic violations 124 31 47 15 171 24
Uniform crime reporting 143 35 48 15 191 2y

Correction activities
Arrest records 120 30 47 15 167 28
Jail population 36 9 38 12 74 10

Court activities
Child support records 9 2 71 23 80 11
Court calendars and scheduling 3 8 44 14 77 11
Court case disposition 28 7 30 10 58 8
Court disposition records 31 8 52 17 83 11
Court docketing 43 11 44 14 87 12
Detention records 14 3 23 7 37 b
Fines, collateral, and 32 8 44 14 76 11

bail collections

Jury selection 28 7 105 34 133 19
Juvenile probation 12 3 25 8 37 L
Plaintiff/defendant records 20 5 45 15 65 9
Probation records 15 4 43 14 58 B
Wants and warrants 102 25 1 3 103 14
Sources: Matthews, Dutton, and Kraemer 1976; Matthews et al. 1976.
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In the mid-1970s, correctional operations, which lacked financial capital
computerization, remained largely manual in nature. As shown in exhibi
the PPRO study revealed that no more than 15 percent of county corre
al systems had automated arrest records and only 12 percent had auto
jail population records. Although counties appeared slow to innovate, ci
were making a bit more progress. Thirty percent of the cities had auto
arrest records and 9 percent had automated jail population records. Ov
by 1975 only approximately 23 percent of local government agencies h
computerized arrest records and only 10 percent had automated jail po
tion records.

Although court systems demonstrated a higher level of computerization
than did correctional departments, progress remained slow and uneven
According to Polansky (1996), by the early 1970s, many major urban
courts had begun building court information systems. But there was littl
systems analysis and planning, and systems—designed and programm
people who knew little about courts—never showed the results to justif
high costs. Despite these difficulties, the first court-operated, computer-
aided transcript system was installed in Allegheny County, Pennsylvani
1973. In the 1975 PPRO study, roughly 35 percent of courts automated
selection, while court disposition records; court calendars and scheduli
court docketing; and fine, collateral, and bail collection remained primar
manual. As shown in exhibit 2, the most common IT applications amon
the courts were jury selection (19 percent), warrants (14 percent), and
docketing (12 percent). By the end of the decade, a nationwide survey
ducted by NCSC indicated that approximately 500 courts were using d
processing to some extent (Polansky 1996).

In summary, in the 1970s, criminal justice managers were discovering w
computers were and how they might assist operations. Although some a
tion had occurred, for the most part it was a time of discovery and learni
By the close of the decade, several major publications had been develo
by major professional organizations to assist managers in computerizing
operations. For example, NCSC published a series of reports, one titled
Guides for Court Managergnd LEAA funded a report calledomputer
Use in the Courts: Planning, Procurement, and Implementation Con-
siderations.In 1978, American University publish&driminal Courts

Technical Assistance Proje&ccording to Colton (1979), in the 1970s,
criminal justice managers were intimidated by and cautious of IT yet ver
interested in the potential benefits it might offer.
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computer crime.

The civil stream

The growth of IT during the 1960s and 1970s sparked intense debate over the
right to privacy versus the right to access information. By the late 1990s, the
criminal justice arena would find itself in the difficult position of enforcing

Advances in IT would
give rise to debates
over encryption,
promotion of com-
merce, protection of
privacy, protection
of public safety, and
national security—
issues affecting the
daily operations

of criminal justice
agencies.

The criminal stream

During the 1960s and 1970s, networking and computer hardware and soft-
ware had not advanced to the point where legislation concerning the perpe-
tration of computer crimes was necessary. Most of the systems at that time
were mainframes that were relatively closed to the public. Although comput-
er crime more than likely took place, no Federal or State legislation existed
in that area. IT crimes were prosecuted under penal codes that related to the
particular offense, such as theft, embezzlement, or fraud. It was not until the
technological changes of the 1980s that computer crime began to emerge as
an important problem. Few anticipated the technological changes the next
decade would bring and did not place much emphasis on the need to deter

ambiguous privacy legislation and lobbying for
international treaties on data security issues. The
right to individual privacy has been a longstanding
constitutional issue—the Fourth Amendment to the
Constitution guarantees “the right of the people to be
secure in their persons, houses, papers, and effects,
against unreasonable searches and seizures.” The
evolution of large databases and the associated tech-
nologies that promote collection, collation, and dis-
semination call into question the appropriate balance
between individual privacy and rights of access.

The Freedom of Information Act (FOIA) became law
in 1966. The Act established, for the first time, a pre-
sumption that records in the possession of executive-
branch agencies and departments are accessible
(Mason, Mason, and Culnan 1995). FOIA guarantees
the right of people to know about the business of gov-
ernment. The Act requires government agencies to

reveal on demand many of their records and documents. Since 1966, FOIA has

been amended a number of times, each time strengthening citizens’ access rights
to government information.

The 1970s also brought a number of Federal enactments substantively affecting
interpretations of data rights of individuals. The Fair Credit Reporting Act,
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enacted in 1970, regulated how consumer credit reporting services could di
close personal information. The Act defined various legal terms about credi
reporting, described permissible uses for credit reports, detailed consumers
rights in disputing credit reports, and established the enforcement responsi
ties of the Federal Trade Commission (FTC) (Mason, Mason, and Culnan
1995, 246).

On the heels of the Fair Credit Act, the Federal Privacy Act of 1974 prohibite
government agencies from using data for purposes other than those for whic
were collected. In essence, it protects individual rights to privacy from govern
ment misuse of Federal records containing personal information. The Act req
agencies to collect and maintain only data relevant to their mission and force
agencies to account for every use of their information. A final piece of legislat
of the 1970s, the Right to Financial Privacy Act of 1978, stipulated that perso
financial records held by banks may not be released without a search warran

Interest group coalitions began to form during the 1970s, sparking debate
what information should be collected and disseminated and for what purp
In the following years, this debate would influence where the criminal justi
system balanced privacy rights against public access. Advances in IT woul
give rise to debates over encryption, promotion of commerce, protection of
vacy, protection of public safety, and national security—issues affecting th
daily operations of criminal justice agencies.

A Flurry of Activities—The 1980s

The operational stream

In the 1980s, the criminal justice system attempted to capitalize on the prom
of IT. In 1980, Bill Gates developed the Microsoft Disk Operating System
(MS DOS). MS DOS, coupled with the development of the 32-bit silicon chip
allowed IBM to introduce the first personal computer in 1981. During this sa
time, a Police Foundation survey reported that almost all law enforcement a
cies serving areas with more than 1 million people had some sort of comput
ized searching capabilities (SEASKATE 1998). The study also suggested th
procurement was a poor surrogate measure for use and institutionalization.
departments had invested heavily in computers, but the investment had faile
produce comprehensive benefits in productivity and efficiency. In September
1982, Police Magazinasked, “Why is law enforcement not making more
effective use of data processing?” This question has persisted, and in the en
20 years, research has begun to reveal that factors such as organizational s
training, and culture affect benefit attainment.
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By 1982, LEAA was abolished due to unrealistic expectations, wasteful

use of funds, mounting red tape, and uncertain direction (SEASKATE 1998).
Nonetheless, LEAA did contribute to bringing IT into the criminal justice sys-
tem through programs like State Judicial Information Systems and Gavel-A
National Model Trial Court Information System Project.

In 1984, IBM released the first 80286 processor, allowing more than 6 million
operations per second, and NCSC hosted its first National Court Technology
Conference in Chicago. By 1986, the U.S. Congress had created the State
Justice Institute (SJI) to foster technology innovations in State and local courts.

During this same period, the International City Management Association
released a followup survey of local governments similar to the one conducted
by PPRO in 1975. The study examined all cities and counties with populations
of 25,000 or more, and sampled 1 in 3 with populations between 10,000 and
25,000. Exhibit 3 shows the results from 1,032 jurisdictions. Results demon-
strated substantial strides by local law agencies in their technology adoption
rates. Roughly 40 percent had automated incident and accident reporting sys-
tems, 35 percent used computers for administrative tasks, and 17 percent had
computer-aided dispatching. Nineteen percent used IT for scheduling purposes.
In addition, 27 percent planned to adopt computerized dispatching systems, 24
percent had planned to automate incident and accident reports, and 23 percent
had planned to incorporate computer technology into administrative tasks. By
1985, 90 percent of the 403 U.S. cities with populations of more than 50,000
were using IT in their criminal justice systems.

In 1976, roughly 20 percent of police officers surveyed suggested that inves-
tigative cases would be unworkable without IT. Just 12 years later, 80 percent
of police officers claimed that without computerized information, cases would
be unworkable (Northrop, Kraemer, and King 1995). Four out of five police
officers indicated that computers made it easier to get information, that the
information was often accurate, and that time-saving benefits were frequent.
Clearly, according to this study, law enforcement agencies were benefiting
greatly from IT. But, benefits notwithstanding, difficulties persisted. The
systems most detectives and officers employed were cumbersome, particularly
for collating leads and information from a variety of sources. Especially prob-
lematic were collaborations with other agencies. Systems incapable of permit-
ting searches by external entities inhibited interagency efforts to capture offenders
operating in a wide territory.

Correctional agencies continued to lag in their technology adoption efforts. Al-
though nearly one-third of the agencies reported automated wants and warrants,
only a small percentage (12 percent) reported automated jail management records.
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Exhibit 3. Application software in local government criminal justice
agencies in 1985 (N=1,032)

Law enforcement

Incident/accident reports 433 42
Administration 358 35
Resource management/scheduling 196 19
Traffic accidents 433 42
Dispatching 171 17
Corrections
Warrants 274 27
Jail management 124 12
Courts
Wants and warrants 274 27
Jury selection 222 22
Fines, collateral, and bail collections 214 21
Court calendars and scheduling 161 16

Source: Adapted from Scoggins, Tidrick, and Auerback 1986.

About as many departments were planning for automation; 16 percent plann
automate wants and warrants, and 15 percent planned to adopt technology t
assist with jail management.

For courts, the study revealed that roughly 20 percent applied computer te
nology to jury selection and to fines and fees collections. Approximately

15 percent applied computer technology to court scheduling and 10 perce
to office administration. More local governments planned to incorporate

technology in the courts: 14 percent had planned to automate court sched
13 percent, fines and fees collections; 6 percent, jury selection; and 6 perc
the public attorney’s office.

Because the 1975 and 1986 surveys overlapped in seven key areas—traffic

dents, dispatch, jail population, wants and warrants, court scheduling, jury sel
tion, and fines collection—comparisons describe the growth over the deca
Automation of traffic accident reports saw the greatest gain from 23 to 42 per
The second-fastest growth rate occurred in the wants and warrants area,

increased 13 percent. The remaining areas of dispatch, jail population, jury s
tion, court scheduling, and fines collection did not witness substantial grow
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Issues such as work process dependencies, computer code complexity, and ques-
tions about potential gains may have slowed automation in these areas.

By the mid-1980s, SJI had emerged as a major provider of technical assistance
to State and local courts. Beginning in 1984, the NCSC's court technology con-
ferences attracted thousands of professionals to witness successful technology
projects (Polansky 1996). Furthermore, the agency launched the Forum on the
Advancement of Court Technology in 1989 to facilitate dialogue between ven-
dors and court managers on technology issues.

Unprecedented increases in computing power and capacity took place during
the 1980s. Whereas in the early 1980s mainframe computers executing
200,000 transactions per second were the norm, by the end of the decade,
Intel had released a microcomputer chip capable of executing more than 15
million operations per second. Moreover, the cost of computing power had
dropped significantly while ease of use had increased. Thus, by the close of
the 1980s, criminal justice agencies were more inclined to view technology
as a feasible, reliable, and necessary support mechanism for operations.

The criminal stream

With the rise of personal computers and networking came the realization
that IT provided new ways to commit crime. During this time, the U.S.
Department of Justice (DOJ) defined computer crime as “any violations of
criminal law that involve a knowledge of computer technology for their per-
petration, investigation, or prosecution.” Until 1984, no computer crime laws
existed for prosecuting many of the infractions occurring. The Computer
Fraud and Abuse Act of 1984 was the first legislative act focusing directly
on computer crime. The Act established a felony offense for (1) accessing a
computer without authorization; (2) obtaining information via unauthorized
access from the financial records of a financial institution; (3) accessing a
computer to use, destroy, modify, or disclose information found in a com-
puter system; and (4) interfering with government operations on a computer.

Although the Act addressed some of the deficiencies in the law, criminal jus-
tice professionals complained it was too ambiguous and narrow in scope to
provide adequate protection. With overwhelming bipartisan support, the Act
was amended in 1986. The Computer Fraud and Abuse Act of 1986 expanded
the 1984 legislation and made it a felony to commit computer fraud; to alter,
damage, or destroy information contained in a “Federal interest computer”; to
traffic in computer passwords; and to either conceal or possess counterfeit or
unauthorized access devices. Despite the well-understood need for such legis-
lation, figures on the extent of computer-related crime were not available.
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The civil stream

Several laws passed during the 1980s sought to balance the rights of individua
vacy versus rights to access information. The Electronic Communications Priv:
Act of 1986 protected all forms of electronic transmissions from unauthorized i
ception. The Act also prohibited any person or entity from knowingly divulging
contents of any communication carried on a network service. It also allowed cit
to recover damages and bring civil suits if their wire, oral, or electronic commu
tions were illegally intercepted. The Video Privacy Protection Act forbade retaile
from releasing or selling video rental records without customer consent or a co
order. Recognizing the ease with which records could be matched, thereby thr
ing privacy rights, the Computer Matching and Privacy Protection Act of 1988
passed. The Act regulated the matching of Federal, State, and local records. It
to ensure privacy, integrity, and verification of data for computer matching, and
establish data integrity boards within federal agencies. It required Federal age
to enter into written agreements with other agencies or non-Federal entities be
disclosing records for use in computer matching programs. The Act also mand
that individuals whose records are to be matched receive advance notification.
addition, it called for establishing procedures for retaining and destroying data
matching. The Data Integrity Board was empowered to oversee and coordinat
implementation of the Act and to prescribe procedures for verifying information
produced through computer matching.

A Demand for Knowledge Support—
The 1990s

The operational stream

More than 54 million computers were in use in the United States by 1990, a
by 1991, Senator Al Gore’s initiatives to establish a national data communic
network—the information superhighway—were under way. In 1993, the Whit
House launched its first Web page, and more than 90 percent of police depart
serving populations of more than 50,000 were using computers for criminal
investigation, budgeting, dispatch, and staff allocation (Reaves and Smith 19

A 1993 survey of 3,270 State and local law enforcement agencies with 10
more full-time sworn officers—of which 661 responded—showed that the p
cent of large law enforcement agencies maintaining computerized files jum
from 39 to 55 percent in 3 years. The 1993 computer penetration rates in |
enforcement appear in exhibit 4. From 1990 to 1993, the percent maintaini
computerized traffic citation data rose from 30 to 46 percent, and compute
tion of calls for service from 30 to 45 percent (Reaves and Smith 1995). B
1993, among responding agencies, 97 percent had access to personal co
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Exhibit 4. Law enforcement and management administration,
computers and information systems, 1993 (N=661)

Digital terminal, 214 32 | Arrests 598 90
car mounted Calls for service 576 87
Handheld 71 11 | Criminal history 489 74
Laptop 371 56 | Driver’s license 291 44
Mainframe 549 83 information
Mini 358 54 Evidence 440 67
Personal 644 97 | Fingerprints 247 37
Owns AFIS 81 12 | Inventory 445 67
Shared AFIS 190 29 | Payroll 476 72
Terminal access to AFIS 189 29| Personnel 550 83
T 546 83 Stolen property 485 73
. . Stolen vehicles 473 72
Crime analysis 546 83 SUMMONSEs 252 38
Crime investigation 547 83
Dispatch 541 82 | Traffic accidents 467 71
Fleet management 385 58| Traffic citations 456 69
Jail management 202 31| UCRI/NIBRS 271 41
Manpower allocation 386 58 | UCR summary 494 75
Recordkeeping 623 94 | \ehicle registration 316 48
Research 369 56 | Warrants 502 76
Source: Reaves and Smith 1995.

83 percent had access to a mainframe computer, and 32 percent had access to
car-mounted digital terminals. Ninety-four percent stated that they had automat-
ed their records and 83 percent said that they used technology to assist in crime
investigations. Ninety percent had arrest histories automated and 87 percent kept
calls-for-service histories. Many departments had also automated many business
functions. Personnel and payroll records as well as stolen property and stolen
vehicle records were largely automated. In short, by the early 1990s, computer-
ization of routine transactions in law enforcement was largely complete.

In 1994, DOJ and the U.S. Department of Defense established a formal part-
nership to conduct joint research on a variety of technologies including infor-
mation systems. Furthermore, the 1994 Crime Act passed Congress, leading
to the establishment of the National Law Enforcement and Corrections
Technology Center (NLECTC). NLECTC was established to help identify,
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develop, manufacture, and adopt new products and technologies specifical
designed for law enforcement and criminal justice applications. According t
Attorney General Janet Reno, NLECTC was to be “part of a new law enfor
ment information network that will make it easier for law enforcement to fin
useful products and assist industry in identifying law enforcement require-
ments” (U.S. DOJ, NIJ 1994).

The Justice Information Network (JUSTNET) system was established in 199
by NLECTC. JUSTNET serves as an online gateway to technology product ¢
service providers as well as an information hub for services of interest to t
law enforcement and correctional communities. Through JUSTNET, users he
access to interactive bulletin boards on a variety of topics, a comprehensive
base of law enforcement products and technologies, and NLECTC publicatic
In 1995, the Bureau of Justice Assistance (BJA) awarded a total of $112 mill
to every State to improve criminal history information system technology.

By the mid-1990s, concern about underutilization of IT in corrections led to
NIJ and the National Institute of Corrections (NIC) sponsoring several stud
on the adoption rate of technology in corrections. A survey of 49 correction
institutions concluded, “Correctional officials were unanimous in describing
management information systems as essential to their work. However, thei
biggest complaint was that their systems were under utilized” (Kichen,
Murphy, and Levinson 1993, 7). The survey suggested that the underutiliza
resulted from poorly designed information systems and a lack of sufficient
equipment and adequate training. Although IT had become an integral sup
mechanism in many daily operations (see exhibit 5), systems were not wel
managed, negating many potential benefits.

A second correctional survey released in 1995 (U.S. DOJ, NIC 1995) examin
148 Federal, State, and local corrections agencies; these consisted of 48 Stal
Federal adult prisons, 44 large jails and jail systems, and 56 community corre
tional agencies. By this time, IT was in use in numerous corrections operatio
Approximately 80 percent of adult facilities, nearly 70 percent of community ¢
rections agencies, and approximately 60 percent of large jails had access to :
area network with electronic mail capability. The majority of the facilities also
access to NCIC and local or State online offender information (see exhibit 6).
Interestingly, even though the vast majority of the facilities were satisfied with
their technology, negative comments such as “minimally adequate,” “slow,” an
“cumbersome” surfaced.

A third survey of State and Federal correctional information systems, relea
in 1998 (U.S. DOJ 1998), focused not on hardware access but rather on t
extent to which electronic data were available to support correctional operati
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Exhibit 5. Computer adoption in corrections, 1993 (N=49)

Offender case management In program data
Admissions/releases 44 96| Good time 37 80
Parole 40 87 Disciplinary reports 29 63
Classification 36 78 Grievance 18 39

Inmate activities Accounting*

Work assignment 35 76 Payroll 39 85
Education 33 72 Accounts payable 36 78
Movement control 29 63 Purchasing 33 72
Offender history Personnel*
Prior record tracking 37 80 Leave status 35 76
Detainers 35 76 Training 32 70
Medical/mental Staff scheduling 23 50
health records 20 43
* Administrative/facilities support.
Source: Adapted from Kichen, Murphy, and Levinson 1993.

in all 50 State-level institutions. Respondents identified the data collected and
maintained in electronic format and data availability for computation. The
survey asked if State correctional departments maintained a database of 207
specific items deemed critical by the researchers. The data categories included
offender profiles, behaviors, and release information. It turned out that no de-
partment collected all of the data elements. Collection rates ranged from 16 to
85 percent, and 32 departments captured at least 50 percent of the critical data
elements. Only 40 departments maintained data on offender behavior and only
38 maintained data on crimes committed by offenders under some form of
supervision. Unfortunately, the study failed to evaluate data quality.

In contrast to correctional experiences, by the 1990s, virtually no court, no
matter how small, had not embarked on an IT project to improve services and
reduce costs (Polansky 1996). NCSC established the Technology Information
Exchange Service (TIES). TIES, in turn, initiated programs to assist with IT
innovation, including the Court Technology Laboratory and the Technology
Information Service (TIS). TIS issued more than 2,000 information packets to
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Exhibit 6. Information systems in corrections, 1995

Adult prison systems (N=48)
Computer local area network (LAN) with e-mail capability
Computer wide area network (WAN) with e-mail capability
Federal online offender information system (NCIC)
Local or State government information system (not for offender data)
Local or State online offender information system

Large jails/jail systems (N=44)
Computer local area network (LAN) with e-mail capability
Computer wide area network (WAN) with e-mail capability
Federal online offender information system (NCIC)
Local or State government information system (not for offender data)
Local or State online offender information system

Community-based corrections (N=56)
Computer local area network (LAN) with e-mail capability
Computer wide area network (WAN) with e-mail capability
Federal online offender information system (NCIC)
Local or State government information system
(not for offender data)
Local or State online offender information system

Source: Adapted from the U.S. Department of Justice, National Institute of Corrections 19

interested court personnel on issues such as case management systems, i
video technology, and judicial electronic document and data interchange. In
early 1990s, the TIS program fielded more than 1,000 requests annually fro
court agencies on IT adoption. By 1995, the annual rate of requests had do
(Walker 1996). In the early 1990s, the Court Technology Laboratory opened;
mission was to investigate the feasibility of alternative technologies in courts

In 1993, the College of William and Mary unveiled Courtroom 21, “the court-
room of the 21st century today.” It was heralded as the most technologically
advanced trial and appellate courtroom in the world. With the goal of improvi
the timeliness of court trials while keeping costs low, the high-tech courtroom
designed to test the impact of employing state-of-the-art technology in court
ings. Some capabilities of the courtroom included instant access to LEXIS a
FolioViews, real-time stenograph transcription (immediate transcription benefi
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During the earlier
stages of IT adop-
tion, managers
hoped to speed
processing and
streamline manual
work processes. They
focused largely on
transactions such
as traffic tickets,
dispatch, and
payroll. Over the
years, however,
improvements in
hardware and
software allowed
organizations to
use IT not only to
support transac-
tions, but also to
provide information-
generating
knowledge.

the hearing impaired and permits reviewing testimony),
two-way live audio-video for witness testimony, video-
taping of proceedings, consecutive translation of up to
143 languages, and animated presentations and monitor
display of evidentiary items (Lederer 1997). In April
1997, the William and Mary Law School conducted an
experimental jury trial to assess the facilities. The visu-
al presentation of evidence resulted in substantial time
savings in witness examinations (Lederer and Solomon
1997).

By 1994, roughly 83 percent of all prosecutors’
offices used IT for office management, individual
criminal matters, and case management (DeFrances,
Smith, and van der Does 1996). Popular topics
included electronic filing (including digital signa-
tures), courtroom automation, video technologies,
imaging, and court reporting technologies. The
researchers sampled 308 chief prosecutors from the
estimated 2,350 that try felony cases (see exhibit 7).
The study also found that many offices experienced
data-related problems. Poor data quality may have
resulted from data coding limitations and/or a lack
of quality assurance procedures. Eighty-five percent
of offices reported problems with accessible data
quality, including incomplete information on adult
criminal records. Close to 60 percent cited problems
with data accuracy and roughly 40 percent reported
timeliness problems.

The NCIC system had also been upgraded to include

single prints of wanted persons by the 1990s. As mentioned earlier, at its incep-
tion in 1964, 15 agencies used the system and executed roughly 6,580 transac-
tions per day. By the 1990s, more than 79,000 agencies accessed the system,
executing approximately 1.5 million transactions per day.

Technical advances in computing processing, storage, and communications stimu-
lated hope for service delivery improvements among criminal justice managers.
During the earlier stages of IT adoption, managers hoped to speed processing and
streamline manual work processes. They focused largely on transactions such as
traffic tickets, dispatch, and payroll. Over the years, however, improvements in
hardware and software allowed organizations to use IT not only to support trans-
actions, but also to provide information-generating knowledge. By using that
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Exhibit 7. Computer use among prosecutors, 1996

Office management

Caseload statistics 60
Budgeting 46
Expenditures 38
Employment records 17
Information on individual criminal matters
Adult criminal history records 48
Processing/outcome evidence about cases 41
Arrest of individuals 36
Juvenile delinquency history records 25
Case management by attorneys
Form or letter preparation 82
Prewritten motions 71
Jury instructions 65
Court dates 55
Subpoenas 55
Discovery requests 51
Witnesses 50
Physical evidence 16

Source: DeFrances and Steadman 1998.

knowledge effectively, managers can improve the quality of service delivery. It
was during the 1990s that scholars and practitioners alike began to focus on
knowledge workers might strengthen organizations. As advances were made,
practitioners expected technology to support knowledge and demanded that s
become information literate and knowledge oriented.

The shift in requirements from transactions to knowledge became apparent
many fields, and these expectations have dominated criminal justice bureau
cies. The interdependencies of the criminal justice agencies as well as the
tial crime-reducing benefits from sharing and integrating data and knowledg
have probably promoted a more holistic approach to information collection a
analysis.

The critical need for criminal justice agencies to exchange and integrate dat
resulted in Congress’ passing the 1997 Crime Identification Technology Act
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(Public Law 105-251). It made more than $1.25 billion available for developing
integrated justice systems. The Act called for (1) upgrading criminal history and
criminal justice record systems, including systems operated by law enforcement
agencies and courts; (2) improving criminal justice identification; and (3) pro-
moting compatibility and integration of national, State, and local systems for
criminal justice purposes.

Although many jurisdictions have sought integrated systems, technological and
organizational hurdles have proven difficult to overcome. Organizational issues
related to collaboration, training, and funding; shortages in technical personnel;
and security concerns have thwarted efforts. Nonetheless, by the late 1990s, more
than a dozen States were in the process of either developing or implementing
plans to allow interagency data exchange and integratimseTcollaborative

efforts took many forms and often involved a diverse set of actors. But the
goals were fairly similar: to allow all components of the criminal justice com-
munity to share comprehensive case management, incident, and investigative
data across organizational boundaries.

The criminal stream

In 1991, DOJ established the Computer Crime Unit (CCU) within the Criminal
Division. CCU was given responsibility for prosecuting computer crimes, lobbying
for strengthened penalties for computer crime, and encouraging expansion of the
Federal computer crime statute. Despite CCU’s many responsibilities, the absence
of a comprehensive legal framework for computer crime encouraged it to focus
more on lobbying than on prosecutorial functions. CCU lobbying goals included
(1) focusing on unauthorized use rather than unauthorized access of computer
systems (in the legal senssewas broadly defined to include indirect and direct
access, Whereagkceswas defined by direct access only); (2) criminalizing mali-
cious programming (or the insertion of such programs); (3) legislating the forfeiture
of computers used in the commission of crimes; and (4) enacting stricter sentences.

In 1994, the Computer Abuse Amendments Act was expanded to address the
transmission of viruses and other harmful code. The Act made it illegal to know-
ingly transmit a computer program (such as a virus, time-bomb, or worm) that
causes damage. And in 1996, the Act was amended, making it illegal to intention-
ally access a protected computer or cause either reckless damage or a denial of
service.

Thus, by the end of the 1990s, Federal computer crime legislation covered
(1) interstate and foreign communications; (2) theft or compromise of national
defense, foreign relations, atomic energy, or other restricted information; and
(3) the intentional transmission of damaging programs. Moreover, legislation
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prohibited unauthorized access of U.S. Governmen
and most financial institutions’ computers. Federal By the late
legislation also addressed the unauthorized access
computers in other States or countries. In addition t
the State and Federal enactments, every State exce

1990s, more than
100 million people

Vermont had passed some form of computer crime had access to data
regulation. Despite the many differences among the networks, and the
statutes of the 49 States, State legislation addresse U.S. financial
6 common categories: industry transmitted

= Intellectual property—expanded the idea that trillions of dollars of

computer programs, computer data, and compute transactions every
services are property or intellectual property. day over computer
networks. The

= Computer tampering—made illegal “knowingly Computer

or recklessly” degrading or disrupting computer
services to the extent that such actions impair the Emergency and
ability of authorized users to obtain full use of Response Team at
their computer system. Carnegie Mellon

University found a

= Computer trespass—made illegal the unautho- )
498-percent increase

rized access of a computer and its contents inclu ; )
ing using the contents of a computer to aid and In computer crime
abet the commission of a crime. between 1991 and

Unlawful duplication/disclosure—made illegal 1994. In 1994

[ ]

copying and distributing the contents of a comput alone, 40,000
er without authorization. Internet computers

were attacked

in 2,460 separate
incidents.

= Defenses—allowed some defenses to restrict
unauthorized access.

= Venues/sites of offense-specified the jurisdiction
for purposes of prosecuting the theft of computer
information.

Eighty-six percent of the States had addressed computer tampering and
puter trespass. By 1999, 43 States had passed some form of regulation p
taining to computer tampering and trespass. The next most frequently cite
legislative area pertained to the expanded property concept. Sixty-two pe
(31 States) had passed legislation extending the property concept to co
technology. Less commonly addressed in the State legislation were unla
duplication (20 States), jurisdiction of offense issues (16 States), and deft
es against unauthorized access (6 States).
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By the late 1990s, more than 100 million people had access to data networks,
and the U.S. financial industry transmitted trillions of dollars of transactions
every day over computer networks. The Computer Emergency and Response
Team at Carnegie Mellon University found a 498-percent increase in computer
crime between 1991 and 1994. In 1994 alone, 40,000 Internet computers were
attacked in 2,460 separate incidents. Yet, according to Attorney General Janet
Reno, computer crime has not received the emphasis that other forms of crime
have earned (Reno 1997a).

Computers and crime interrelate in three distinct manners: a computer may be
the object, subject, or instrument of a crime (Icove, Seger, and VonStorch 1995).
First, as objects of crime, processor time, services, hardware, software, or infor-
mation are often common targets for theft. Second, computers can also be the
subject of a crime when the goal is to disable. For example, the transmission of
harmful code such as viruses or logic bombs can destroy vital computer data
and programs. Finally, computers may be instruments for conducting crimes
such as fraud, embezzlement, and child pornography. By the late 1990s, the
most common crimes conducted online were network break-ins, espionage,
theft (of software, data, or passwords for impersonation), embezzlement, child
pornography, and sabotage.

The civil stream

With the 1990s came widespread recognition that information in and of it-

self was acommodity that could be bought, sold, or bartered. According to
Branscomb (1994), information dynamics changed from being an instrument
through which we acquire and manage other assets to being a primary asset
itself. With information becoming a commaodity in and of itself, many called

for further elaboration on protection and definition of ownership rights. The
increased speed and accuracy of computer data collection and analysis routines
also increased the value of information previously seen as unusable. But even as
social debates showed the boundaries between public and private information,
they were not clearly delineated.

On one hand, companies were encouraged to increase profits by selling data
and restricting access. On the other hand, public demand for free access pushed
individuals and companies to maximize data access and minimize data restric-
tions. As a natural consequence of these contradictory pressures, the 1990s saw
the beginning of a host of novel questions. While the debate raged, criminal jus-
tice agencies wrestled with ambiguous computer and data security issues. The
only major legislative act addressing the privacy-access debate was passed in
1997. The No Electronic Theft (NET) Act closed a loophole in the law that
allowed people to give away copyrighted material (such as software and data)
without legal repercussions.
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The civil stream of the 1990s was dominated by debate. Several major piec
of legislation were introduced, but none passed. The underlying philosophic
issues spurred debate, speculation, and uncertainty. At the same time, sop
cated computer procedures were evolving. These promoted the economic
of information by establishing sophisticated data-matching techniques and
impenetrable data channels. Economic incentives led to complex compute
encryption techniques for stopping unauthorized access. The ability to rest
access severely limited criminal justice efforts to identify, deter, and prosec
computer crime.

In sum, operationally, by the close of the 1990s, criminal justice agencies ex
pected much from technological innovations. It was no longer enough to au
mate simple transactions such as payroll, dispatch, and crime reporting. Ma
agencies looked to technology to enhance knowledge by providing access t
wealth of previously untapped information. Mapping systems, hot-spot anal
and object-oriented technologies dominated the decade as researchers sou
define technology solutions capable of enhancing knowledge. If technology
to truly serve the needs of the criminal justice system, then technology had
facilitate the accretion of knowledge that could translate into improved perfo
ance and service delivery.

At the same time, criminal and civil issues dominated the IT landscape. The
of technology to perpetrate crimes skyrocketed, but only one-tenth of all co
puter crimes were reported. The FBI estimated that between 85 and 97 pert
of computer intrusions went undetected (Icove, Seger, and VonStorch 1995)
The ongoing debate about public rights to access information versus proprie
interests restricting those data offered little to criminal justice professionals i
their attempts to protect and serve.

In 1993, recognizing the computer-related difficulties facing the criminal just
community, Vice President Al Gore established the Government Information
Technology Services Board. He challenged the Board to establish goals adk
ing the information technology needs of the criminal justice community. The
board identified the following goals: to define the criminal justice community
information requirements, to test the core requirements, to establish a joint
Government-private sector Criminal Justice Information Advisory Group, anc
by June 1998, to prepare a global criminal justice information network. The
Crime Identification Technology Act of 1998 (PL 105-251) provided roughly
$1.25 billion for integrated system development efforts to achieve these gos
The following section examines several major challenges that confront the ¢
inal justice system as it enters the new millennium.
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Sustaining the
changes associated
with IT innovation
has proven difficult
for many organiza-
tions. The true cost
in technological
adoption is in

the ongoing
maintenance

that technology
demands.

Complex training
requirements,
ongoing funding
needs, and system
staffing shortages
have thwarted many
well-intended efforts.

IT Challenges Confronting the
New Millennium

The criminal justice arena turned to IT to leverage many of the benefits that
technology promised. The credo of being able to access “any thing, any time,

any place” offered the opportunity to gain significant
operational benefits. Yet, with the promise of the
technology revolution came unexpected hurdles and
challenges. In the last two decades of the 20th centu-
ry, criminal justice agencies experienced substantial
turmoil as the information age gained momentum and
they struggled to adapt. The use of technology to
improve operations, new mechanisms for crime per-
petration, and civil issues pertaining to protection of
both privacy and access all stimulated major changes
in the criminal justice system.

The speed at which IT grew proved particularly chal-
lenging to the criminal justice system because few
anticipated the speed of these developments and the
scope of their impact on criminal justice. Since many
of these challenges were unexpected, agencies scram-
bled to chart new policies and programs with mini-
mal lead time. Although many predicted significant
benefits, few understood the corollary costs and dis-
advantages the criminal justice field would be forced
to assume. The discussion below focuses on some
of the major IT challenges deriving from the opera-
tional, criminal, and civil domains of the criminal
justice system. The challenges confronting the crimi-
nal justice field fall in the areas of (1) enhancing col-
laboration and knowledge; (2) sustaining IT change;

(3) deterring, investigating, and prosecuting computer crime in a global market;
and (4) mediating the privacy-access debate.

Enhancing collaboration and knowledge

The first challenge focuses on collaborating to capture and promote knowledge
among staff and officers. In the past, IT equated to automating manual proce-
dures and spewing data—much of which had little relevance to the officer in
the field. The link between data and knowledge appeared evasive and fleeting.
Although data were cataloged, searched, and analyzed, frustrations grew.
Criminal justice professionals complained about the lack of timely, complete,
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accessible, and accurate data. The need to enhance knowledge by sharing
cal data, documents, images, and key transactions among agencies domin
discussions.

Establishing effective partnerships and overcoming the fears associated wi
information sharing remain challenging. Traditionally, the criminal justice
culture has discouraged information sharing, often for good reason. Expos
could compromise an investigation or jeopardize life or property. Developin
partnerships and establishing what information can and should be shared ¢
not come easily. Figuring out how to reward data sharing while maintaining
security and accountability continues to challenge the criminal justice field
it looks to technology to advance knowledge.

Sustaining IT change

Sustaining the changes associated with IT innovation has proven difficul
many organizations. The true cost in technological adoption is in the ong
ing maintenance that technology demands. Complex training requireme
ongoing funding needs, and system staffing shortages have thwarted ma
well-intended efforts. Although grant opportunities provided funds for sys
tem startup, operational budgets have often failed to provide the requisite
ongoing support. Ensuring that electronic-based data are maintained in
a reliable, documented, and replicable fashion, with a chain of custody,
demands procedures for data collection, retention, and distribution. One
the greatest challenges facing any organization is the extent to which it i
capable of assimilating the changes that technology brings. Technology
forces changes in work processes and procedures, in training and suppc
and in policies and communications. It can be a challenge to weather an
assimilate the changes while avoiding a detrimental setback in services.
Given the rate of IT growth, the procedures and methods for sustaining
IT-driven innovations demand constant attention.

Deterring, investigating, and prosecuting computer
crime in a global market

The third challenge confronting the criminal justice system is how to det
investigate, and prosecute crime related to IT in a global marketplace.
Computer crime can penetrate political boundaries and override legislat
policies with ease. The dimension of the problem was best articulated b
Attorney General Reno when she stated that, via computer crime, “You
can sit in a kitchen in St. Petersburg, Russia, and steal from a bank in
York” (1997a). As a consequence, controlling computer crime requires
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sophisticated international treaties. In her desire to address the global vul-
nerabilities that make deterrence, investigation, and prosecution difficult,
Reno proposed an agreement among the P8 countries to combat computer
crime. As shown in exhibit 8, the agreement calls for the international crim-
inal justice community to institutionalize 10 major principles for combating
computer crime. The extent to which international support can be elicited
and maintained will have a significant bearing on the criminal justice sys-
tem'’s ability to arrest computer crime.

Exhibit 8. International principles for combating computer crime

1. There must be no safe havens for those who abuse information technologies.

2. Investigation and prosecution of international high-technology crimes must pe
coordinated among all concerned states, regardless of where harm has ocgurred.

3. Law enforcement personnel must be trained and equipped to address
high-technology crimes.

4. Legal systems must protect the confidentiality, integrity, and availability of
data and systems from unauthorized impairment and ensure that serious abuse
is penalized.

5. Legal systems should permit the preservation of, and quick access to, elecironic
data that are often critical to the successful investigation of crime.

6. Mutual assistance regimes must ensure the timely gathering and exchange
of evidence in cases involving international high-technology crime.

7. Transborder electronic access by law enforcement to publicly available
(open source) information does not require authorization from the state
where the data resides.

8. Forensic standards for retrieving and authenticating electronic data for use |in
criminal investigations and prosecutions must be developed and employed.

9. To the extent practical, information and telecommunications systems should be
designed to help prevent and detect network abuse, and should also facilitdte the
tracing of criminals and the collection of evidence.

10. Work in this area should be coordinated with the work of other relevant
international agencies to ensure against duplication of efforts.

Source: Reno 1997a.
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Mediating the privacy-access
debate

The fourth challenge facing criminal justice involves
the privacy-access debate. The definition used to
determine whether information is public or private is
in constant flux (Branscomb 1994; Icove, Seger, and|
VonStorch 1995; Reno 1997b). Moreover, they sug-
gest that it will continue to be a moving target until
we agree on which ethical values to impose and whi
guiding principles to follow (Branscomb 1994, 176).

The use of encryption techniques sits at the center of
this debate. These computer capabilities thwart the
ability to deter, investigate, and prosecute crime.
According to Reno, encryption techniques can make
it impossible for law enforcement agencies to lawfully
overhear criminal telephone conversations or gain
access to electronically stored evidence (1997b). She
argues that encryption techniques can seriously jeop
ardize public safety and national security. She calls fc
a balanced approach supporting both commercial an
privacy interests but also maintaining the ability to
investigate and prosecute serious crime. Recognizing
that encryption is critical to security, privacy, and com
mercial interests, Reno calls for a “key” approach to
safeguarding information where computer devices
incorporate a virtual “lock and key” mechanism. A
viable key management infrastructure would promote
electronic commerce and enjoy the confidence of
encryption users. She also recommended a key man

According to Reno,
encryption tech-
niques can make it
impossible for law
enforcement agencies
to lawfully overhear
criminal telephone
conversations or gain
access to electronical-
ly stored evidence.
She argues that
encryption tech-
niques can seriously
Jjeopardize public
safety and national
security. She calls for
a balanced approach
supporting both
commercial and
privacy interests but
also maintaining the
ability to investigate
and prosecute
serious crime.

agement infrastructure permitting law enforcement to

obtain court-ordered access, criminalizing the improper use of encryption ke
recovery information and the use of encryption for criminal purposes, and all
ing the Federal Government use of key recovery encryption that is inoperabl

within the private sector.

The debate between privacy and commercial interests will continue to rag
until an effective compromise can be reached among the various interest
groups. Unfortunately, as identified by Branscomb, the criminal justice field
will continue to wrestle with a legal infrastructure that can best be describe
as “an impenetrable and irrational thicket of sometimes irrelevant and ofte

unenforceable laws” (1994, 180).
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In sum, the past two decades brought the criminal justice system both opportuni-
ties and challenges. IT was heralded throughout the business society as a tool
for improving operations and stimulating effectiveness and productivity. At the
same time, IT also became a critical economic support structure as well as a
mechanism for perpetrating crime. In the future, the ways in which international
society both employs and controls technology in a global context will have an
enormous impact on the criminal justice field and its ability to contain crime

and protect domestic safety.
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