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INTRODUCTION

In the days that followed the events of September 11, 2001, governments around the world
took rapid action to strengthen and expand their security systems.' Canada was no
exception.? Parliament and the Government of Canada gave existing and newly-created
Canadian national security organizations more authority and more resources. This led to
visible impacts on Canadians such as more screening of air travellers, as well as less visible
impacts such as greater surveillance of the financial transactions of individual Canadians
From the outset, the Canadian Human Rights Commission (the “Commission’), along with
human rights observers, advocates and academics,’ expressed concerns about the potential
impact of overly sweeping security measures on human rights. * Four years later, the
Commission reiterated these concerns:

It’s not security or rights, one or the other; it’s how we organize our security systems so that they
are not based on discriminating between persons by virtue of an ethnic or other attribute that is
protected under the [Canadian] Human Rights Act.’

In the decade since September 11, 2001, Canadian officials have worked to strike a balance
between safeguarding national security and guaranteeing human rights.® This effort has
taken place at the same time as court decisions and official inquiry reports have found
situations in which se security officials have failed to consider the consequences of their
actions on the rights of Canadians.” Those decisions and reports point to examples of
unreliable data and intelligence;® bias; and improper information-sharing practices.* In
addition, it has been found that national security measures have acquired intrusive powers
and that the level of independent review of security and intelligence agencies is
disproportionate to the reach that these powers have into peoples’ lives.** In a small number
of cases, the consequences of such shortcomings for individual Canadians have been
extremely serious.*

Individuals, academics and communities within Canadian society have raised concerns that
national security organizations target and profile people based on race, ethnicity, religion and
national origin."® Canadian authorities insist that these concerns are unfounded.™

As part of its efforts to understand these developments and their implications, as well as
social trends and shifts in Canadian society, the Commission has undertaken a research
initiative on national security. To date, the research has included an overview of the
Canadian national security environment and human rights,™ an analysis of the effectiveness
of profiling™® and the extent to which Canadian security agencies report systematically on the
human rights impacts of their work."’



I. THE OBLIGATION TO PROTECT HUMAN RIGHTS IN THE
NATIONAL SECURITY CONTEXT

The right to equality and protection against discrimination is a fundamental element of
human rights for all members of Canadian society. In addition to the constitutional protection
of equality rights in the Canadian Charter of Rights and Freedoms (the “Charter”), federal,
provincial and territorial governments in Canada have enacted human rights laws that
prohibit discrimination on grounds such as national origin, race, religion, colour, sex, age
and disability. Human rights in Canada are also supported by Canada’s commitments under
international covenants and conventions including the many international human rights
instruments that Canada has ratified related to the protection of equality rights and the
prohibition of discrimination.

Canada’s International Human Rights Obligations

At the international level, the obligation to respect, protect and fulfill human rights rests with
national governments.'® International law recognizes that certain rights may be limited by
proportional and justified national security measures. In particular, Article 4 of the
International Covenant on Civil and Political Rights (“ICCPR”) permits derogations from
certain civil and political rights in the context of public emergencies, but explicitly prohibits
any derogation based solely on grounds such as race, colour and religion in any
circumstance.'® Canada ratified the ICCPR in 1976.

In 2004, the International Commission of Jurists affirmed the obligations of states both to
protect persons from acts of terrorism and to ensure that “counter-terrorism measures
themselves must always be taken with strict regard to the principles of legality, necessity,
proportionality and non-discrimination.”? In 2010, these principles were reiterated by the
U.N. Special Rapporteur on the promotion and protection of human rights and fundamental
freedoms while countering terrorism.?

Canada’s 2009 report to the United Nations Universal Periodic Review reflects these
obligations. It underscores a Canadian commitment to ensure that laws regulating the
relationship between security and human rights are drafted to be consistent with Canada’s
international human rights obligations.?

Application of the Canadian Human Rights Act

The Canadian Human Rights Act, RSC 1985, ¢ H-6 (the “Act”) is aimed at preventing and
remedying discrimination. Section 2 provides the Act’s “dominant purpose”:

[A]ll individuals should have an opportunity equal with other individuals to make for
themselves the lives that they are able and wish to have and to have their needs accommodated,
consistent with their duties and obligations as members of society, without being hindered in or

prevented from doing so by discriminatory practices|.] 23

Human rights laws in Canada are laws of general application with a quasi-constitutional
status.?* The Act applies to matters under the legislative authority of Parliament, which



explicitly include defence and therefore national security.?> The Act forms part of the legal
framework for human rights in matters under federal jurisdiction and is a key instrument for
the federal government to fulfill its obligations to respect and protect human rights, including
with respect to the prohibition against discrimination.

While the legal orientation of the Canadian Charter of Rights and Freedoms is different
from that of the Act, both are aimed at the same general wrong.?® If a measure or standard is
discriminatory under human rights laws, the Supreme Court of Canada has directed courts to
seek a “unified approach” to human rights laws and Charter rights.?’ In the area of
discrimination law, the Supreme Court of Canada developed an approach for balancing
safety and rights in a 1999 case called Grismer, and that approach was applied to a
discrimination complaint in the national security context in 2010.%

Federal laws must be consistent with the Act unless they explicitly stipulate otherwise.
Accordingly, the Act forms part of the operating environment of federal departments,
agencies and Crown corporations, including the Royal Canadian Mounted Police (RCMP),
the Canadian Security Intelligence Service (CSIS), the Communications Security
Establishment and their respective monitoring or oversight agencies. It applies to
government officials whether they are inside or outside Canada.?® It extends to federally-
regulated services such as airlines and railways. These include issues such as passenger
screening by private firms for the Canadian Air Transport Security Authority and restrictions
on federally-regulated banking services for people on international watch lists.*°

The application of the Act to security agencies is acknowledged. For example, the Security
Intelligence Review Committee (SIRC) has affirmed that the operational policies of CSIS,
“some of which are sensitive and potentially intrusive, must comply with ... the Canadian
Human Rights Act”.*! According to the Special Senate Committee on the Anti-terrorism Act,
this means at a practical level that “[e]ven in extraordinary times and in response to
extraordinary threats, the normal principles of non-discrimination must continue to be
followed.”*

Non-Discrimination in the Area of National Security

While the obligation to protect human rights may be clear in theory, its application is not
always simple in a national security operational context.

National security is a national priority.*® Public opinion is generally supportive of national
security and polls indicate that Canadians tend to rank “security” higher than other
government priorities. At the same time, Canadians are becoming more aware of civil
liberties issues and favour a rational balancing of risks and rights.** As noted by a group of
Canada’s leading human rights and social justice organizations, “respect for fundamental
rights is an essential condition and a vital component of security.”*®

Human rights sometimes have been treated as extraneous considerations from an operational
security perspective. In one instance, CSIS investigators expressed the view that they were

not subject to the Charter, a position that SIRC stated to be an incorrect understanding of the
law.*® This kind of misperception is not limited to the Charter, and it extends to human rights



more generally. In the Internal Inquiry into the Actions of Canadian Officials in Relation to
Abdullah Almalki, Ahmad Abou-Elmaati and Muayyed Nureddin [lacobucci Inquiry], CSIS
and RCMP witnesses told the Inquiry that intelligence officials did not have to be concerned
about the human rights of a Canadian detainee, and suggested that only Foreign Affairs
should have this area of responsibility. The Hon. Frank lacobucci stated that “This approach
is not, in my opinion, satisfactory ... [N]Jo Canadian officials should consider themselves
exempt from this responsibility.”’

In Canada, balancing national security considerations with human rights is a well-established
approach, and has been the subject of repeated affirmations by all levels of courts, including
multiple decisions of the Supreme Court of Canada.®® Over the last decade in particular, the
courts have adopted balanced approaches that seek to integrate human rights into national
security systems without jeopardizing the security of Canadians.* For example, while
Canadian courts show considerable sensitivity to government efforts to protect national
security, they have accepted government rationales for constraints on human rights related to
actions that seek to manage risk, protect confidential sources and prevent disclosure of
information or evidence that may jeopardize our collective security.” The jurisprudence
shows that the courts have required the government to meet its burden of proof to show that
such constraints are rational and justified.** However, even in the presence of compelling
national security considerations, the Supreme Court of Canada stated in the Charkaoui
decision that human rights protections still apply:

The protection may not be as complete as in a case where national security constraints do not
operate. But to satisfy s. 7 [life, liberty and security of the person], meaningful and substantial
protection there must be.*?

The Supreme Court of Canada also has addressed the relationship between national security,
human rights and the rule of law:

[T]he challenge for a democratic state’s answer to terrorism calls for a balancing of what is
required for an effective response to terrorism in a way that appropriately recognizes the

fundamental values of the rule of law. In a democracy, not every response is available to meet the
challenge of terrorism. At first blush, this may appear to be a disadvantage, but in reality, it is not.
A response to terrorism within the rule of law preserves and enhances the cherished liberties that
are essential to democracy.®

1. ACCOUNTABILITY, HUMAN RIGHTS AND NATIONAL SECURITY

Accountability and the Rule of Law

Accountability is at the heart of a functioning and healthy democracy.** Our democratic
system of government is built on the foundation of the rule of law, which includes access to
justice, equality before the law and controls or restraints on the exercise of public power.*
Effective systems of accountability are vital to all three. The process of accountability is
important in order to protect democracy, national interests and public security, and to prevent
the abuse of extraordinary intrusive or coercive powers by the State.*® Accountability is also
relevant to public trust in government, in public institutions and in civil servants. The erosion

of this trust has resulted in what one expert has called a “collapse of accountability”.*’



In the area of national security in particular, systems of accountability are said to have been
slow to develop,* and direct accountability to the Canadian public is said to be largely
absent from the system.*

It is true that accountability is in certain respects constrained by the importance of secrecy
and the highly specialized nature and expertise of internal and external review bodies.*
Although the context of security and surveillance activities means that not all information
can be made public, these very constraints speak to the need for accountability and for
making more, rather than less, explicit both the obligation to protect human rights and to
explain how this is being accomplished. This is not only a matter of legality and compliance
with the rule of law; it is also an issue of public confidence. However, the findings from
official inquiries into national security matters in Canada have not served to enhance public
trust.>* As noted in her 2009 report, the Auditor General of Canada stated that:

Canadians also need to have confidence that the decisions and activities of intelligence agencies
are legal, consistent, and appropriate, and that they are subject to examination by independent
review agencies for reporting to their minister or Parliament.>

The critical importance of human rights and the fact that so much is hidden from public view
enhance rather than diminish the importance of accountability in a system that values the rule
of law.

Accountability and the Obligation to Protect Human Rights

As the previous section of this paper noted, the obligation on the Government of Canada and
its departments and agencies to protect human rights is well established in Canadian and
international law. It is beyond both the scope of this paper or the expertise of the
Commission to address the forms or adequacy of review and oversight mechanisms most
appropriate in the security context. However, the specific issue of accountability for human
rights is directly relevant to the Act.

At present, there are few explicit requirements for ensuring respect for human rights within
the legislative framework of security agencies in Canada. Only the Immigration and Refugee
Protection Act explicitly refers to the Charter.>® As noted in Part I, in the absence of explicit
legislated guidance, there have been instances where individuals working for security
organizations have not seen human rights or accountability for human rights as relevant to
the operating environment in which they work, sometimes with devastating consequences for
individual Canadians.>

Accountability for human rights in national security organizations and situations is
influenced by the unique dimensions of national security: first, national security
organizations must operate under constraints regarding the disclosure of sensitive and
confidential information, and second, the very nature of surveillance and security activities is
such that human rights can be placed at particular risk. While these dimensions are unique,
they do not prevent national security agencies from developing an accountability framework
that reflects human rights principles.



Accountability and Reporting

As noted throughout this report, the Canadian Human Rights Act applies to national security
organizations in Canada. But without a corresponding legislative obligation for those
organizations to report on their human rights performance, it is very difficult to establish
consistently whether the human rights that are identified as being at risk are in fact protected
within the context of national security. For example, SIRC is authorized to investigate
certain security-related human rights cases under the Act, but it is not legally required to
report on human rights impacts more broadly (although, in practice, SIRC does report from
time to time on human-rights related results in expurgated public reports). Requirements to
report on human rights issues and impacts are largely absent from the national security
system as a whole.

Some national security reports have identified human rights issues in the past, albeit on a
more ad hoc or discretionary basis, demonstrating that there is no inherent obstacle or risk to
reporting on human rights. For example, six public reports from CSIS have contained
statements on human rights on a range of issues:>> human rights are referenced in context of
extradition issues,” information-gathering practices of foreign partner organizations®” and
security certificates.”® One report noted internal strategies for CSIS to undertake staff
sensitization on human rights.>

Another gap affecting accountability is the apparent lack of data collection related to the

impact of security measures on human rights. Collecting and analyzing data that is

disaggregated based on race, disability, ethnic origin or other grounds can be done in a

manner consistent with the Act. Some of the benefits include the ability to:

e prevent or address systemic barriers, for example, the barriers that certain types of
technology may pose for people with disabilities;

e show, using data and research, that decisions are based on objectively justifiable criteria
and not discriminatory factors;

e improve service delivery, and

e demonstrate a measure’s effectiveness if it is challenged, or provide evidence to rebut
allegations of systemic discrimination.®

These observations on accountability processes, reporting and data also apply, with
appropriate modifications, to oversight and monitoring bodies such as SIRC and the
Commission for Public Complaints against the RCMP. The significance of these oversight
bodies in the national security system makes reporting especially important. Accountability
can be achieved through reporting that does not disclose personal information or data that
compromises national interests.”

The accountability and reporting issue has been considered in relation to human rights in a
national security context already. A 2010 United Nations Special Rapporteur report on best
practices related to national security and human rights recommended that the person or body
that acts as an independent reviewer of the application and operation of anti-terrorism laws
should assess, among other things, whether the application in practice of the law relating to
terrorism during the period of review has been compatible with international human rights.®?



These examples illustrate the importance of mechanisms for independent reporting of human
rights violations, and of placing responsibility for such reporting in the purview of
independent and regular review or oversight mechanism(s) across the national security
system.

i CONCLUSION

The Government of Canada has many departments and agencies that have responsibilities
related to national security. Those departments and agencies, as well as their employees
whether within Canada or operating in other countries, are obliged to take human rights
considerations into account in their work. They are expected to carry out their
responsibilities in ways that ensure respect for the equality rights set out in the Canadian
Charter of Rights and Freedoms, the Canadian Human Rights Act and Canada’s
commitments under international agreements.

There have been many well-publicized examples of situations in which people within
national security institutions fell well short of the appropriate balance between the legitimate
protection of national security and respect for human rights. While there is evidence that
those institutions have responded to the need for a more consistent commitment to human
rights and anti-discrimination in their work, there is still an absence of accountability, backed
up by transparency and data to demonstrate the results that Canadians deserve to expect.
Accountability is fundamental to democracy and the rule of law. In the national security
context, the particular impacts on human rights are such that accountability is critical to
demonstrating compliance with human rights standards, including those in the Canadian
Human Rights Act. Legislated improvements would provide not only information for
Canadians to see that rights are respected but would enable those national security
institutions to address the lack of trust that exists in many racial, ethnic and religious
communities that still perceive the use of practices such as profiling. Experience shows this
transparency to be possible and that it can be accomplished without compromising secrecy
requirements related to national security interests and confidential sources.



Key Terms

Discrimination: “Discrimination” means harassing someone or putting that person at a
disadvantage because of race, national or ethnic origin, colour, religion, age, sex, sexual
orientation, marital status, family status, disability or conviction for which a pardon has been
granted.

Profiling: Profiling is a generic term for investigative tools used by security officials to
catalogue “socio-demographic particularities as well as individual and psychological
dispositions, personality traits, geographic location and the criminal and legal history of
various types of criminals.”®®

Racial Profiling: racial profiling refers to the use of race alone or in conjunction with other
factors as an indicator of criminality or “the police practice of focusing on members of

particular race (or ethnic or national origin) groups for extra surveillance”.**

Security measures: A standard, policy or practice that ensures or enhances national security,
and includes but is not limited to those related to “services” within the meaning of the CHRA
such as passenger screening, secondary inspections, no-fly lists and the implementation and
use of new technologies such as full body scanners and identity certification techniques.
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