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Simulation Approach.
Mr David Romyn & Professor Mark Kebbell

Introduction

The September 11 attacks and subsequent rise in the global number of terrorist attacks 
led Western governments to spend billions of dollars in efforts to protect their citizens 
from terrorist attacks (Brew, 2010; Hobijn & Sager, 2007; Home Affairs Committee, 
2010). Despite this continued increase in spending to prevent terrorism, the rate of 
terrorist attacks and numbers of people killed in these attacks has actually increased 
since 2001. Given the amount of money spent on protection against these terrorist 
attacks, it stands to reason that the methods used should be evidence-based. In the 
present study we sought to generate data on two areas of terrorist attack prevention: 
the detection of terrorists before they are able to carry out an attack; and predicting 
likely targets of a terrorist attack. 

One challenge with counter-terrorist (CT) policing is balancing the need to gather 
sufficient evidence to make a conviction against the risk to the public if an attack is 
carried out. In the past, CT police have been criticized both for making arrests too early 
and too late (Intelligence and Security Committee, 2009). Developing an understanding 
of the order of tasks in the preparing for a terrorist attack, and the perceived 
importance of each task, may provide CT police with a more detailed understanding of 
the preparation process. This information could better inform CT police about when is 
best to make an arrest. 

Understanding the order of tasks that are carried out could also provide insight into 
attack planning generally. For example, are terrorists more likely to select targets and 
then acquire weapons to suit that target? Or do terrorists base their target selection 
on the weapons they can acquire? Is on-line reconnaissance considered more or less 
important than in-person reconnaissance? As well as investigating the sequence of 
events in preparing for a terrorist attack, the current research also looked at predicting 
which locations would be targeted.

Previous methods aimed at predicting likely locations for a terrorist attack have relied 
on rating possible targets based on a list of pre-determined attributes. One example 
of this looks at how Exposed, Vital, Iconic, Legitimate, Destructible, Occupied, Near, 
and Easy a possible target is; this is referred to by the acronym ‘EVIL DONE’ (Clarke 
& Newman, 2006). To apply EVIL DONE, each possible terrorist target in a given 
area is given a rating between 1 and 5 for each of the eight attributes. The attribute 
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ratings for each target are summed to 
create a vulnerability score for each 
possible target. The location with the 
highest overall score is considered the 
most vulnerable to come under terrorist 
attack. However, this method may not 
provide an accurate appraisal of target 
vulnerability.

A possible flaw with this method is that 
it assumes all attributes are equally 
important. For example, how exposed 
or near a target is, is considered just as 
important as how occupied it is, or how 
easy an attack would be to carry out. 
Another drawback of EVIL DONE is that 
some of the attributes, such as legitimate 
or near, rely on having information 
regarding the motives or location of 
someone likely to carry out an attack. 
Because this information may not always 
be known, or may vary, it is arguable 
that these are not useful attributes in 
assessing attack vulnerability. The current 
research aims to identify which attributes 
of EVIL DONE make a target appear more 
or less favourable to those planning a 
terrorist attack.

While investigating terrorist attack 
planning it is also useful to identify what 
differences there are, if any, between 
people with or without prior military 
training when planning a terrorist attack. 
To address this question, participants 
with a military background were 
compared with those from a non-military 
background. To discover if there are any 
differences between police and trained 
or untrained terrorists in how an attack 
would be planned or a target selected, 
police participant responses were 
compared with responses from both 
other groups.

Research Questions

By asking participants how they would 
plan a terrorist attack and which target 
from a list of targets they would select 
for an attack, we hoped to answer the 

following questions;

1.  Is there a consistent pattern in 
which tasks are carried out and which 
of these tasks are considered the most 
important?

2.  Which targets are most likely to be 
attacked, and what is it about those 
targets that make them appear better 
targets than others?

3.  Are particular attributes of EVIL DONE 
more relevant to risk assessment than 
others?

4.  Are there differences between 
military-trained, police-trained and 
civilian participants as to the choices 
they make throughout?

Method

An electronic survey asking participants 
to assume the role of a notional terrorist 
was distributed to 105 participants (N=43 
with military training, N=15 with police 
training, and N=47 civilians). The survey 
presented participants with a list of tasks 
common to the preparation of a terrorist 
attack, such as acquiring weapons, 
selecting targets, and finding a location 
to plan and prepare for the attack. 
Participants were asked in what order 
they would carry out each task and how 
important they believed each task was in 
the preparation of an attack. 

Participants were then presented with 
a list of locations, such as an airport, an 
underground train station, an electrical 
substation and an ANZAC Day march. 
Participants were asked to rank them 
in order from most preferred to least 
preferred targets for a terrorist attack. 
They were also asked to write a brief 
explanation as to why they selected their 
most and least preferred targets. These 
explanations were coded against the 
EVIL DONE attributes to determine which 
were considered when selecting targets. 
Finally, participants were presented with 
all eight of the attributes from Clarke 

and Newman’s (2006) EVIL DONE risk 
assessment and asked how important 
they believed each attribute would be 
in the selection of a target for a terrorist 
attack. 

The same survey was provided to both 
military and civilian participants. The 
survey provided to police participants 
differed only in how questions were 
phrased. For the police survey, rather 
than asking what they would do, 
questions within the survey asked what 
they believed a terrorist would do.

Results and Discussion

Attack planning
It was found that participants followed a 
consistent order of tasks in the planning 
of a terrorist attack - W(104)=.58, 
p<.001. Participants consistently stated 
that they would carry out tasks related 
to target selection and reconnaissance 
before the acquisition of equipment and 
weapons. The final task to be carried out 
in planning a terrorist attack was found 
to be the testing of weapons. These 
findings suggest that participants are 
more inclined to select a type of weapon 
based on the target they select, rather 
than selecting a target based on available 
weapons.

Regarding the importance of tasks, 
acquiring and testing of weapons, as well 
as the identification and reconnaissance 
of targets were considered important, 
while the acquisition of other equipment 
and gathering information online were 
considered less important. There were 
very few differences between the three 
participant groups as to what order they 
would carry out tasks, and the importance 
placed on each of the tasks. The testing 
of weapons was consistently the last task 
to be carried out, and rated as one of 
the more important tasks in preparation 
This may indicate that preparation for an 
attack is nearing completion.
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Target selection
A clear rank-order of targets for a terrorist 
attack was also discovered, W(104)=.13, 
p<.001. Specifically, in order from most 
preferred to least preferred, the targets 
selected were:

1.  Underground train station
2.  Football grand final
3.  ANZAC day march
4.  Airport
5.  Religious gathering
6.  Electrical substation
7.  Military base

The underground train station was 
significantly more preferred than all 
other targets, with the exception of the 
football grand final. At the other end 
of the scale, both the military base and 
electrical substation were considered 
significantly less preferred than all other 
targets except for the religious gathering. 
The most common reasons given by 
participants for selecting their most 
preferred targets were that they were 
easy, occupied, destructible, legitimate, 
and vital. Least-preferred targets were 
selected because they were seen as being 
not easy, not occupied, not legitimate, 
and not destructible. There were very 
few differences between groups in target 
selection preferences.

When asked directly about attributes 
of EVIL DONE, participants believed 
that how occupied, easy, iconic, vital, 
legitimate and destructible a target is are 
all significantly more important than how 
near or exposed a target is. It was also 
found that destructible was considered 
significantly less important than how 
easy or occupied a target is, implying 
that participants in all groups were 
more inclined to cause casualties than 
destroying property. There were very few 
significant differences found between 
groups regarding the importance of the 
EVIL DONE aspects.

While participants consistently rated 
legitimate as an important attribute, 

qualitative data from the target selection 
preferences highlights a flaw with this 
attribute. Specifically, while the ANZAC 
day march was ranked fourth of seven 
targets, those who selected it as their 
most preferred target did so because they 
considered it legitimate while those who 
ranked it least preferred did so because 
they considered it to be not legitimate. 
These findings suggest that while the 
legitimacy of a target is important to an 
individual planning an attack, it is also 
extremely subjective. For this reason, 
it may not be useful in gauging which 
targets are most vulnerable to a terrorist 
attack.

Conclusion

Because the current research aimed to 
answer questions related to the very 
broad topic of terrorism, the results 
themselves are very general and give little 
insight into specifics of particular types of 
attacks, or attacks on targets in particular 
geographic locations. However, the 
current method could easily be adapted 
to investigate the vulnerability of specific 
landmarks in any given city. As there 
were very few differences between police 
participants and other groups, a survey 
distributed to a large number of police 
would be expected to provide similar 
results to a survey of military or civilian 
participants. 

The current research has highlighted 
that those planning a terrorist attack 
concern themselves with target selection 
before the acquisition of weapons. Also, 
attributes such as occupied, easy, vital, 
iconic, and to a lesser degree destructible, 
are considered to be more important than 
how exposed or near a target is when 
deciding which to attack. These findings 
suggest that some attributes of EVIL 
DONE may not be useful in discovering 
which locations are most likely to be 
targets of a terrorist attack. By surveying 
those familiar to a particular area, a great 
deal of insight could be gained as to which 
targets are most likely to be attacked 

and, more specifically, what makes these 
targets more attractive than others.
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