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Foreword

am pleased to introduce Rethinking the Line:
I The Canada-U.S. Border — Child Pornography on
the Internet panel session. In October 2000 the
Policy Research Initiative organized a conference in
Vancouver, Canada, Rethinking the Line: The Canada-
U.S. Border along four themes: 1) Safety and the Line,
2) Crossing the Line, 3) Working Across the Line and
4) The Virtual Line. As our contribution to the confer-
ence, John Fleischman and Suzanne Wallace-Capretta,

Senior Policy Officers, Research and Statistics Division,

Department of Justice Canada, assisted by student
Steven Kleinknecht, organized a panel on Child
Pornography on the Internet as part of the Safety

and the Line theme. The panel brought together inter-
national experts from a variety of fields including
criminal justice, law enforcement and academia to

About the Research and Statistics Division

SERVING CANADIANS

discuss issues arising from child pornography on the
Internet. The ensuing discussion revolved around
the amount and nature of child pornographic images
found on the Internet, the emergence of Internet lur-
ing as a new form of child sexual exploitation and the
cross border obstacles encountered by law enforce-
ment combating child pornography on the Internet.
The feedback we received on the session combined
with the high level of general interest in the topic and
the paucity of information available on it convinced
us that we should make this material more readily
available. The report that follows is summary and
transcripts of the proceeding of the panel session.

RobertaJ. Russell, Ph.D.
Director, Research and Statistics Division
Department of Justice Canada

The Research and Statistics Division is staffed by social science
researchers drawn from a broad range of disciplines including
criminology, sociology, anthropology, education, statistics, political
science, psychology, and social work.

We recognize that to be useful research must be accessible. In an effort
to make our research more accessible we have created new products
tailored to the needs of a diverse group of users, such as a research
series, Qs&As, and fact sheets.

We conduct social science research in support of the activities and
programs of the Department of Justice Canada. We also provide
statistical data, methodological services and analytical advice and
undertake public opinion research and comprehensive environmental
analyses.

For further information on our research activities, please visit our
Web site at http://canada.justice.gc.ca/ps/rs.
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Executive Summary

s part of the conference entitled “Rethinking the
Line: The Canada-U.S. Border,” the Department

of Justice, Research and Statistics Division, in
conjunction with the Policy Research Secretariat and
the RCMP, assembled a panel of international experts
to lead a session on enforcement and research issues
surrounding child pornography and luring on the
Internet. The panel was comprised of Sergeant Emmett
Milner (Criminal Intelligence Service Canada),
Detective-Sergeant Wayne Harrison (Winnipeg Police),
Detective-Sergeant Frank Goldschmidt (Ontario
Provincial Police, Project “P”), Andrew Oosterbaan
(U.S. Department of Justice, Child Exploitation and
Obscenities Section), and Dr. Max Taylor (University
College Cork, Ireland). Jacquelyn Nelson of the British
Columbia Ministry of the Attorney General acted as
the moderator for the session.

The panel addressed two main conference themes:
safety and the line and the virtual line. Crime com-
mitted over the Internet is often envisioned as being
borderless, thus presenting some rather unique chal-
lenges for policy makers, researchers and law enforce-
ment. One area of Internet crime, which has been seen
as particularly deserving of attention, is the sexual
exploitation of children. Therefore, this panel was
assembled to discuss three central issues related to
this concern: (1) the scope and nature of child pornog-
raphy on the Internet; (2) sexual predators using the
Internet to lure children; and (3) the challenges of
policing child pornography across borders.

Scope and Nature of Child Pornography

on the Internet

Dr. Taylor’s presentation indicated that there is a great
deal of child pornography on the Internet. However,
Dr. Taylor suggested that we focus more on identifying
the number of children who are being abused rather
than trying to calculate the volume of child pornogra-
phy on the Internet. As part of the COPINE project —
Combating Paedophile Information Networks in
Europe — Dr. Taylor’s research team has amassed a
database of over 60,000 old and new/recent child
pornography images. Approximately 43,000 of these
images are of girls and 18,000 are of boys. Each week,
the team collects about 1,000 child pornography
images off 60 different Internet newsgroups. The
majority of the material downloaded is relatively old,
consisting mainly of scans from magazines such as
Lolita, originally produced 30 to 40 years ago. While
the database is occasionally called upon by police to

help identify children and offenders, it is maintained
primarily for research purposes.

According to Dr. Taylor’s work, approximately two new
children are appearing in child pornography on the
Internet newsgroups each month. Another trend they
are finding is that the children depicted in the images
are becoming younger. The research from the COPINE
project suggests that the predominant age group is
children between the ages of 9 and 12. However,

Dr. Taylor qualified this figure by pointing out that

it becomes very difficult to ascertain the age of chil-
dren after they reach puberty and, therefore, his

team does not monitor pictures in this age category.
Dr. Taylor noted that roughly 10 percent of female
images in the database are of babies and toddlers.

He also indicated that the overwhelming majority of
images are of Caucasian children. He pointed out that,
while it is not difficult to find child pornography on the
Internet, the average user is unlikely to stumble across
it. Given the fact that so much of this material is avail-
able for free over the Internet, Dr. Taylor argued that it
holds very little market value.

Although still-pictures are by far the most predomi-
nant form of child pornography on the Internet, video
clips will likely become more common as the technol-
ogy advances to allow for faster transmission of large
multimedia files.

When researching the sexual exploitation of children,
Dr. Taylor indicated that it is necessary not only to
look at the Internet as a medium for the distribution
of child pornography, but also as a place where pae-
dophiles are able to communicate with one another
and develop the types of contacts and support that
help to sustain their interest in children.

Challenges

Each of the presentations highlighted the challenges
faced by legal authorities and policy makers when
attempting to deal with child pornography and luring
of children on the Internet. As Det.-Sgt. Harrison indi-
cated, it is important to acknowledge that most chal-
lenges faced by law enforcement in this area are also
problems encountered when dealing with most forms
of crime now being conducted over the Internet

(e.g., fraud, money laundering, illegal gambling).
What follows is an overview of some of the main
challenges faced by legal authorities.

Volume of potential investigations. The presenters
indicated that the overwhelming amount of child

Borders Conference — Rethinking the Line: The Canada-U.S. Border | 1
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pornography on the Internet presents a large number
of potential investigations. Therefore, police find it
necessary to give priority to some cases while post-
poning others. For example, “Project P” (the anti-
pornography unit of the OPP) maintains a backlog of
some 35 to 40 cases at any given time. Given the num-
ber of cases, Det.-Sgt. Goldschmidt indicated that it
is not unusual for them to delay an investigation for
six to nine months.

Resource issues. Investigations may involve a number
of offenders and victims in various parts of the country
or the world. Thus, the amount of time needed to put
together a case, identify and interview the victims and
offenders, coordinate with different police agencies,
and travel to the different regions can make it difficult
to move a case forward. Therefore, before beginning an
investigation, police have to take into consideration
the large amount of resources often required in such
cases.

Remote storage. Some Internet Service Providers
(ISPs) store their clients’ identifying information and
logs (record of their activity) in locations other than
their immediate premises. Additionally, Internet users
may choose an ISP in a different geographical location.
Information can be stored virtually anywhere in the
world as long as the country is connected to the
Internet, which nearly every country is. This compli-
cates matters when police are attempting to obtain
search warrants and collect client information from
the ISPs. Further complicating the investigation
process is the reality that other jurisdictions often
have different laws or may simply be uncooperative

in assisting foreign police.

ISP retention of logs. ISPs are not legally obligated

to retain client logs. Logs are useful for investigations
as they contain such things as when the client logged
onto the Internet, client activity while on the Internet,
and Internet Protocol (IP) addresses to aid in the iden-
tification of the user. Since it is costly to store these
logs, ISPs usually delete this information after a short
period of time. America Online (AOL), for example,
will hold new unopened mail for 28 to 30 days. When
AOL members go outside of AOL to do their surfing,
chatting, posting, etc., it may preserve that informa-
tion for about 7 days. The retention period for AOL

is actually considered good compared to some ISPs
which delete most of the log information daily. This
becomes a problem for police because it is difficult for

them to get enough information to start the investiga-
tion process (e.g., warrants, information from foreign
police agencies) in such a short time frame. Therefore,
the suspect’s log information may be lost before police
are able to obtain the legal authorization necessary to
examine this important source of potential evidence.

Legal definitions. Current legal definitions did not
envision the Internet and the implications it would
have on future understandings of possession and
distribution of child pornography. For instance, legal
definitions do not adequately accommodate the bor-
derless nature of the Internet. This has had implica-
tions for investigations involving electronic child
pornography stored by Canadians in other countries,
and child pornography that has been stored in Canada
by individuals from outside the country. The lack of a
common international definition of child pornography
also makes it difficult for police to coordinate and
obtain cooperation during cross-border investigations.
Officers also have no expressed legal authority to
possess child pornography, which may hinder
investigations.

Court decisions. The Supreme Court case of R. v. Sharpe,
which challenged provisions within Canada’s child
pornography legislation, was seen by Canadian police
as a potential cause for concern.! At the centre of

their concern was the possible loss of the possession
offence. Sgt. Milner described the possession offence
as a “foot-in-the-door” for law enforcement when they
are developing a case on an individual who may be
involved in more serious forms of child abuse. How-
ever, he noted that if the possession offence was lost,
the introduction of a luring offence might help to
compensate for this loss. Another concern police had
about the outcome of the Sharpe case was the poten-
tial for redefining child pornography, as it would affect
how they conduct their investigations.

Unlike Canada, the United States has a two-part court
system with laws varying not only by federal and state
jurisdiction, but also from state to state for each of the
50 states. Therefore, court decisions can vary between
states and between districts, resulting in various inter-
pretations of federal laws such as possession of child
pornography.

In addition, wholly computer-generated child pornog-
raphy and morphed child pornography becomes an
issue in court decisions as there may be no real child

A few months after this conference was held, the Supreme Court delivered its decision in R. v. Sharpe (January 26, 2001). While the conse-
quences of the verdict are still being reviewed, it would appear that the decision will not significantly alter the existing possession offence.
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actually depicted in the images. Some courts in the
United States have ruled that, for the image to be con-
sidered illegal, it must involve a real child. Proof that
the photograph is of a minor may also become an issue
in some cases.

Encryption. Encryption allows users to “scramble”
their files into unreadable computer code, which can
be deciphered only by using the proper passwords.
Mr. Oosterbaan (U.S. Department of Justice) indicated
that encryption is becoming more prevalent. If law
enforcement obtains an encrypted file, they will
devote resources to the case only if it is considered
anational priority or a national security interest
because of the amount of time it may take to access
the encrypted file. He recommended that, if police
foresee encryption to be an issue in a case, they be
proactive in attempting to acquire the passwords
ahead of time, possibly during the execution of a
search warrant.

Anonymous and Web-based e-mail. Anonymous and
Web-based e-mail makes it difficult for police to trace
an e-mail back to the original sender. Companies such
as “hushmail” and “freedom” fully encrypt their users’
e-mail and then use a re-mailing system, which deletes
any “surface” information that may connect the e-mail
to the sender. Web-based e-mail, such as hotmail,
allows users to create an anonymous account using
false user information (e.g., name, address).

Cable connections. Cable modems maintain a con-
stant connection to the Internet, which can be a prob-
lem for police if they need to identify who connected,
and when. In addition, with dial-up accounts (using
phone lines) in the United States, police can subpoena
information from an Internet company about a client’s
account without the client ever knowing it happened.
The opposite is true for cable law in the United States,
which dictates that the Internet company must inform
its client when police subpoena information from it
regarding that client’s account.

Suggested Priorities

To meet the challenges faced by law enforcement and
help combat the sexual exploitation of children, the
panelists made the following suggestions.

Cooperation and coordination. Given the
international flow of information on the Internet,

the panelists indicated that it is crucial to have coop-
eration and coordination among jurisdictions and
agencies involved in the investigation of child pornog-
raphy and luring of children on the Internet. There

appeared to be agreement among the panelists that
the International Criminal Police Organization
(Interpol), on the international level, and Criminal
Intelligence Service Canada (CISC), on the national
level, have done a good job in coordinating police
efforts. However, the panelists also felt that both agen-
cies could be more effective if they were given more
resources and a stronger role to play.

On the national level, Det.-Sgt. Harrison suggested
that CISC’s role be strengthened by giving it a core
mandate to oversee all Internet investigations. He sug-
gested that its responsibilities could include heading
up a national task force, which would work proactively
to identify victims and offenders; developing and
maintaining facial and filename recognition software;
coordinating all international investigations, both
incoming and outgoing; conducting training across
the country using the “train-the-trainers” model;

and establishing and maintaining national offender
registries.

Internationally, Dr. Taylor indicated that Interpol is
developing a database of child pornography that could
be tapped into by police all over the world. However,
for the database to be effective it will require the police
to continually contribute new information.

In addition, improved cooperation between law
enforcement and ISPs was highlighted. CISC has
been involved in talks with the Canadian Association
of Internet Providers (CAIP) and various other ISP
groups. Sgt. Milner pointed out that some ISPs were
not aware of what is expected of them from law
enforcement. Therefore, liasing with ISPs has and
will continue to create more information sharing
between the industry and law enforcement.

ISP regulation and self-regulation. Panelists indicated
that the technology is available for ISPs to better regu-
late the flow and storage of child pornography on their
servers. Dr. Taylor believes that the existence of child
pornography on the Internet could be controlled if
the ISP industry chose to do so. Det.-Sgt. Harrison
provided an example of how to accomplish this. He
advocated that provincial and state regulations be
instated for ISPs, which would include requiring a
physical street location for each IP address assigned

to their users to assist police to execute warrants.

Mr. Oosterbaan stated that one of the difficulties noted
by ISPs is that illegal material is replaced almost as
quickly as the ISP removes it. Thus, it is necessary that
a way be developed for ISPs to channel information to
the police so that individuals can be prosecuted to put

Borders Conference — Rethinking the Line: The Canada-U.S. Border | 3
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an end to this “reposting” process. He indicated that
some recent legislation in the United States will require
ISPs to report potential criminals to law enforce-

ment. The U.S. Department of Justice is currently
developing regulations on how this process will work.
Mr. Oosterbaan stated that, while this legislation

may be helpful in dealing with the big ISPs (e.g., AOL),
it may not be as effective in dealing with the smaller ones.

Perhaps the most significant way in which ISPs could
facilitate cooperation with police and help regulate the
flow of illegal material would be through the extended
retention and sharing of client log information. ISPs
now delete their logs after a very short time period.
Therefore, the panelists suggested the mandatory
retention of logs for a minimum of three months as

a development that would significantly aid police in
conducting their investigations.

While it may be costly for ISPs to retain logs, Dr. Taylor
argued that ISPs have a duty to exercise social respon-
sibility. In support of his argument, he pointed out
thatitis not acceptable in any other setting for a com-
mercial organization to facilitate the commission of

a crime. However, he also noted that some ISPs have
used the defence of being a “common carrier” of infor-
mation, which is a claim used by the mail industry to
protect itself from being sanctioned for contributing
to the distribution of illegal material. Therefore,

Dr. Taylor suggested that it would be beneficial if

the ISP industry could develop a way to regulate itself,
rather than having the state impose regulations.

Training and education. Internet crime is a relatively
new area for policy makers and legal authorities.
Therefore, the panelists stressed the need to train and
educate policy makers, police, prosecutors and judges.
Mr. Oosterbaan discussed the necessity of keeping all
these parties informed of advances in the technology,
because if there is one weak link in the chain (e.g., a
prosecutor who does not understand the technology)
it may result in difficulties in prosecuting a case. The
panelists emphasized that training must be a contin-
ual process to keep up with the rapid evolution of
technology.

In addition, Dr. Taylor stated that probation officers
and social workers should be educated about the
Internet. As part of his research, he has found that
those working in the social welfare system often do
not understand the Internet and are thus ill equipped
to adequately supervise offenders. He discovered that
these workers are reluctant to get involved because
they are worried that the offender is going to know
more about the Internet than they do.

4 | Borders Conference — Rethinking the Line: The Canada-U.S. Border

RETHINKING THE

LINE:

Panelists also promoted educating parents and chil-
dren about the possible dangers that may be encoun-
tered on the Internet. Det.-Sgt. Goldschmidt stated
that he is shocked to hear that some parents allow
their children to meet individuals they’ve met on

the Internet in public places unsupervised.

Child-centred focus. Panelists stressed that law
enforcement should focus on identifying the victims
and give precedence to cases involving individuals
who are victimizing children by producing child
pornography. Det.-Sgt. Harrison indicated that this
is the only way to prevent children from being victim-
ized. However, panelists noted that investigations
of this type can be resource intensive and time
consuming. This is illustrated by an investigation
conducted by Project “B” where police interviewed
nearly 1,000 victims who had been terrorized by

one paedophile over a 30-year period. The inves-
tigation took 13 months to complete.

Keeping legislation current. As mentioned, one of
the challenges faced by legal authorities is the diffi-
culty they face when trying to apply existing legisla-
tion to criminal activities involving new technologies
(e.g., the Internet). Therefore, the panelists recom-
mended that policy makers ensure that legislation is
revised to reflect current technology.

Panelists indicated that the creation of luring legisla-
tion would be a positive development. This legislation
is seen as necessary to deal with the unique circum-
stances surrounding the online enticement of chil-
dren. Det.-Sgt. Harrison stated that:

[Luring legislation] is a must to prevent predators from
using the Internet to solicit, lure and victimize children.
Currently, in Canada a child must be victimized for an
offence to occur. There is no provision in current legisla-
tion for an investigator to pose as someone under the
age of 18 and therefore investigators cannot be proac-
tive in terms of actually laying a luring offence charge.
We have invitation to sexual touching, but it requires the
person to actually be under that age and not a person
who they believe to be under that age. Complicating this
legislation is the fact that in Canada the age of consent
for sexual intercourse is 14 years. This means that any
40-year-old or 50-year-old in Canada can have sex with
a 14-year-old child. Unfortunately, any new legislation
dealing with a luring offence will have to be framed
around this age of consent. I think that the age of con-
sent issue is the subject of discussions right now and

I think it’s very important that it be modified in some
way.



SERVING CANADIANS

Mr. Oosterbaan added that, while there is legislation
in the United States that deals with luring, it probably
could be strengthened.

To update legal definitions, Det.-Sgt. Harrison sug-
gested that distribute be defined to include, “Making
available via a computer network that passes through
or originates from Canada and is now located outside
of Canada.” He also suggested that possession be rede-
fined to include “password-accessed sites or sites con-
trolled by Canadians, even though the site is located
outside the country.” He stated that provisions should
be built into the Canadian Criminal Code allowing
police to possess and send images, so that officers
could send exhibits and notes through secure servers.
This would facilitate sharing information during
investigations and thus help to identify victims and
offenders.

Det.-Sgt. Harrison noted that the enactment of

Bill C-40 (the Extradition Act) is a good example of
legislation, which recognizes the necessity of not only
keeping pace with, but also taking advantage of, cur-
rent technology to help fight crime. The legislation
allows witnesses from inside and outside of Canada to
give sworn testimony in court via video conferencing.
Witnesses can do this from the comfort of their own
home locations, allowing them to testify without bring-
ing them to the jurisdiction where the case is being
heard. Video conferencing was used recently in Winnipeg
to secure testimony from a group of seniors who were
victimized by a telemarketing fraud. During the pre-
liminary hearing, 10 seniors testified from four differ-
ent U.S. states using video-conferencing technology.
They gave sworn testimony, which the judge accepted.
The judge also commented on how impressed he was
with the use of this technology to bring in this type

of evidence. Det.-Sgt. Harrison remarked that the use
of video-conferencing technology to secure witness
testimony is a very cost-efficient way to conduct pros-
ecutions when the witnesses are from other jurisdic-
tions. He also suggested that the next step will be
using this technology for taking statements from
other police agencies or interviewing other police
officers to obtain warrants.

Making Internet crime an area of federal jurisdiction
was also advocated as a way of making legislation
more effective. To do this, Det.-Sgt. Harrison suggested
that the Controlled Drugs and Substances Act (CDSA)
be used as a model. He pointed out that the CDSA was
made a federal responsibility due in part to cross-
border issues involving the trafficking of drugs. He
stated that the number of physical border crossings
involving drugs pales in comparison to the number of

virtual border crossings made every minute over the
Internet. In his opinion, some of the benefits of creat-
ing a new and separate Act would include the spe-
cialization of federal Crown attorneys to prosecute
Internet offences; access to more resources to combat
Internet crime; and the development of modern legal
definitions specific to Internet usage for offences such
as distribution and possession of child pornography.

Developing software tools to assist in investigations.
Panelists suggested the further development of soft-
ware tools to help law enforcement in their inves-
tigations. A major software enhancement would be
programs that help to identify children and to sepa-
rate new and old child pornography. Det.-Sgt. Harrison
indicated that police often spend a great deal of time
identifying images of child pornography, but due to
inadequate software, they spend very little time identi-
fying the children in these images or determining when
the image was created. He suggested that enhance-
ments be made to filename and facial recognition soft-
ware to facilitate this process. He suggested that law
enforcement could use filename recognition software
to identify new images and subsequently use facial
recognition software to compare these images to a
master file of children who were reported missing

(or a similarly maintained database).

The maintenance of a child pornography database is
anecessary part of the software-aided identification
process. As mentioned previously, Interpol is develop-
ing such a database, but it is expected to require much
time and input from various international police agen-
cies for it to be effective. Although the database main-
tained by Dr. Taylor’s research team was not created
for aiding law enforcement to identify abused children,
it has occasionally been used for this purpose.

Dr. Taylor’s database does not work on the basis of
software recognition, but on the use of text-based
descriptors. Dr. Taylor stated that he is sceptical of
facial recognition software. Therefore, his team metic-
ulously sifts through the images by hand to categorize
them. Referring to the EXCALIBUR database used by
Swedish police, Dr. Taylor noted that, while it may be
effective, it is not 100 percent reliable; thus, he feels
more comfortable relying on visual inspection of
images. However, the process is not without its draw-
backs; it is labour intensive, tedious, and can be psy-
chologically upsetting for the students categorizing
the obscene material.

Mr. Oosterbaan stated that any new software enhance-
ments must take into consideration existing law enforce-
ment frameworks; that is, it is important to integrate
or adapt any new technologies with traditional law
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enforcement methods. While it is necessary for soft-
ware enhancements to fit into the existing framework,
it is just as essential for law enforcement to remain
somewhat flexible and receptive to the new technolo-
gies that may be necessary to assist them in their
investigations.

Hotlines and tiplines. The use of hotlines and tiplines
for receiving information from the public was also
suggested. Mr. Oosterbaan indicated that such infor-
mation sources have worked very well in the United
States. For example, during a 27-month period the
CyberTipline, which is operated by the National Centre
for Missing and Exploited Children, received over
22,000 reports of child pornography and 3,000 reports
of potential luring cases.

Summary of Recommendations

.....................................................................................

To address the problem of child pornography on the
Internet and some of the challenges faced by law
enforcement in dealing with this problem, the pan-
elists made the following recommendations:

n The cross-border nature of the Internet will require
international cooperation and coordination among
jurisdictions and agencies involved in the investi-
gation of child pornography and luring of children
on the Internet.

6| Borders Conference — Rethinking the Line: The Canada-U.S. Border

= Collaboration between the Internet industry and
law enforcement is also key.

» Some form of ISP regulation and/or self-regulation
could help to control illegal activity on the
Internet.

» Training for legal professionals is necessary for
them to keep pace with advances in technology.

» Laws not only need to be updated to include the
new technologies, they also need to be written in
such a way as to accommodate the evolving nature
of technology.

» Given the large number of potential child pornog-
raphy cases, it is necessary for police to maintain
a child-centred focus by concentrating on the
identification of victims and giving priority to
cases involving the production of child pornogra-
phy. Implementing existing software tools and
further developing this technology (e.g., child
pornography databases, file and facial recognition
software) would aid in the victim and offender
identification process.

» Public education is required to ensure that parents
and children are aware of the potential dangers of
the Internet.

» Further implementation of hotlines and tiplines
will aid in the reporting of child pornography and
potential luring cases.
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and coordinating multi-district investigations and ing program for prosecutors and law enforcement
initiatives. In addition, he manages the section’s train- agents throughout the United States.
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Attorney General of British Columbia
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Opening Remarks

ood afternoon, my name is Jacquelyn Nelson
G and I've been asked to introduce this session

and be the moderator because I am the co-chair
of the Federal/Provincial/Territorial (F/P/T) Working
Group on Offensive Content on the Internet. I'm also
with the Ministry of the Attorney General of British
Columbia, Policy Sector.

The F/P/T Working Group on Offensive Content on the
Internet is developing recommendations to address
child pornography and luring over the Internet. In
addition to considering options for law reform, we're
also trying to examine how to work with other sectors
to make the laws effective. We're considering how best
to partner with industry, for example, and to ensure
some cooperation from industry in matters such as
keeping logs, reporting offenders, and also just raising
awareness among industry itself regarding problems
on the Internet. In other words, trying to link with
them to develop some solutions.

We are also reviewing issues regarding the needs of the
police. These issues include how to better link police and
specialists who have expertise in Internet crime, how
best to do training, and find out what other things are
needed to support police when they are investigating
Internet crime in general, and particularly child pornog-
raphy and luring.

Finally, our working group has taken the approach that
we need to have an integrated approach to this issue,
which includes education of the public regarding what
the dangers on the Internet may be, and what they can
do if they encounter some of these dangers.

I know that our panel today is going to be covering
many of these issues. I'm pleased to be here to intro-
duce them to you. I will start by introducing each of
the panelists by name.

To my immediate right is Max Taylor, followed by
Emmett Milner, then Wayne Harrison, Frank
Goldschmidt and Andrew Oosterbaan. Before I intro-
duce the first speaker, I would like to introduce Dr. Max
Taylor who is going to serve as the discussant through-
out the session. Dr. Taylor, as mentioned, will be com-
menting on the presentations made in this session.

Our first presentation is by Emmett Milner.

Sergeant Emmett Milner (Panelist) —

Criminal Intelligence Service Canada

Thank you very much. I am presently attached to
Criminal Intelligence Service Canada (CISC). A lot of
people may not know who CISC is. You might look at
CISC as a national task force that looks at organized
crime and other specific issues. We in the central
bureau have, for example, an officer from the
Vancouver Police seconded to us for three years,

OPP members, Streté du Quebec, Montreal Police,
Customs, Ottawa-Carleton Regional Police, Calgary
and so forth. So we have a cross representation of law
enforcement in our office and we look at particular
issues. What we are talking about today is child
pornography on the Internet. My particular project
goes a little farther than that; it’s to combat the sexual
exploitation of children.

First, I'd like to give you a little historical background
on CISC. In 1996, the Commissioner of the RCMP had
a vision of where we were going to go and how we were
going to coordinate investigations on the Internet
regarding child pornography and the exploitation of
children, and so forth. Along with the Commissioner,
another person instrumental in putting this together
was Chief Fantino who worked to bring law enforce-
ment together and to rethink how we do this to ensure
a coordinated effort. By 1998, the CISC executive
decided that CISC would carry the mandate to coordi-
nate law enforcement across Canada. This was when

I came on board. We developed a strategy that was
introduced to all law enforcement across Canada. The
CISC executive is made up of the Commissioner of the
RCMP (who's the Chairperson), the Commissioner

of the OPP, and all major police departments across
Canada. They bought into this and agreed that CISC
would command a leading role.

Each province has a sexual exploitation coordinator
who works for the province on a regional basis and
CISC works in conjunction with them. It goes from the
municipal level, to the provincial level, and then up

to the national central bureau where I work. I actually
work out of the RCMP national headquarters. We could
be in another office, but for cost efficiency and so forth
our central bureau is situated there.

I want to talk a bit about the volume of the work we
have. I want to talk about our priorities and about
some challenges we face.

If youlook at Canada in terms of the Internet, we are
the second most connected country in the world. In
1997, 31 percent of households were connected; in

1998, 37 percent; and, in 1999, 42 percent. I imagine
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that this figure will increase as time passes. In 1994,
for example, no schools or libraries were connected;
in 1999, they were all connected.

There’s an overwhelming volume of child pornography
on the Internet. I think we have to ensure that we cre-
ate some sort of priority in tackling the problem. It’s
impossible to investigate each and every case of child
pornography on the Internet because it would exhaust
our resources. We have a partnership that we've devel-
oped with Interpol; we meet on a biannual basis. This
week, the biannual meeting is being held in Belgium.
Two years ago, we hosted the meeting in Ottawa.
These investigations can carry particularly heavy
costs. They may go on very long and travel could be
involved, so you have to decide how you're going to
tackle the investigation. However, the other most
important point is identifying the victims in the child
pornography. Basically, the volume aspect becomes a
global problem because there are no borders for crime
on the Internet. It’s a brand new area for a lot of us.

Our priority in CISC, which has been agreed upon by
the executive committee, is the sexual exploitation of
children; child pornography on the Internet is part of
that priority. Also, within this priority is child prostitu-
tion and sex tourism. We in CISC put out an annual
report as mandated by the government. If you're inter-
ested, you can retrieve a copy of the report from CISC
or from our Web site (www.cisc.gc.ca). I have a note
here on prioritizing child abuse. First is child pornog-
raphy and it’s a problem that most of us face. I think
we have to ask ourselves: “How are we going to target
it?” “Can we be more proactive by going online and
working on an undercover basis?” This is something
that has to be tackled on an individual basis and each
department will have to look at it.

Now, let us turn to some of the challenges. We have to
look at the legislation aspect. The Sharpe decision is
going to be coming down probably after the election
now. This decision is going to affect our possession
charge. Our possession charge under section 163 of
the Criminal Code is basically what I call a “foot in
the door.” If we find out that the individual has child
pornography it gives us a foot in the door; from there
we will often find child abuse and it will give us some
extra ammunition. If we lose that section under our
legislation, the Justice Minister has discussed luring,
which might be a way out.

Training is an important part of keeping our investiga-
tors up to date. It’s a continual thing. If you're in the
high-tech field today, you’ll know that people are
requiring updated training as technology changes
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every couple of months. So the training aspect is really,
really important.

Structurally, the Internet Service Provider (ISP) moni-
toring of Internet activity is really important, too. We
have a pretty good liaison with the ISPs. Our biggest
problem is tracking and obtaining the evidence
required. So logs would be the most important part

to look at. Right now there is no policy. ISPs are not
regulated in Canada and I don’t think they’re regulated
in very many countries. It’s a very difficult thing to do.
We have developed a rapport with CAIP (the Canadian
Association of Internet Service Providers). CAIP is one
of the groups we continually strive to keep in contact
with to assist investigations and investigators.

Basically, the investigations on child pornography go
from Interpol, through our office, and then to more
regional offices. In 1999, we had 164 requests that
came through — 103 were international, 61 were
national. This year so far we are up to 180; 120 were
international, 60 were national.

Dr. Jacquelyn Nelson

Thank you, Emmett. One thing that Emmett mentioned
was the possibility of luring legislation in Canada, as

a possible foot in the door depending on the Sharpe
decision. You may or may not be aware that in early
September the federal Justice Minister had committed
to bringing in luring legislation. What that means in
view of the federal election, I don’t know.

Our next speaker is Wayne Harrison.

Detective-Sergeant Wayne Harrison (Panelist) —
Winnipeg Police, Vice Squad

First, I would like to thank the federal government,
John Fleischman’s office and his co-workers for invit-
ing me here to make a presentation. It’s a privilege for
somebody who's a street cop turned cyber-cop to be
able to attend a convention such as this and actually
speak to the researchers and policy makers who make
the decisions that affect how we have to do our work.
Hopefully our message, our concerns and what we
would like to see done is acted upon in some manner,
and are not simply information given to you.

Although this presentation will address child pornog-
raphy, the Internet crime I refer to will also deal with
other Internet crimes that are occurring, such as drug
trafficking, hate crimes, illegal gambling, credit card
fraud, stalking and copyright infringement. Consider
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all these offences as well. Although I will speak about
child pornography, all these offences are booming on
the Internet right now.

[ will present some of the positive developments that
have occurred recently that have assisted us, and are
signs that we are moving in the right direction. I will
also make some suggestions that I see as an investiga-
tor that would assist us in doing our job and making
children safer in Canada.

Positive Developments

First, having this topic discussed and brought up at
this level, at this type of conference, is obviously a pos-
itive. As Emmett has described, CISC has taken a lead
role. It has initiated the process of making the neces-
sary contacts and developing contacts with the various
outside agencies on behalf of all investigators in
Canada. And for that we are thankful to CISC and the
related agencies that he works with because it’s a very
important part of Internet investigations and it's a
theme you will probably hear throughout this session.
Cooperation and sharing of information is the only
way that these investigations can be completed.

Another positive was the enactment of Bill C-40 in
Canada. This was a recent change in Canadian legisla-
tion, which allows witnesses from in and outside of
Canada to give sworn testimony in court via video-
conferencing technology. They can do this now

from the comfort of their own home locations. This
will obviously assist in the court process by having
witnesses available to testify without having to bring
them to that jurisdiction. This was used last month in
Winnipeg, to our knowledge for the first time, for testi-
mony from a group of seniors who were victimized by
a telemarketing scam. During the preliminary hearing,
10 seniors testified from four U.S. states using video-
conferencing technology. They gave sworn testimony,
which the judge accepted, and the judge commented
how impressed he was with the use of this technology
to get in this type of evidence. It’s a very cost-efficient
way to conduct prosecutions when the witnesses are
from other countries. Obviously, it is something that
police services will have to use for taking statements
from other police agencies or interviewing other police
officers for obtaining warrants. That will be the next
step: sworn statements from police officers given via
video conference. It’s a tremendous tool for police offi-
cers. It’s kind of ironic that some day an accused will
be charged for distributing child pornography over the
Internet and the same technology will be used to con-
vict him. Internet transmissions will be accepted in
court as part of sworn testimony, and I would say
within five years the technology will be there. That'’s

an advancement we have to take advantage of and we
have to be ready to take it. For those of you interested
in that particular investigation, I can give you the
name of the officer who coordinated the effort and
she can speak to you directly. She encouraged me to
tell you to call her for some of the bumps and kinks
that she went through to get all these witnesses before
a court process.

Another positive development is that luring laws are
finally in the process of being developed in Canada.
This is a must to prevent predators from using the
Internet to solicit, lure and victimize children. Cur-
rently, in Canada a child must be victimized for an
offence to occur. There is no provision in current legis-
lation for an investigator to pose as someone under the
age of 18; therefore, investigators cannot be proactive
in actually laying a luring offence charge. We have invi-
tation to sexual touching, but it requires the person to
be under that age and not someone who they believe
to be under that age. Complicating this legislation

is that, in Canada, the age of consent for sexual inter-
course is 14 years. This means that any 40-year-old or
50-year-old in Canada can have sex with a 14-year-old
child. Unfortunately, any new legislation dealing with
a luring offence will have to be framed around this age
of consent. I think that the age of consent issue is the
subject of discussions right now and that it’s very
important it be modified in some way.

Areas for Improvement

Here are some suggested areas of improvement. The
first is to make Internet crime an area of federal juris-
diction. Use a model similar to the Controlled Drugs
and Substances Act (CDSA) in Canada. For the benefit
of any of our American colleagues who are here, the
CDSA covers narcotics and all other drugs and their
regulations in Canada. It is not actually part of our
Criminal Code, but a separate Act with its own defini-
tions. The CDSA was made a federal responsibility due
in part to cross-border issues involving the trafficking
of drugs. This pales in comparison to the number of
crossings made every minute across the virtual bor-
ders on the Internet. Some of the benefits of creating
anew and separate Act are that it will allow for special-
ization of federal Crown attorneys to prosecute and
allow access to more resources to combat this prob-
lem. This will also include modern legal definitions
specific to Internet usage for offences such as distri-
bution and possession.

Currently, we are bound by age-old definitions that
have been established through years of case law
that had no envisionment of what the Internet is.
I'would like to see distribute defined to include
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“Making available via a computer network that passes
through or originates from Canada and is now located
outside of Canada.” Secondly, I would like to see pos-
session redefined to include password-accessed sites
or sites controlled by Canadians, even though the site
is located outside the country. I will get into some
case-related specifics that make us powerless to do
our job properly. I would also build in provisions for
possession and sending of images by police officers,
which will allow them to send exhibits and notes
through secure servers. Currently, officers have no
legal expressed authority to even possess those pic-
tures. Contrary to the Criminal Code, under the CDSA
officers are allowed to possess drugs and are even, in
the right circumstances, allowed to exchange drugs
for money for the purposes of a criminal investigation.
We are not even allowed legally, other than a general
phrase of “unless it is in the public good,” to hold or
to have any child pornography even as police officers.
That’s something from a police perspective that makes
us a little nervous at times when testifying in court.

The second topic I would like to raise is regulating
ISPs. There is a need to develop provincial and state
regulations for ISPs, which should include requiring a
physical street location for each Internet Protocol (IP)
address assigned to them to assist us in the execution
of warrants. I was recently involved in an investigation
where the making of obscene materials offences were
charged against two individuals. They were storing
these images on a server that we believed was located
in the United States. In order to locate the physical
street location of a server, in order to execute a search
warrant, we have to rely on the integrity of the com-
pany’s employees to provide information and then
rely on them not to delete this information. Further
complicating this was that the laws in Canada and the
United States differ. So it appeared to us that we have
no legal remedy to shut down the server; in fact, this
business continues to operate south of the border on
a U.S. server. Also needed is a regulation requiring the
mandatory storing of dial-in logs of ISPs for a mini-
mum of three months. It’s a length of time thatI've
concluded — based on investigations and the length
of time it takes us to get the materials under the cur-
rent system — to get us in a position where an execu-
tion warrant is possible. Currently, ISPs are under no
regulations and we've encountered some that keep
their records for as little as three days, making any
type of investigation futile.

Thirdly, I would like to see software enhancements.
Facial or filename recognition software needs to be
further developed. It's being developed right now in
Europe, but it needs to be improved. Facial recognition
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software will compare the faces on the computer
images of child pornography with the faces of known
persons or victims on a master file. Similarly, filename
recognition software could compare the name of com-
puter images with a master list of the names of images
known to be child pornography. Although these names
can typically and easily be changed by the person
receiving it, | would say that in 80 percent of cases they
do not change the names, and we're seeing the same
titles over and over again. Currently, investigators are
spending hundreds of hours identifying thousands of
images of child pornography, but due to inadequate
software no time is spent identifying the victims in
these images or determining when they were created.
New child pornography is being created every day, and
investigators relocate these images after they have
been traded and posted numerous times. We could

use filename recognition software to identify the new
images and then we could use facial recognition soft-
ware to compare these images to a master file of chil-
dren who were reported missing or a similarly main-
tained database. Arresting the possessors and traders
of child pornography is not enough. The number one
priority must be to arrest and charge the people who
are creating these images and abusing children. This

is the only way we can prevent children from being
victimized and prevent the further victimization of
other children.

A fourth suggestion would be the development of a
national task force. Using a model similar to Weisbaden
in Germany, Canada could create a proactive joint
forces team from various regions across the country.
In Germany, online investigators search the Internet
for fileservers; then, if they are able to download child
pornography from these fileservers, they forward a
copy of the report to investigators from the country
where these files were located. A dedicated national
task force within Canada could do this type of proac-
tive policing within our own country; develop virtual
offices in each region, using secure servers, to allow
these investigators continuous immediate contact.

In other words, simply use the technology that the
criminals are using for law enforcement purposes.
Investigators would be responsible for regional inves-
tigations, including the provision of training to munic-
ipal services to assist them in completing their own
local investigations. In the United States, I've been
involved in investigations with the FBI, U.S. Customs,
U.S. Postal Inspectors, and several municipal police
forces. All are working hard, but certainly efficiency
could be improved through a better coordinated effort.

And lastly, I would suggest the development of a
national agency, perhaps using CISC, to oversee all
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Internet investigations. Responsibilities could include
being in charge of the national task force; developing
and maintaining the facial and filename recognition
software; coordinating all international investigations,
both incoming and outgoing; conducting all training
in the country using the “train-the-trainers” model;
establishing and maintaining national offender reg-
istries; and identifying victims’ lists and investigators’
lists. CISC has taken on part of this role already, but
giving it a core mandate as the top echelon of investi-
gators would be a very important step in my view.
Obviously, this could then be shared on a global scale.
In a perfect world there would be one agency coordi-
nating all the global efforts. Although it’s physically
impossible and very unlikely to occur, that’s what is
ultimately required.

In closing, bringing the Internet under control is a
daunting task. A conference like this could be a cata-
lyst. It will take human and financial resources, as well
as a willingness of agencies to put their personal agen-
das aside and work cooperatively, to create a safer and
lawful Internet. Any further inaction though, allows
the predators continued easy access to children. As the
scope continues to increase, it will make it even more
cost prohibitive to provide these solutions down the
road. For these reasons, I believe an investment now is
simply the only answer.

Dr. Jacquelyn Nelson

Thank you, Wayne. I think you raised some very inter-
esting points. I hope that we can have some questions
about some of your suggestions, particularly making
Internet crime a crime of federal jurisdiction.

The next speaker is Frank Goldschmidt.

Detective-Sergeant Frank Goldschmidt (Panelist) —
Ontario Provincial Police, Project “P”

I would like to take this opportunity to thank the group
for inviting me to Vancouver. It is very beneficial to be
able to share some of our pros and cons of what we are
doing with a group like this. My normal presentation

is some two to three hours, so I've really done a lot of
chopping to squeeze it down to 15 minutes.

I have been with the Ontario Provincial Police (OPP)
for almost 21 years now. I've been with the pornogra-
phy unit for almost 10 years. This unit has been around
since 1975. Before 1993, the mandate was solely
focussed on investigating the distribution, making,
importing and sale of obscene material. Prior to 1993,

before the child pornography legislation came into
effect, child pornography fell under the obscenity
section of the Criminal Code. When the new child
pornography legislation was passed in 1993, our man-
date changed. Now we solely investigate the distribu-
tion, making and importing of child pornography
within the Province of Ontario. To give you some idea,
before 1993, and before the Internet booming the way
itis right now, it was very uncommon for us to investi-
gate more than one or two child pornography cases in
one year. Since then it has doubled, doubled and dou-
bled as the years have gone by. In a moment I will give
you some figures.

Our unit has grown from two officers in 1991 to 14 now.
We are overwhelmed with the amount of child pornog-
raphy that is available mainly now through the Internet.
The OPP has taken the initiative to try to combat this
problem, and as a result it has doubled the size of the
unit in the last four years. We do assist other agencies
in Ontario as well as across Canada in investigating
child pornography cases, mainly because this is all

we do. We are updated almost daily as to what is child
pornography and what is not, and what are the most
useful ways to investigate these crimes. The OPP has
been considered the lead agency in Canada for investi-
gating child pornography; consequently, we get calls
from all across the country for assistance. Some of us
have been qualified in the courts as experts, not only
in the identification of child pornography, but also in
the forensic identification of computers.

Our unit is involved in relatively aggressive enforce-
ment. We try to do proactive policing, but as a result
of all the incoming cases that we receive from other
police agencies in the province and other countries,
itis somewhat limited. To give you an idea, one of the
guys in the unit and myself were on the Internet one
evening in the Internet Relay Chat (IRC) channels,

and within a three- to four-hour period we identified
44 persons in Ontario who were involved in the distrib-
ution, making, importing or sale of child pornography.
People often wonder how we are able to identify where
the individuals are right up front. Well, it’s kind of

one of our little trade secrets that I think I'll just keep
under my hat for now.

Our unit’s priority is to investigate child pornography.
There is an overwhelming amount of child pornogra-
phy on the Internet and it appears that the offenders
are now a little bit braver, now that they can distribute
child pornography over the Internet, rather than in
person. They seem to feel a sense of security and
anonymity because they are not really talking face-to-
face like they used to, for example, when they would
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meet me in a seedy establishment. Now, over the
Internet, they feel quite free to talk about their prefer-
ences and how much material they have. The com-
puter and the Internet have allowed individuals to
store large amounts of material on their systems, as
well as to trade large amounts of material in a very
short period of time.

Now, I'll update you on the amount of work we'’re
doing. In 1997, we completed 83 investigations and
laid 105 charges involving 20 people. To date, in 2000,
we have completed some 117 investigations and laid
101 charges involving 20 people. People often question
the 20 — it seems like such a low number. Our priority,
however, is not only to prosecute the offenders, but to
identify the victims. In some cases, we have success-
fully identified the paedophiles’ victims. In one case in
a small southern Ontario community, one paedophile
resulted in us interviewing almost 1,000 victims this
person had terrorized in about a 30-year period. This
is not the type of investigation you can complete in

a one- or two-month period; this investigation took

13 months.

The Internet has provided the perfect tool for pae-
dophiles to distribute their collections and it has basi-
cally become a borderless crime. The Internet has been
used by paedophiles to lure children from across the
U.S./Canadian border, and vice versa. It still shocks
me to hear, when these luring offences take place,

that there are parents who are actually allowing their
12- and 13-year-old children to go to malls and street
corners to meet individuals they’ve met on the Internet.
Quite often our officers pose as children or parents
who have children, who are willing to offer their chil-
dren for sex. There have been a number of cases where
we've actually met these individuals in wired hotel
rooms and more or less let them “say their piece”
before we come through the door and arrest them.

We currently execute warrants to obtain ISP informa-
tion. As Wayne has previously mentioned, a lot of the
ISPs keep their logs only for a very short time. There’s
actually one ISP in Toronto, which at the stroke of
midnight, wipes out all the information on its logs
and basically starts all over again. Quite often if we're
receiving information, such as through CISC which
receives the information from other countries, there’s
a time issue. The information is very time sensitive
because a lot of the log information is deleted. So
when we get an investigation into the office, whether
it comes from inside or outside the country, our first
task is to determine how old the information is. Then
we have to contact the ISP right away so that it can
hold onto its log information. One of the problems
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we're running into is that certain Canadian-based ISPs
store all their information in the United States. One
that comes to mind in particular is Rogers. When we go
to execute a search warrant at Rogers’ corporate offices
in Toronto, the information is not at that location.
Rogers is, however, putting protocol in place where

it can get in touch with its offices in the United States,
retrieve the information we're asking for, then when
we go to execute the search warrant, we get the infor-
mation from a Canadian address. So far, it hasn’t
become an issue in the courts, but some sharp lawyer
might come up with that some day.

I do agree with Wayne that there should be some sort
of provincial and state regulations for ISPs, and that
the mandatory storage time for log information should
be much longer. We maintain a backlog of some 35 to
40 child pornography investigations at any given time.
One of the other things we review when the informa-
tion first comes in, is whether or not there’s a child
that’s being victimized at the time. If there’s not, unfor-
tunately the case falls down to the bottom of the pile.
If there is a child being victimized, it becomes our
number one priority. Sometimes, we may not get to

an investigation for some six to nine months.

Some of the other areas on the Internet we are having
problems with because of the volume are the news-
groups and the Web sites. We're spending most of our
time in the IRC channels. I would like to give you a
sense of some of the problems we have had in retriev-
ing information. There’s one case in particular where
we were working on an individual, a 21-year-old man,
who was no doubt living off the proceeds of his crime.
He was making in excess of US$40,000 per month. He
had a Web site that not only offered adult material,
obscene material, but also had this link off to the side
that offered a vast amount of child pornography. To
make a long story short, we completed the warrants,
completed our investigation, executed the warrants
and found out the information was not actually stored
on his premises. He operated the Web site from his
premises and stored all the information in New Jersey.
We had coordinated an effort with the U.S. Customs
office. Perhaps we ended up with a Customs officer
who wasn’t overly ambitious, but we were never able
to retrieve the information to properly prosecute this
individual in Canada. As a result, all the charges were
withdrawn. The American authorities also told us that,
although this Web site contained a large amount of
illegal material, there was also a large amount of legal
material and they would not be able to shut the system
down. Although there are really no concrete guidelines,
when we go to execute search warrants now we just
shut the whole thing down.
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Currently, we receive and send information and

other child pornography investigations we uncover

in Canada to the U.S. Customs attaché office in Ottawa
and to CISC. That system appears to be working now,
but I can see problems as well with the volume of
information going back and forth.

Another area that I think Wayne has touched on is the
transmission of illegal materials. At this time, we do
not in any circumstances send child pornography
across the Internet to win the confidence of the indi-
vidual we're working on. If it’s an fserve (file server) or
an FTP (file transmission protocol) site, and the indi-
vidual is not sitting at his terminal, sometimes we're
able to send a picture of a car or a corrupted file just so
we can obtain the credits and can download informa-
tion off this individual’s system. Certain paedophiles
and individuals are getting wiser when they’re corre-
sponding with us and asking us for information up
front. It’s just like the old drug trade, when you used to
buy drugs off an individual, it would be “you show me
some first, before I show you some of mine.” When
dealing with an fserve you can get away with sending
(uploading) corrupted files and that sort of thing.

As aresult of only doing child pornography cases in
Ontario, we've brought some test cases to the courts
in the province, and they’ve clearly defined what is
and is not child pornography.

But what is the Supreme Court of Canada going to say?
Across Canada itself, there are certain inconsistencies
about what certain people think is and is not child
pornography. This leads me to another thing. Something
that we should try to work toward is an international
definition of what is and is not child pornography.
Then maybe gear that up into a system, such as what
Wayne was talking about, where you would have a
central registry indicating what is and is not child
pornography.

Dr. Jacquelyn Nelson
I think a very important issue you raised was the idea
of an international definition of child pornography...

Our next presenter is Andrew Oosterbaan.

Andrew Oosterbaan (Panelist) — Deputy Chief for
Litigation, Child Exploitation and Obscenities Section,
U.S. Department of Justice

It is a great privilege to be here. This is a tremendous
conference, at least in ideology, in what it is intending

to do. Whether or not it can do it is another question.
What it is intending to do is quite important when you
consider the kind of offences we're talking about. I am
the American on the panel. I am going to give you what
I call the emerging challenges presentation. I think it’s
particularly appropriate for this conference because
one of the greatest challenges we face in the child
exploitation area is the fact that Internet crime is bor-
derless. That’s kind of easy to say, it’s axiomatic actu-
ally. That is not the challenge. The challenge is that it’s
being conducted “among” the borders, it’s being con-
ducted among jurisdictions. One of the greatest chal-
lenges and complications to the work we do results
from the fact that there are so many jurisdictions all
over the world dealing with this borderless problem.

Let me tell you alittle bit about myself to put this
presentation in perspective. I am a prosecutor. My role
is one of litigation and litigation support for child
pornography prosecutions all over the United States.
We also train law enforcement agents, detectives and
prosecutors all over the country.

Legislative Review of Proposed Statutes

Congress in the United States depends on a number
of people and gets its information from a number of
sources, but our section is greatly responsible for the
drafting of legislation and proposing legislation that
is ultimately enacted in the United States, and of
course the development of policy for the current
administration.

Growth of Federal Child Pornography Cases

HWWWWWW

E 4

-

Borders Conference — Rethinking the Line: The Canada-U.S. Border | 15



CONFERE

CANADA-U.

RETHINKING THE

LINE:

What kind of a problem are we talking about here?
It’s an immense problem. This graph shows you the
growth of the child pornography cases up until 1998,
but I can tell you that since 1998 it has grown at a
much greater rate.

The CyberTipline

The CyberTipline is operated by the National Centre
for Missing and Exploited Children. Between July 1998
and October 1, 2000, the CyberTipline has received
more than 27,000 reports. Child pornography accounted
for over 22,000 reports. Online enticement of children
for sexual acts accounted for over 3,000 reports —
basically we're talking about here is luring. This is
something we have statutes for. Although we probably
could have better statutes, we do have some statutes
that take care of it in the United States and many of
our prosecutions are online enticement cases. That
again gives you some idea of the extent of the problem.
When you have that many tips coming in on that line,
you know it’s a big problem.

Why the Explosion of Internet Crime?

This is an important question when analysing the
challenges we face in handling this problem. There

is something very unique about Internet crimes,
especially child exploitation crimes. Of course, the
anonymity offered by the Internet is a big element.
These folks are sitting at their computers figuring
because of their anonymity they are pretty safe. There’s
also the satisfaction that they get online. We often joke
among law enforcement that if they only knew that at
the other end there’s frequently a 30- or 40-year-old
Federal Bureau of Investigation (FBI) agent, whose
online name is Suzil3. In the mind of these folks, they
don’t care. They're fantasizing about what they’re doing.
They're fantasizing about who they want it to be, and
that’s probably about all that matters to them. Now it
obviously becomes a crime when it goes beyond that
fantasy, and that’s of course why we're here.

Critical Questions We Face

Can law enforcement keep pace? Child exploitation
crimes are a tremendous problem. It’s an immense

and very expensive effort. Law enforcement has a hard
enough time keeping pace with any criminal effort, but
in particular this area, which is driven by technology,
which is in fact driven by money.

Will legislation keep pace? This is a particular problem
in the United States. I think this is very closely related
to the question of whether law enforcement can keep
pace. In the United States, the legislative process is
very slow. It’s very much driven and affected by the will
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of society. Of course in America, where people value
their freedoms above all else, that can be a problem.

Will prosecutors keep pace? This again is closely
linked to the first question. It’s also a resource issue
for them. But often, it’s more than a resource issue,
it’s the “can you teach an old dog new tricks” issue.
Will the prosecutor take the time to learn the technol-
ogy so he or she can handle a case of Internet child
pornography?

Will society allow it? Like I said, this is a very impor-
tant element in the United States, because we’re a soci-
ety that values our freedom above all else. One of the
things we consider to be an important aspect of our
freedom is our privacy. It’s very difficult sometimes to
get the proper legislation passed when it’s considered
to be legislation that has an impact on privacy. There
are many, many examples of that. Attempts to enhance
our enforcement efforts are very much affected by that
last category.

Current Issues

Remote storage. In child pornography cases, the
material is often held in a remote storage area that
individuals have free access to and can give free access
to others. When you're attempting to issue search
warrants on the individual it becomes very difficult
when you really can’t determine where he or she has
this material, or once you do, it may be difficult to
attain probable cause to get the search warrant to
actually search that area.

ISP retention periods. AOL will hold new unopened
mail for 28 to 30 days. This is relatively current infor-
mation, but this information changes very quickly
because it all depends on the volume. Mail that has
been received and deleted and read mail is going to

be held only for a couple of days. When AOL members
are chatting in AOL chat rooms, they can hold that

IP addressing information for approximately 90 days.
Proxy server IP addresses — that’s when you have

AOL members going outside AOL to do their surfing,
chatting, and so forth — you will have that information
for maybe seven days. This obviously becomes a major
problem for law enforcement. As I'm sure the law
enforcement panelists will agree, the ability of law
enforcement agents to actually get enough informa-
tion to start the process in seven days is pretty tough
to do.

Encryption. I think it’s fair to say with regard to
encryption, at least in the United States, in the average
case it’s not going to be breakable. By the average case
I mean one that doesn’t have national priority or a
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national security interest. If it isn’t at that level in the
United States, you're probably not going to break it.
That means that U.S. law enforcement has to work very
hard in a case involving encryption, which is becoming
more and more prevalent. For almost every aspect of
these kinds of investigations, you need to know right
up front that encryption might be an issue and you

will need to do an investigation around that. In other
words, you may have to find out a way to get pass-
words up front, especially if you've executed a search
warrant and you're talking to the individual you may
have to take that opportunity to find out what the
passwords are.

Anonymous and Web-based e-mails. These are
becoming more and more problematic with respect

to investigations because there are companies out
there such as “hushmail” and “freedom” which will
fully encrypt the e-mail first of all. Then they go
through these anonymous re-mailers which makes it
very difficult to trace because they’ll “scrub clean” the
information as it goes from one place to the other. By
the time you see it, you have a very difficult time trying
to trace where that particular piece of e-mail actually
came from. Hotmail is not an anonymous re-mailer
system, but we all could create an account completely
anonymously within minutes, with completely bogus
information, and we’'d be up and running and it would
make it more difficult for law enforcement to find out
who “owns” the account.

Cable connections. This may be more of an issue in
the United States than in other countries. The issue
here is the connectivity. You are always connected
when you have a cable Internet connection. In cases
where you're trying to nail down “who connected and
when,” it becomes difficult because they’re always
connected. In addition, with regular (phone line) ISPs
we can subpoena information from them without ever
letting the “bad guy” know we’ve done it. Unfortu-
nately, with cable law it’s different. The ISP has to tell
the individual Internet user that we've subpoenaed
information from them. Obviously that affects our
ability to do things.

Court decisions. We have a two-part system in the
United States. We have state laws and of course these
laws may differ from state to state for each of the

50 states, and then we have federal laws that cover

all 50 states. In order to be a federal crime, there has to
be some interstate commerce nexus. Obviously, when
you're dealing with computers and the Internet, there’s
a kind of built-in interstate commerce nexus, but some-
times in a possession case all you have is possession
of the material, so where’s your interstate commerce

nexus? The courts have come down in different ways
on this. In some U.S. districts, it becomes more diffi-
cult than in others to prove that element.

Proof of the victim’s identity can become an issue for
us. Despite Congress’ best efforts to make images of
child pornography not involving a real child (such as
morphed child pornography images) illegal, there’s at
least one Circuit in the United States, the ninth Circuit
where California resides, that has said that for an
image to be considered illegal it must involve a real
child. Therefore, we still, in many cases, must prove
that a real person was involved. Again this refers
strictly to a child pornography case.

Proof of victim’s age. What we are talking about here is
proof that the photograph was of a minor.

Sentencing issues. We have good sentencing statutes,
but they often rely on enhancements that have to be
proven. Sometimes that becomes very difficult. The
courts have come down differently with respect to how
an enhancement is proved or whether it applies. Of
course, as I told you, the state versus federal becomes
very difficult. States have their own laws and their own
courts, and they do things a lot differently. So when we
talk about border problems, we not only have different
federal state jurisdictions, we also have 50 state juris-
dictions to deal with and they can all be different.
We're trying to coordinate and cooperate among law
enforcement, which is a critical issue in this area. It is
not only complicated among the international com-
munity, it is also complicated within the communities
in the United Sates.

Meeting the Challenges

Staying abreast of technology is an obvious problem.
That’s not just among law enforcement as I said before,
it’s also among prosecutors and judges. As hard as we
might try to put a case together and bring it to court,

if we have not done a good job of educating that judge,
on the record, as to how this all works then we can'’t
hope that the courts on appeal are ever going to figure
out why they should come down a certain way with
respect to the offence that was committed. So it’s very
important for all legal authorities to stay abreast of the
technology.

Developing software tools. What I'm referring to here
is the development of software tools that will help law
enforcement. When it comes to integrating the tech-
nology with traditional methods of law enforcement,
unfortunately, we have a law enforcement framework
that’s pretty much set. It’s important to integrate or
adapt the technology that we have for those methods.
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Keeping legislation current is very important.

Mutual assistance and cooperation among countries.
I can’t emphasize that enough, and of course that’s
why this conference is so important. It’s critical when
you have offenders who can be all over the world,
when they can pass information through points all
over the world, when there are different laws in differ-
ent countries. It's very important that we find a way to
work with one another. In our lifetime, we won’t see an
international police force that will be effective in the
way it needs to be to deal with this issue. Interpol does
avery good job. My section has been very involved
with Interpol and the G-8, but I'm sure that law enforce-
ment will tell you story after story where they tried to
rely on Interpol and it didn’t work, so we have a long
way to go. One of the things that the U.S. Department
of Justice does is conduct training programs in foreign
countries; I think that’s one good way to make this as
close to one effort as possible.

Hotlines and tiplines have worked very well in the
United States and I believe they can work very well
in other countries as well.

Training is very important.

Raising awareness of the child pornography problem
among Internet users can also help.

I've put some of the U.S. criminal statutes on the
slides in case you're interested and because I think
that they’re probably different from those in Canada
(see Appendix II). There is some current legislation
requiring ISPs to report potential criminals to law
enforcement and we're working out the regulations
right now about how that will be done.

Dr. Jacquelyn Nelson

.....................................................................................

Thank you, Andrew. You certainly raise some interest-
ing questions such as can law enforcement, legislation
and prosecutors keep pace? This is something that we
all are facing no matter what country we are in. I have
to say that it’s mind boggling to look at all the different
legislative frameworks that you are working with in
the United States. At this point, I would like to invite
Dr. Taylor to make some comments on the research.

Dr. Max Taylor (Discussant) — University College
Cork, Ireland

.....................................................................................

Speaking at the end of a series of presentations is
always an invidious position because all the things
you're going to say have already been said, and you're
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left wondering what on earth to say. Particularly after
the people we've heard today who are very experienced
and work in this area. Each of their presentations was
packed with important and very significant issues.

What I would like to do first is present something
about me and the work that we do (within the COPINE
project), because this work is unusual. Our set-up is
rather unique.

Let me give you some sense of the nature of the
COPINE project. We're involved in the assessment of
dangerousness and we're interested in adult sexual
interest in children as it is manifested on the Internet
and the implications of it. We're also interested in child
trafficking and child sex tourism. Our particular inter-
est, and this is really what makes our work kind of
peculiar, is that we're very interested in the pictures.
We're very interested in child pornography pictures
because we believe they are the starting point. Because
of the nature of Irish law, we’re allowed to be in posses-
sion of child pornography. We maintain a very exten-
sive database of child pornography pictures. We work
extremely closely with law enforcement. We're regu-
larly used as a resource by European law enforcement
agencies and sometimes the National Centre and other
American agencies for advice, particularly on the iden-
tification of new child pornography pictures and for
the identification of new children. That, [ have to say,
is incidental to our business. The database was set up
as aresearch tool and it is maintained because it is a
research tool. It just so happens that it also has practi-
cal value, but it was never set up for that purpose, and
we don’t maintain it for that purpose. However, it is
gratifying that we can help in investigations and be
able to sometimes initiate investigations because we
can identify material. We have done that on a number
of occasions.

The database exists in two forms. First there’s an
archive of older material, which is indexed and
searchable, but it’s not greatly mulled over. By “older
material” we mean older than 15 years; by “new mater-
ial” we mean things up to 10 years; and by “recent” we
mean somewhere between 10 and 15 years. Why these
figures? Well, because it sometimes takes that long for
pictures to emerge. However, I get the impression that
the length between production and distribution on the
Internet has been shortening. Nonetheless, in many
cases pictures can circulate privately among individu-
als and they never get out until later on.

The second form the database takes is a searchable
archive of new and recent material. About three or
four years ago, Swedish police developed a searchable
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archive based on software recognition. However, our
database works on text-based descriptors. We use the
FBI text descriptors. We did this for a number of rea-
sons. First, we didn’t have the money to invest in the
software anyway, but I also feel very sceptical about
the value of face recognition software now, and did
even more then. We actually commissioned a com-
puter specialist to look at software recognition pro-
grams for us, but the outcome was quite limited. The
EXCALIBUR database that the Swedish police use cer-
tainly works very effectively; however it’'s not 100 per-
cent reliable, it’s nowhere near that. We do our work
by visual inspection. So it’s very labour intensive, it’s
tedious, and it’s not very pleasant because you have
to look at everything, but we find it works.

The database is made entirely of material that is posted
and lifted from newsgroups. We regularly monitor
postings to 60 newsgroups and download postings
automatically. We also receive material from law
enforcement agencies.

To categorize the child pornography, we have a system
that we've developed which relates to scale of victim-
ization. We focus on levels 6 to 10. Levels 6 to 10 are
basically pictures involving sexual assaults. Child
pornography at its worst is a picture of a commission
of a crime, a picture of the scene of a crime. I think we
have to remember that it’s a picture of a very serious
sexual assault. It’s not some pretty picture, it’s not
somebody’s fantasy, it’'s some real child being abused
and photographed.

Our database underestimates the more mature chil-
dren of 12 or older because we use anthropometric
measures to identify and describe facial and bodily
characteristics. It’s very difficult once you get past
puberty to be accurate about ages. So our database
fizzles out at that age, and we have very little in that
area.

We focus on new photographs and we have very exten-
sive knowledge now of what is new. We probably now
have in the database a very large and probably repre-
sentative sample of the available material. How do

I know that? I really don’t, but I do know that there’s
quite a lot of it. The database has extensive records of
pictures, probably nearly all the material that’s being
posted to the newsgroups that we’'ve monitored over
the past three years. We also have records of nick-
names and posting IP addresses.

Here’s a sample of what one of the records in the data-
base looks like (see Appendix III). It describes qualities
of the picture and so forth, and one of the topics is

details, for example, description of environment. This
picture is obviously not a picture of child pornography,
but I do believe that this child is a child at risk, because
that picture came from a child pornography news-
group. We have obtained this picture, not because it
isillegal, but because our gut feeling is that an illegal
picture of this child may appear later on. We've been
right on a number of occasions about this as well. You
have to ask yourself, “Why are 20 or 30 pictures of this
child posted to a child-sex newsgroup?”

The database consists of approximately 60,000 still
pictures and 400 plus video clips ranging from a few
seconds to our longest, which is about 20 minutes.
The video clips are not very manageable. They're

too big. They're not really a big area of trade at the
moment. However, as compression technology
improves the video clips will become increasingly
important and we’ll see many more of them. For the
moment though, the overwhelming amount of mater-
ial is still pictures. Of the 60,000 still pictures that we
have, about 43,000 are of girls and about 18,000 are
of boys. About 7 percent of the very obscene girl pho-
tographs are new, and about 26 percent of the very
obscene boy photographs are new. I think that repre-
sents our experience. There’s much more new boy
material coming out than new girl material.

The slide (below) of the age range gives you a sense of
what the new/recent photographs look like by age. As
you can see, 7 percent of the girl photographs fall in the
13- to 15-year-old age category and none falls within
the 15- to 17-year-old age range. Now that, of course,
is absolute nonsense. There are, of course, thousands
and thousands of pictures in these age groups, we just
don’t monitor them because we can’t be sure about

the age of the children in this range. So we stop around
12 years old or so. With boys we can be more accurate
because puberty in boys is delayed somewhat. The
predominant age group would be 9 to 12. But the really
worrying thing about the numbers is that 10 percent

of the images are of babies and toddlers.

Age Range of New/Recent Images

Age of Percentage of girls Percentage of boys
children in still images in still images
0-2 10 1
3-5 21 3
6-8 21 19
9-12 41 56
13-15 7 14
15-18 0 7
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The race of the children in these photos is predomi-
nantly white. What always surprises me is that there
are very few Black children, almost none. But what we
know about sexual abuse of Black children is that it
occurs more or less as frequently as it does for white
children, but Black kids just don’t get photographed,
or at least they don’t appear on the Internet.

The age distribution of children in the video clips looks
pretty much the same as the photographs. The pre-
dominant age group is between 9 and 12.

We are downloading approximately two new individual
children a month on average; that is, approximately
two new children a month are appearing in the news-
groups. However, the appearance of new pictures is
very irregular. Some months there’s nothing, some-
times we get a flood of them. People often ask me how
much child pornography is there in existence? I think
that this is a nonsense thing to ask. The origins of a lot
of the material are videos. A lot of what we are seeing
are video captures of the new stuff. From a 30-minute
video you can take 1 to 5,000 video captures. Therefore,
it just doesn’t make sense to talk about the amount of
the material, but it does make sense to talk about and
focus on the number of children. Our impression

is that the ages, especially among girls, are getting
younger and younger. They are invariably, not exclu-
sively, but nearly always very domestic in quality. The
pictures are taken in houses, in bedrooms, and in chil-
dren’s bedrooms. What is very alarming is the growth
in the number of east European children who have
been appearing in the last few years.

We reckon that in our new database there’s somewhere
between 300 and 350 children who would be included
in the new/recent category. So for pictures created in
the last 10 years, we have visual records of 300 to

350 children being very seriously sexually assaulted.
There are about 220 boys and about 130 girls. It's not
always easy to tell the people in the pictures apart.
You can have the same child with multiple pictures

of them. However, you can never be certain that the
pictures are of the same person because of distortions
from picture to picture. Of the girls we have in our
database, we know the identity of about 12 of them
because the cases have been solved. Of the boys, we
know the identities of somewhere between 2 and 12.

I say somewhere between because there’s been a
recent case of seizure in Italy of pictures of boys

from Russia and that will affect these numbers.

In addition to that we have somewhere between 1,600
and 1,800 pictures of children who were photographed
while they were naked. These are not sexual pictures

20 | Borders Conference — Rethinking the Line: The Canada-U.S. Border

RETHINKING THE

LINE:

in the sense that there’s an adult in the picture doing
something to the child, but these are posed pictures.
In many jurisdictions these kinds of pictures will be
illegal, but not in all. It’s a reasonable assumption that
many of these children are also sexually abused. Either
you've not seen the pictures of them or there weren't
pictures taken. So what I've shown you there, I think,

is a massive underestimate of the number of children
involved, but this is the material we have.

I think it’s important to stress that our impression is
that the Internet is, at the moment, primarily a medium
of distribution, not a medium of production. I think
video remains the primary production medium. The
Internet reflects this through video captures. The kg
(kindergarten) series is an example of that. The kg
series consists of pictures of about 30 little girls
between 18 months and 6 years old. There’s some-
where between 3,000 and 4,000 pictures of them
around on the Internet. They’ve been around for a
number of years, but new pictures are being added

to the series. There was a recent burst of new pictures
about a month ago, which were very obscene pictures
of one of the little girls in this series. This is a major
example, it seems to me, of serial child pornography
production where a lot of little girls are being sub-
jected to very serious sexual assaults.

Child pornography is very easy to find on the Internet,
although you're unlikely to stumble across it. We look
in the newsgroups and we used to look in IRC. IRC is
open to the public, but there are private password-
protected channels. On IRC, you've also got secret/
invisible password-protected channels. You've also got
server channels on IRC, which still exist; “W0Onderland”
was one of them.

Bulletin boards (BBSs) are very important, particularly
the web-based BBSs. They're important because they
give the location of Web sites to find child pornogra-
phy, but even more important than that they're a
medium of communication among people. The issue
about the Internet and child pornography is not just
that there are pictures on the Internet and that these
pictures are obscene; the issue is that the Internet
entwines with adult sexual interest in children, and
generates, sustains and develops that interest. Talking
to people is as important in this world, in the develop-
ment of adult sexual interest in children, as the pic-
tures are themselves. Web pages are also a source of
the material. I still believe that what we're looking at
in child pornography is a massive international con-
spiracy. But unlike most conspiracies, it’s not driven
predominantly by money. Money is made out of it from
time to time, but it’s not characterized by money. Why
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pay, when you can download so much for free off the
newsgroups? We're downloading somewhere between
5,000 and 7,000 pictures a week, of which about 1,000
are child pornography. It’s mainly all older material.
By older material | mean material such as scans from
the old Lolita magazines and material that was pro-
duced when production and possession of child
pornography was legal in a number of European
countries about 30 to 40 years ago. It’s the new mater-
ial that’s important, however, because it represents

a current child protection problem.

I would like to make one or two other points. I just
wanted to go through the previous points because

I think it’s important just to see what the scale of the
problem is. We always say that there’s a lot of material;
this shows you an overview of the sample that we have.
Although it’s not exhaustive, it’s reasonably represen-
tative of our record.

What are the priorities? What comments can we make
about the presentations today? I think the first com-
ment that has to be made is that investigations must
have a child-centred focus. You've heard from the
police presentations that they do that and they quite
clearly regard new pictures as being a priority. But
what follows from that, is that if you go to investigate
these cases you're going to have to devote enormous
resources to them because the investigation isn’t easy.

We were involved in one investigation surrounding a
series of pictures. This investigation took about a year
to complete. The pictures were taken by the girl’s
father and he received about 12 years for it just this
year. The pictures had emerged on the Internet about

a year before. The pictures were traded on IRC not
long before they emerged in the newsgroups. So this
was lucky because this material emerged and he was
caught quite quickly. They took a year to track the
offender down. He was located in the south of England
and there was evidence in the pictures that confirmed
that location and their recency. But actually getting
him involved a major investigation. What’s interesting
is that the information that led to his apprehension
came from U.S. Customs which was monitoring IRC.
This is an interesting example of the border issue. Here
we had a child being abused in England, her father was
trading the pictures in America, the IP address was
identified, it was transmitted to the United Kingdom,
and he was caught. However, he was caught by luck.
First, he was caught because someone was monitoring
what was going on. Secondly, he was caught because
the ISP, when approached for the IP address, by chance
had retained it for something like eight months. It
didn’t have the month before or the month after, but

it did have the information for that date. It was total
chance that they got him.

This just reinforces the role of ISPs — the significance
of the retention of information. Terry Jones from
Greater Manchester Police, who pursued that investi-
gation in the face of considerable adversity, deserves
enormous credit. And that raises another problem:
Who “owns” these investigations? From the evidence
in the pictures we knew that the girl in the material
was English, but we had no idea where she was. So
which English police force would own the investiga-
tion in this case? Greater Manchester Police took up
the case against considerable aggravation from the
Chief Constable who wanted to know why they were
spending money on something they didn’t know was
a problem in Greater Manchester. They were lucky
again, because it worked out the man was caught. But
if he hadn’t been caught, they would then have had to
account for the years of very hard work without ever
doing anything for Manchester, or maybe not doing
anything for anybody. These investigations are hugely
resource intensive and that must be recognized.

So the child focus is important and all the speakers
have recognized that. Retention of logs is vitally
important. I would certainly say that the ISPs should
hold the logs longer than three months, but whatever
is practical because of the cost-benefit aspect must
be worked out.

Coordination and cooperation among police forces is
absolutely vital. Interpol provides that forum to some
extent. Interpol is itself constructing a database of child
pornography. We, and the Swedish police, have sup-
plied them with all our new material. I know that the
Interpol database will be functional, but the problem
will be maintaining it. If it is not maintained, it will be
useless. It will require somebody working on it all the
time. We have three people running our database. They
do other things as well, but they spend hours upon
hours just sorting through the pictures. It’s very labour
intensive and very unpleasant for the students we have
working on it. Here again it’s an issue of resources.

There are major training implications in all of this. Not
just training for law enforcement, but for all the agen-
cies involved, such as probation, social workers and
prosecutors. Lots of people need to be trained and
made aware of what the problems are. We are currently
involved in the process of interviewing a lot of offend-
ers. One of the things we're continually coming across
is the inadequacy of the social welfare system and the
probation service to deal with the offenders and their
problems. Those working in the system need help
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because they don’t understand how the Internet works.
They don’t understand what the problems are. They
don’t even know, when interviewing an offender, what
the right questions are. They're reluctant to get involved
because they're worried that the offender is going to
know more than they do. They’re worried that they

will look bad and not even make the right comments.
Training for parents is important as well. Because the
bottom line is that parents need to be aware of the
risks their children face. They need to be aware of the
potential of the Internet. When your husband is sitting
there three to six hours a night playing on the Internet,
what is he doing? Children need to be made alert to the
dangers they might face looking on the Internet. So
there’s an issue of parental regulation, but the bigger
issue is self-regulation by the ISPs.

All of this could be controlled if the ISP industry
wanted to control it. It only happens because it’s
allowed to happen. If somebody decided that it wasn’t
going to happen then it wouldn't happen — because
you could control it in better ways than how it’s being
done now. The technology is there to be able to do
that. So the issue does come back to the ISP industry,
which enables and allows it to happen. This is really
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something that we all have to address, not just in
Canada and the United States.

There are many other issues as well. There are issues
having to do with age and all sorts of other compli-
cated issues. There is much work being done on the
relationship between adult sexual interest in children
and the Internet, and the way that the Internet sus-
tains this interest. Related to this is the issue of the
development of dangerousness and the identification
of dangerousness among offenders. It’s important to
realize that not all sexual offenders against children
collect child pornography, and not all collectors of
child pornography assault children. Knowing and
understanding where the boundaries are, and under-
standing the dangerousness of individuals, is a major
challenge. Recognizing the guy whose been caught in
possession of child pornography might well be a liabil-
ity in going farther. Distinguishing this person from
somebody who isn’'t going to do that or is unlikely to
do that, for whom the boundaries are reasonably well
established, is a big problem in the management of
offenders. These are just a few of the issues that need
to be addressed.
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Appendix I:
Questions and Discussion

Dr: Jacquelyn Nelson, Senior Policy Analyst

Thank you to everybody. At this point I'd like to open
the floor to questions, comments or observations. It’s
been a lot to comprehend and take in, but I found it
very interesting.

Mpyron Claridge, Crown Counsel, Ministry of Attorney
General of British Columbia

What we hear from ISPs is that they can’t afford to keep
logs of their clients longer than just a very short period
of time. What’s the answer to that?

Dr. Max Taylor

You'll hear the industry say that it's not making money
these days. Now I don’t think that’s true, but we expect
agencies to exercise social responsibility. It would not
be acceptable in any other setting for a commercial
organization to facilitate the commission of a crime.
But that’s what’s happening here. So I think the ISP
industry really has a duty to make adequate provisions
to address this problem. There is a big issue, which I'm
very aware of, of the international level of the dilemma
of encouraging the development of e-commerce, for
example, and the requirements of freedom, which are
very important. Then there’s the management of the
problems like we're discussing. There’s a bit of a ten-
sion there, but I still think the ISP industry has a social
responsibility.

Dr: Jacquelyn Nelson, Senior Policy Analyst

Dr. Taylor, you've mentioned self-regulation, why
self-regulation of ISPs?

Dr. Max Taylor

It seems to be, in principle, better to have organiza-
tions regulate themselves. It’s a mark of maturity. After
all, that’s what professions do. Doctors regulate them-
selves; they may not do a very good job of it, but they
do. Solicitors regulate themselves. It’'s meant to be a
sign of maturity. It’s cost-effective as well. It gives the
ISP industry the opportunity to influence things in
ways that would maximize the regulatory process to its
benefit. So I think self-regulation in that sense is desir-
able to move to. If you talk about regulation of ISPs,
you have to talk about regulation on a much bigger
scale than a national scale. But first of all, you need to
address the national issues and deal with that. There’s
also an international problem. I don’t know how that

could be dealt with except through a UN agency or
another large agency such as that. However, that also
would necessarily need to be a consensus-based activ-
ity. You're not going to be able to impose views on the
ISPs from other countries.

Sgt. Emmett Milner

We met with a group of ISPs about three weeks ago.
One of the points that came out of the discussion was
that a lot of the ISPs are not aware of what’s expected
of them from law enforcement. I think we pushed

that idea forward. We're working with the Canadian
Association of Internet Service Providers (CAIP)

and this group does have a code of conduct for their
clients. We're trying to assist the ISPs in letting them
know what law enforcement wants. That’s one positive
step we've taken. In May 1999, the CRTC (Canadian
Radio-television and Telecommunications Commission)
decided it was not going to regulate the ISPs so that
put us a bit behind the eight ball for the time being.
Unfortunately, it may take someone getting hurt before
something actually happens.

Det.-Sgt. Wayne Harrison

I find it hard to believe that there’s no responsibility
for an ISP that knows that some of the newsgroups
they're providing access to are titled, for example,
alt.sex.paedophilia.girls. To me, if that’s a newsgroup
that’s being channelled through their service, they're
involved in the distribution of child pornography.

I don’t see how they could avoid any type of respon-
sibility for this.

Dr. Max Taylor

But then certainly you don’t prosecute the postal ser-
vice when it carries obscene mail, because itis a com-
mon carrier. We've also heard claims from ISPs that
they also have this status.

Andrew Oosterbaan, Deputy Chief for Litigation

There are companies like AOL and Microsoft which
are doing a pretty good job in monitoring and policing
themselves, and they are looking for guidance from
law enforcement on what it is they should do with the
information they get. But then we have so many ISPs
that don’t fall into the same category as AOL and
Microsoft, which are not going to police themselves

as well no matter what we do and no matter what the
body of self-regulation would be. So the issue is multi-
dimensional. I've been in meetings with security peo-
ple from AOL and Microsoft, and they tell us, “You
know they come back up just as quick as we take them
down. We take them down, they come back up. We take
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them down, they come back up.” So we're trying to
work out a method by which they give to us the infor-
mation that we need to try to prosecute the folks and
hopefully terminate that endless process. I've been to
the same meetings where I was told that we can give
them the information but they don’t have the resources
to deal with the problem. There are hundreds that pop
up on a daily basis and it really is too much for a law
enforcement agency to handle. We have statutes and
regulations that are being implemented now and we’ll
just have to see how it goes.

Myron Claridge, Crown Counsel

What is the penalty for not following the legislation?
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Andrew Oosterbaan, Deputy Chief for Litigation

The statute was set a long time ago and we have yet to
implement the regulations. I think we'’re going to find
that it will be very easy to deal with the big ISPs and
difficult to deal with the smaller ones.

Dr. Jacquelyn Nelson, Senior Policy Analyst

We’ll have to wind up now. I would like to thank every-
one for their presentations.
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Appendix II:
Presentation Materials

Andrew Oosterbaan
Deputy Chief for Litigation
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LS. DEPARTMENT OF JUSTICE
CITITT EXPLOTTATION SECTION

Internet Crimes Aga.mst # Litlgatlon and litlgation support for child
Children pornography prosecutions
# Training of law enforcement and
prosecutors
Prezered hy:
Andrew G Ossterhann, Doty Chisf # Legislative review of proposed statutes
Child Exploitntion and Checeniny Section
1.5, Depariunest of Justioe # Development of policy

Growth of Federal Child v cvhertinline com

» Sponsored by the National Center for
Missing and Exploited Children

# Total Reports received on

TP — CyberTipline (711798 10/01/00) =

27,821

¢ Child Pornography = 22,638

# Online Enticement of Children for
Sexual Acts = 3,012

World Wide Internct Llsage

WHY THE EXPLOSION OF
THESE INTERNET CRIMES?

P

Anonymily
Immadiate Salslbeliion
Fantasy

Faploralion

26| Borders Conference — Rethinking the Line: The Canada-U.S. Border



SERVING CANADIANS

= New Mail — 28-30
days

» Deleted Mail — 2 fom
days (Aol 5.0 only) F s

« Read Mail — 2 days AMER| CA

« Member IP / LRI
addressing — 80 p—
days

& Proxy Server IP
Addresses — 7
days

Lmerging Technology Creates Current Issues
Significant Challenges
# ISP retention periods

* Can Law * Remote storage

Enforcemant kesp .

pace? & Encryption _
= Will laglslation * Anonymous E-mail

keep pace? = Web-based E-mail
= WIll progacutors » DSL/Cabla Connections

keep pace? Explosion of | offend
- WIll soclaty allow » Explosion of Internet offenders

it? = Court Decisions

d

Retention Periods

elsit
breakable?

« Exportable

slUseis
spreading

Anonymous Li-Mail / Web-based

72

# Hushmail
¢ Freedom 1.0
» Hotmail

DSL/Cable Connections

e Always on

= Cable laws
are different
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Court Decisions

# Interstate Commerce in Federal
Court

= Proof of Victim's ldentity
#» Proof of Victim’'s Age
# Sentencing

» State v. Federal: A difficult
dichotomy

Meeting the Challenges

* Staying abreast of technology

# Developing software tools

# Intagrating tachnology with
traditlonal methods of law
anforcement

* Keep leglslation current

= MUTUAL ASSISTANCE &
COOPERATION AMONG COUNTRIES

US Investigative Agencies

» US Postal Inspection Service

= FBI

— Innocanl Images Oparalion

# IS Customs Service
— Customs Cybersmuggling Center, Fairfax, WA
— Field offices around the LS

International Working Groups

# Critical nesd for nations to realize (1) the
intornational nature of many online offcnscs
against children and {2} the need for
intermational cooperation fo effeclively combat
lhass cnimas

# CEOS has created relationships with Intenpol
member nations and agencies participating in
Llha global allorl againsl onling ollensss thal
victimize children

International Pariners

» Interpol Specialist Group on Crimes
Against Children

Subgroup on Computer Technology

# Group of Eight Industrialized Nations
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Vienna Commitment agamst Chld
Pomography on the Internet

# Issued October 1, 1999 at the
Combating Child Pornography on
the Internet conference in Vienna,
Austria

» Broad range of participating nations
and organizations
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Best Practices and
Recommendations

# Zerg tolerance against child pomography on the
Internct

# Meed for global partnership among all
stakeholders

® Worldwids cnimmalzaton of child pomography =o
that no safe haven exists for pornographers

# Improving internabonal law enforcament

cooperation

Recommendations

# Closer cooperation between governments and the
Intermet industry

# Encouraging establishment of more Hotlines and
liphnes

» Continued law enforcement fraining amaong
partner nations

* Raising awareness of child pomograghy problem
amaong Irntemeat usars

Some Important Needs

® Additional training for law enforcement and
prosecutors focusing on:

— keeping pace with changing technalogy
increasing the use of Mutual Legal Aszistance

Traaties and extradition as tools of intermnational
enforcemsant

& JIngoing revision of most effective methods of

tighting online crimes against children

U.S. Cruminal Statutes

# Production of Child Pornographny

= Transporiation, Importation, Receipt, Distribution
of Child Pormography

= Possession of Child Pornography

# Production for Importation

= Reporting by I5Ps

# Transfer of Ohscens Matenials to Minors

# Use of Interstate Facility o Transmit Information
About Minor

= Travel / Transportation Statuies

Production of Child Pornography

» 1B U.E.C. § 2261

— Employing, using, persuading, Inducing, etc. a
milmor to engage In or aeslst In sexually expliclt
conduct for the purposs of producing a visual
dapiction, IF subject knows or has reasen to
know the depiction will be transportcd or
malled, or It goes Interatate.

— Parents llable for perrmitting.
— Motlcas or sdvertlaements are a violatlon.

Production Jurisdiction Ixpanded

» Effective 10/30/98, now includes a 3
jurisdictional avenue:

— If the deplctlon was produced using
materials that have been mailed, shipped
or transported in interstate or foreign
COMMmerce.
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Transportation/Shipping, Receiving/
[stributing Child Pornography

v 1B U.B.C. §§ 2262 & 22624
Transpording/Shipping involees carrying or
uploading [Z252(a)(1) & 22528{aH1]].

- Recaiving/Distributing Invaelves Images that
have already moved Interatate [2253a)Z) &
2252A(a)2)].

= 2252 = visual depiction
= 22528 = child pormnography

Possession of Child Pornography

» 1BUSC. § » 1B US.C. §
2252{ap4HB) 2252A1[a)5)(B)
» “matters"” » “images"”
& “wigual depictions™  « “child
pornography™

Possession — a I'ederal Nexus

# Either the depictions traveled in
interstate or foreign commerce; OR

# The materials used to produce the

deplctions traveled In Interstate or
foreign commerce.

Production lor Tmportation
+18 U.5.C. § 2260

— Perzon outzide the L5,

— Produceas [2251(a)), trafficks [2252), or
posscsses (2252) with intent to import
intp the L5, or intp waters within 12
miles of the U.5. coast.

Reporting of Child Pornography
by 1SPs

« 42 U.5.C. 513032
— I5P3 must report child pornography
occurrimg on their system;

— As soon as reasonably possible after
obtaining knowledge of facts or
clrcumstances of an apparent violatlon
of the child pornography statutes;

— Penalty is a fine.

— Monitoring is not required.
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‘I'ransfer of Obscene Materials to
Minors
¢ 18 U.S.C. §1470

— Use of mail or any facility of interstate
or forelgn commearce to knowlngly
tranzfer obscene matter to a minor
under age 16.

— Includes attempt.

— Must prove defendant’s knowledge of
miner's underage status;

Penalty: up to 10 years.
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Use of Interstate Facility to Transmit
Information Ahout Minor

» 18 US5.C. § 2425

U=ing the mail or any facility or mcans of
Interstate or forelgn commense;

- To knowlingly transmit blographical Info or e-
migil address of an individual under age 14, with
imtent o entice, atc.

— Defendant must know person is under 16;
— Includes attempt.
— Penalty: no more than 5 years.

(Other I'ederal Statutes

= Buying or Salling of Children
(1B U.5.C. § 2251A)

» Forfeiture (18 U_S.C. § 2253)

= Record Kesping Requiremant
(1B U.S.C. § 2257)

s Communications Decency Act
(47 U.5.C. § 223)

» Obscenity Statutes (18 U.5.C. §§ 1480
—1466)

Traveler Case Example

# What is a “traveler™?
- Person who crosses state lines for
illegal saxual activity
* Travcl by cither wictim or defcndant

= Algo Includes when defendant enthces
wvictim to travel

= 3exual contact defined by state or
faderal law, depending on statute
used

- Age defengses vary depending on
statute used

Potential I'ederal Charge(s)

& 18 U.5.C. 2421 transporting any person
acrogs state lines with intent such person
engage in prostitution or any criminal

saxual activity.

¢ 13 U.5.C. 242 a): persuades, induces,
entices, coerces any person to travel to
engage In prostitutlon or any criminal
sexual activity.

Potential I'ederal Charge(s)

& 18 U.S.C. 2422 (b): using any facility or
means of interstate commerce to
persuade, induce, entice, or coerce a
parson under 18.

s Specific intent crime

s Defendant must know that victim is under
age 18, but gov’'t need not prove
defendant knew exact age.

Potential Federal Charge(s)

» 18 WL.5.C. 2423a); transpeorting a person
under age 18 with the intent that the minor
angage In prostitutlon or any sexual
activity for which a person can be
charged.

# [ntent must be formed before crossing
state lines.

# Defendant must know victim is < 18, but
gov't need not prove defendant knew
victim's axact age.
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Thank You
Potential I'ederal Charge(s)
» 183 .5.C, 2423(b): travel to commit a Orew Desterhaan
sexual act with a person < 18 that would .
be a violatlon of Chapter 109A f oceurrad Andraw.0osterhaaniiusdel.gov
in particular jurizdiction (basically on Child Exgloitation & Obscenity Saction
federal -
ral property) WWW.200]. 9o/ criminal/ceos
# [mtent must be formed before crossing
state lines,
# Daf. must know victim I8 < 18, but nead _
not know exact age. *
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Appendix III:
Presentation Materials

Dr. Max Taylor
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Child Pornography, the Internet
and Offending

Professor Max Taylor
COPINT Progeel
Deparement of Applicd Psveholosy

Ulniiversily Collers Cork

Overview

COPTNT. Prajec
Child Pornography

Olenders and (Mlending
» Virival Commumily
* Thoughts and concerns

UM Projece

UM Projecr

COPINL Project
Backeround

e Corewe ol ol Child Stwdies Dol

» Relecied a congem with child proleclion
issues arizing [rom new lechnologies

Project Activities

* Child Pormography
Hessemuenl of dunperousness

Understuodime gualities of ofendiog aod
otfenders

— Lividential analysis of pictures
— ldentitication of victims
o Malure angd merdenes of child sex lourism

and chald ralficking

COPIMI Projecr

UM Projecr

Distinctive features of the Project

v pluse gssowialion wilth law enloreemenl

« cmphasis on forensic/evidential value of
prclures

» focus on cngagement with lmtemet

CONMMIE database

piclures

— posting historics

What is child pornography?
Irish Law (1)

v in) any viswal represenialion
—{iy that shows or, in the case of a docwment,
relules W o person who 15 ot 15 depteled ws
heing s chilel o sedw i engraguesl oo ix
depicted as being engaged in cxplicic sexmal
potiviny® ¥ |n.b. not abscenity |

UM Projecr

UM Projecr
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Irish Law (2)

—{i1} that shows or, in the case of 8 docwment,
relules w ou person who 1s or 15 depieted ws
heing o chilelsarnd seba i oor depicie] as
witnessing any such activicy by any porson or
POTEGNE, OT

— {iii) whosc dominant characteristic is the
depiction, lor a sexual purpose, of te gendilal or
gl regiean ol chialsd,

Irish Law (3)

= (¢} any visual or audho representzation that
advocatcs, cncourages or counscls any
sorual getivily wilh childgren ., or

« () anv visual represcntation or description
o, or information relating b, @ child that
indicatcs or implics that the child is
availahle 1o he wsed lor the purposs ol
scomal cxploitation ...

UMM Projecr

UM Projecr

Interpol Standing Working Group
on Offences against Minors

= Child Pornography is the consequeneye ol
the cxpleitation of sexnal abuse perpetrated
amamisl g chald, ..., any means of depicling
or promating scxual abusc of a child.
ingluding print anddor awdio, cenired on sex
acts or the penital orpans of a child.

Legal vs.
Offender perspective (1)

= Taylor (VM2 wdilst legal detinftions are ... important
Irovm Legrislalave and judicial perspeciives, approsachioge child
porngrapthy s o lepal prodslesn deses nent. . helpoour
understanding of wiy child pomography is produced or
corllected- legal delinitions do net wll us about dis
walore. e pssue of producime amd collecting oluld
poenngrsephy s csscomially a pavchological, mber than a
legal problemn™.

UM Projecr

UM Projecr

Legal vs.
Offender perspective (2)

v Thlemmas
— lzzal specification nocossary tor law
enlercement managemenl of problem
= pruklem ol “pond” il “had” plTenders
— wider prvchological perspoctive noocasary tor
understunding and contrel of problem
= prukiem ol k=caming “theaghl” police

Child Pornography

» Meither pictures nor collections ure
aecidents

* Resull Irom deliberate choices made by an
individual Ly soguire and retain sexol
malerial

» Mol all material collected will [all into legal
delinitions ol child pomography, vel may
he as sexually aronsing Lo the individoal

UM Projece

UM Projecr
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Child Pornography

= Mol hogmugrenciny
— varicty of diffcrent kKinds of images atractive to

wdulis wath w sexunl mieresi in children
« |ypology of picturcs collected

Trases] o COMTRT relerence dabiabzise

cenlrul fovus - incressimge sexuul viclimisalion

= 1 T zinl sealc ol imonczsed delibwerabe saooss]
viclnnisalis

Typology

Ty ot e il kgl

Toewe]l 1 Tndhicalive
Lewvel 2 Nudist

» level 3 lirolica

» Lowviel 4 Posing
« level 5 LHrotic Posing

UM Projecr

UM Projecr

Typology
iprobealily illcgaly
* Tovel & Tiplicnl Tirotic Posing:
« Level 7 Explicit sexual activity
* Level B Assauli
v Loewvel @ Gross Assaull
« lewvel 10 Sadistic/hestialioe

Dilemmas

v Towmal delmitions do nod negessarly imclude
all scxually arousing photographs
* Prublem ol level 3 piclores (surrepliliinsly

taken photographs)

UM Projecr

UMM Projecr

Typolopy -
other factors in extent and
severity of sexual victimisation

» sive 0l collection and guality ol
organisation

« now! privatc matcrial

v yeme ol child

COPINL Database

» Dhalabase lakes 2 Torms;

« |_Archive of old pictures (over 15 vears)

* 2 Searchable archive ol new/recent piclures
incw= 10 vears old, recen= 10-15 vears)
collected fronm daily newsgroup downloads

searchuble by wext Gelds

UM Projecr

UM Projece
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COPINL Database (2)

Lhused om dudly systemalic downloading of wll
pictures prssted o G newsgioups kiowwn e carry
child pormography

« Fowusam levels & 10 pladegesapde (underestinaies
more mature 12+ photographs)

« Focus on new phologyraphs

~ Large and probably representalive sample of
puhlicly available marerial

COPINL Database (3)

» Txlensive recond ol piclures posted over 3+
years

v Fxlensive recon] ol nicknames of postens
and [I” addresscs

UM Projecr

UMM Projecr

b Bt
Fadues ke
frpordiimm

bl R Ve bewsd Pomd Hemch Mospis U bes  Hfr

T S e e B el e = i I R o B

RPN PPN WEET 1T WO LUP W YRR WY
1 PAA, WPANEET ERALF A Y | ARFFTEFFE B RS FTRERERE
CRECAFY FESTPANH AWRL"CRIRIRMT CWR PR | AREP
RARER RICONGFE AR R ST ERE PANYTRATE
T WS AR CANN  TTNTT DA N P
s el WTT TR

e wed
PROHTT BFDEN LPAND SIS O08 BT, BLT I8 AT

Mo b a2 T

UMD Projecs

COPINL Database (4)
60,000 1 still picmres
« 400 + video clips (5-0 sces. to 20 mins)
« gbout 43,000 picturcs of girls, 18,000
picturcs of bovs

» gbout 7% of girl photographs (levels 7+) ane

nCw
v ghout 26% of bov photographs (level 7+)
ALC CW

Ape range: new/recent

Api ol Percemlage of - Pordeulane:
childrem pirle im il of s im
| Emuges . still imoges
02 11V 1%
15 2% Tt
-4 % 1%
G0 3% it
[3-13 T 1435
L13-134 1 ™

UM Projecr

UM Project
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Race of children: new/recent

Raee of wirls [CE
Children

Whilc T ks
Asiam 3% fi
TTispamic ™ 3%
Mlack e 1%

Ages of children:
new/recent video clips
Age of chibdren | girls Lirvs
-2 1% s
35 43 k]
a-f i it
417 Sl i
13-1% %4 B
15-18 P4 s

UM Project

UM Project

New photographs (1)

v Thwmlosding appros. 2 new imdividual
children month on averase - varicd and
very regular

« Apesare petting vounger (cspecially zirls)

* [Dmestic gualily

» Crowlh in East European children

New photographs (2)

= Tstirriale 300 350 children inchsdes] in
newrcocnt catcgory subjected o sericus scrmal
ussaulls - aboul 202 bovs and 130 girls (individual
wlentities nol always cler)

ol ihe 130 mrls, the identites of 12 wre known

* ot the 202 bows, wo are definitely aware of
wentities ol 2, smd mavie o lurther 12 ane known

UM Projece

UMM Projece

New photographs (3)

v |[GO0O-1, 800 ¢chilifren photographed whilsl
posing naked - it s reasonable o assume
some o these will have been sexually
assaultcd without being photopraphed or
photoerraphes nol distribuled

* These arc underestimates of the numbers:

usenel lipy ol an ivebene ol privately cirelaied
marerial

The significance of videos

» Tmpaorianl 1o stress Tnlerned gt the momenl g
distribution medinm

* Widen remains principal primary prodoction
medium
* Internet rellect this through video caplures

kgr serics

UM Projecr

UM Projecr
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Where does child pornography
come from on the Internet? (1)

* Toasy to I, bul pnlikely 1o stumble across
it
Mewsproups
LR
= puhlic
= privitle (pacswomil )
= sevrel (imvisible and passward )

= zerver chamme] {e g winderlamd)

Where does child pornography

come from on the Internet? (2)
— Bullein Boards (BBS 5
= gial up
= wph bamad g, 1Lk
eranil and similnr pratgeals
. iy
Waorkl Wide Weh
v [fo sarers
e cpnme il ey ki
Widso canlerencing
e T e

UM Projecr

UM Projecr

Who looks at child pornography?

v TTnknowvn

« {ucss many thousands of poople:
aslive parlicipanls  posiers, producers
PUSEIVE YIEWETS

Offenders and Offending

o Choagesing series ol inlerviews wilh ol Tenders:
— duwologdons tow assdl)
= duwnloaders wend assdl dnw production
— divwnilogdeors gonl desdrbnions [ aseraull)
— duwniloaters ad producers (asaudis)
dlovwmiloniers, prosdueers and disiriualors (sl i)

acniss] asulis

UM Projece

UM Projecr

Offenders and Offending

v Tmergenl imlerview themes:
— otfending hehaviowr
— Selling cvenis
wrnilial eppapemen) wilky Lolermet
cngagermenl with Inlemel
— process of eollecting
— wirbal relationships o real ielationships

Offenders and Offending

« Analvsis of intervicws involves:
Themtie amalysis o estblish brosder piciore

discursive aoalyvsis of ndividesd w look sl ow
individils megadinte their acoounts

Supplemenied by police records, inlervisws

wilh prodsadivan ollicers, social workers, spouses

UM Projecr

CPIMI Projecr

35
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Quotations from an interview
with the
creator of “wilnderland™ (1)

v “The Tnlermnel was basically a doorway. ... o
the dark side.™ ——  focus on medium

v 5T Towsl iy hest Iriend when T lost my
comprer.” __ focus on individual

Quotations from an interview
with the
creator of “winderland™ (2)

« *It°s kinda like an art collector who finds a
Tosl Pigasso, " — Togus on eolleclion

« *I'm like a virtuoso pianist. ... but the
instrument [ play is a compuler —s [bens
on computer skills

UM Projecr

UM Projecr

37

Quotations from an interview
with the
creator of "winderland™ (3)

* “It was the most important thing to me.... L
had almost e Iriends in eeal Tile and what
fow friends L had. ... L kept st arms
lenpth™ [ocus on centralily ol
Inlemnel expenicnce (o everyday 1l

o

Appeal of the Internet

» changues commumicylion patlerns - sell-
preacnt from relative safeo

v sovial conlucl can be anonymions (lessen
risk and lowers inhibitions)

» can iy oul new ways ol relating, roles
identity and cven gender

= allows for the control ol presentation

UMM Projecr

UMM Projece

Appeal of the Internet

« ancial conncetions can vastly cxpand

« communitics provide safec haven and vet can
control social distance and intimacy

« allows sense of mastery and increase in
status and prestige

« such skills penerate a sensc of power

» users gain social confidenee

v sugeesiion of allered slales of consclousness

Why is this a problem in relation
to sexual interest in children?

v Increased soctalisation allows for
normalization of inlrest

» Tnables enpgagement throngh reduction in
outside social contacts which might
otherwise challenge the seeeplabilily ol the
intcrest

UM Projecr

UMM Projecr
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Avoidance of personal
responsibility

» allows for the safeny of anonvmity
» lacilitutes identily chinces

v gllows for lhe moevement throwgh deniitics

Impact on sexual behaviour

v Towers sexual inhibilions and engagernent
in sharing/trading acts as a torm of strong
speial rem lorgemen|

» increascs level of actual sexval activity,
hoth in relation o piciores and lex

. . ¥ ati
» placcs cmphasis on control. in relation to
production amd manipalation ol malerials

UM Projecr

UM Projece

Participation in a community

« (Mieonder paing credibility with croup hy:

— amasging large qoantitics of marcrial which arc
syslemalically orpunised
Limdingr aoed providiog bis of missimg semies of
photoeraphs

— providing advice to nower members of
lechmic ] amd salely tssues
ehisiribuding: new piciures

ree Diwing snel sharing sexul pxpreriemnees

Pictures have multiple functions
Currency

« Sexual arousal
» Reinlorcement ol successlul collecting
» Cumeoey
— trading for ather images
nupinbining exisiing o ling relativneshipes

eiving cradibiliny

UM Projecr

UM Projecr

A Case Study:Aims

* lnderstand the role that the Intermet may play in
ollending behuviour

» LExamine the proces: of cngaooment

= Lol ar the diverse moles that poroaaraploy plass

« Tapok ol the rple ool thee Trodermiet i crepiing new
[ rEDIES

« Possble links between downlosading sl aesali

Case study: 11
« Male, convicted of downloading (currently
o probelion )
» Large collection of directorics reluting to
child pomography as well as adoll
pomography
Mol in treatmenl al e b inlerview

Wlarmied 18 years, no children
» DMagnosed as having *obscazive-compulzive

UM Projecr

UM Projecr
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Setting Lvents: 1 Setting Lvents: 2
» Sewtal isolalion v Togdeguate sex Tl
—* ... fricndships that had been established owver — “And | wasn't alzo having a tulfilling sexal

o period of years were .. busically relutivnship with my wiliz ... | didn'y (nad her

evayumrling andd T wiss Teeling sommewlun senually allmclive™

isnlated at work and or marginalised .7 responsibility for which is placed with her lor

s e wes pant ol my perspmalily (hal irning, wetgrhl ged relysing o wse (he

wanted to dio something quite diffcrent™ contraceptive pill.

CYIFIMIL Projece CYIFIMIL Projece

Setting Lvents: 3 L'ngagement with the Internet
v Tlness (re s oesophogitis). " e Tmilially geeessed non-pornographic weh
— 50 social activitics were hoing restricted ... | sitcs
couldnl enjoy drinking. 1 couldn™ emjoy .

Muowved on Lo access adall pom “oul ol

esalingy, Toawarsan™ v jods thiaal T fesurd enjosvabile lZ"l'I]'i.ﬂF:i.T‘_'r""

and [ was in a relationship [ had dowbts over..” ] i i
» Rapid skills development allowing access lo

» Limiled sexual experience .
material for free

varbior sexuul cxperiences were conlinaed o

“pornugrphy and masturbilion” » Slared e save piclures because might not
|_-"|: Elbh. L0 Aegess !|:|E:]:I.'| HTHID
UM Projecr UM Projecr

Changing nature of material

Moving on to IRC
accessed:

» Fasemativn and plessure Trom Inlerned
* Chow and Hsiso (20007 talk of the Iotemet

s prowiding:

v Thegame morg exlreme
« Mormaliscd by taking picturcs into work

* Peeling of no limits towhat might be
available and no body to police his sctivitics
(el Coranic and Larmey, 20000)

CECLPL,
— interperzonal relationships,

[Mesesure Trown use, plesesure Troan iniescting,
with text and infonmation

[Mesesre ol betings ey e,

UM Projecr UM Projecr

53 54
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Transition from Virtual to Real
Relationships
» T.ooked lor people 1o chyl with whom ha
could mect
v Kepl reconds of their “vilal stalisics™ (hal
facilitated the cmergcnce of a relationship

* DBehaviour resembled wspects ol *grodming,

behaviour”

Pictures giving credibility

“ S0 T =ened thesm tht mudeind and thie s weheee . T
ol =nTl ol drmam mie logreinge an The sysiem, oinninia
TRA7, se=ingr whir wars amamad, Gilkimg bt their sexual
axperiences, beligving everyihimg they iold me il then
alsi exchamging walerial, as kind ol proo sl my
wrodinials vou koo L Lo osay. vighd, v sl s
aricrinl . ..ocom 0 backs apoibat U ve ool a laiencsl o
thnt swcn of sexval perversion, lers say ... so therefone
it"s {1 for woar e’k 1o me abnor e,

UM Projecr

UM Projecr

56

Life on-line

» Tngrensimg gmnounls of 1ime spenl on-ling

« Mood change when not able to access
rizlerial

v Sub-culture of danger and cxcmement -
highly mutually reinfircing

» Felationships acl as catalvsl and
lacilitate emergence ol devianl sexual
Inicresd

Move to Child Pornography

» parl ol a continuum ol engagement:

= “amd ooy bt suncly e oot o e poas
whens ... L. Liod soally aceessed cvery 2o of
pornopssply voun ean think about .oso 1 eveaminlly
qvt 1o like reemnpe and then child poarnnpmphy . and
cow B LT wars | owins beimgr domed o L hecinese
& .. Lhere wies Lhis ides [ suppose of like breaking
Litbwrnss oorm bk Uhiere was alse @ s ol like .. |
v ztm gt whiore a lob sl ather preople can™l ... il was
band wl Lk s bz ol keuging B msges wae like
trophics .7

PN Projecr

UMM Projecr

Images as Currency

» Tlemigs primary inferest in child
pomography (ar odds with his collection)

o 11 tulks ol child pornography ws “muoch o
facilitate the on-line relationship as an cnd
i ilsel 17 Tle says:

= e images weere cuarmency oo boosuse il
allowed nee ezt oy relabonsbap wath e
poophe o Ldida’t waed A wedial MIOKE thay 1
weawted to tnlk s thom, T emnted 1o sot of wallow in
Their cxperionees”

Control

v Tmerging sense thal 1T was losing control;
—*1"d =ort of opened Pandora’s box and couldn™
el lhe lid shut. I'd sorl of uocoversd | some.
specd ol oy peersemaliny thaal Teosalde®s
corral. . I | guestoned what | was doing with
the people | spoke w on-line.... they would
shwl e oul ... beciuse they " took Oh L be's
nodt et of anr gronapy <. 8o Al the
kinds of messages (.. all the dialogoue was

UMM Projece

UMM Projecr

59
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Changing Persona

= 1T deseribes his engagement with the
[ntcrnet as rapidly growing. allowing him
o change gy a person:

— .. through the relationships [ was csablishing
om lhe Inlernel ... Geere wos purl of me (bl was
kil ol provwing . ..owas devedoping (o whierss
my mormal sort of L off-line lite ... was kind
ol boring end going nowhere . there was kind
ol s excalemeenl (Rl emrnoon line T was 5

-

Child pornography and sexual
arousal

» Tmphasises the role of images in
maintaining rclationships

= =well L evenally 0 peobally sol dovea e L
mezan some of then were bebics . there vmsa
wrman froome [ ... nned shie snid she was intn
habyses Lol s T was som ol mgmnin cliiminge
Il thesl s ol imleresd L. Deciese | wamited e L
wsdirilaan oounlacl wiath ber .7

A Tl Fd T
UMM Projece

UM Projecr

Legitimising the material

» Tack of ohjective measurg

« Lack of cxpericnee of personal abusc
» Smiling laces

» Exhausiing the poteniial

« -antasics of heing abuscd

Using child pornography

+  Winsharhnticn
“Tweas with the masmarbation . almast svaiding
cnang . heemse i 1 wns an-line foran hoor or sel
wonthil sciunlly he masiurbating an and ol lor an b
<o el wamlimy o midniain Lhe stae ol mosal™
“Actiselly, amoe 170 come Tl then dnwest ke L. Tl Tl
Uab b oo 15k el il abisstscbe il Dl wheed biadd been L
Ll webeal bl b acceplable durieg o sl ol sesual
armruzl L allerwands wemn 1 sooopiabde™.

UM Projecr

UM Projecr

Collecting

» Compleling g serics
* Zhanging names to fit with classification

* (Mhsessionalily

Significance of collecting

— iTupoTTant

— constant in the way that he sysremacicalby
sotgshe out imagees o add o it

— highly organiszd in the way that it was suoecd
permmanent {he rarely deleted mges)
voncealed 1l rom olhers

— sharcd with others who cxprossed an interest in
stmalur malerial

UM Projecr

UM Projecr

65
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Points of Concern

» Ruasons for nol crossing boundlarics;
“e Pl swonsdered whal il would ke like ... bul then |
ks dhl L i1 s o eness Lhal borrier ... Tl
wyervilhime woubd bave o sl That §eould b
traprzzrzsod and colvoad ao arca wisons L sowhd e
benn totalbe out of eoatrol _ that up uwil thet pedot T
veas still samewthat in cantred Tt gee T'd sort of
crossed thar hoomdary and Ters =iy had s=x wirh an
nrkfemage @il L. dken i wonkd hirvs hasn eme nvimr
harck sitmation .7

Justification

o Morrmglisaiion
— “And =0 there was a wondering what it would
be like ... vmd mmeeming et beds of men have
Farasises absoul Toeving, sex with enn L
prepubocscent girls™,
Talkimnge 1oy Criends, ooeny wille ,,, Uhal seome 13
viear old girls do seck ot scxnal expericnecs”

UM Projecr

UM Projecr

General vs. specific statements

about fantasies
« [tcluctance to talk abour specificitor of
Famlasicy
= = suprse | Lmbesi=ed abaol having sex wilh

urklemegge wirls ... bul e wasn'L sy sork ol ..
orn oAy o skary T as ol wone o sl |
wluarly panspuse el L0 L waome W L et o
eeal 1ife . there would ooly be . cormadn
appormnirics ar sinetions ther weenld arises . w0
clesrdy i had 1o fal [l & theme that swas wilhin (he
rommils ol possibiliny...”

Resolution through new persona

* Arl sludent {including photography
“lsere"s oo L assolalion belween (his sl
what 1'd donc before ... because 1"ve sort of
reinvenilel movsel Do L T dilTerent
poTEDm
. ee The personality | sdopled wes restrictsd o
the: eocsm al o, owhens G all ok place.
Aol bt personelily didn't buve o proper
cxistence oatside of that room.™

UM Projece

UM Projecr

Move to abstinence

Ieels he's resolved problems by hecoming
sexnually abstinent
substimuted other high rare behaviours

-

Mowve Irom high level sexual sclivily o
none

-

S0 juestilying:
“mavhbe | was scting oul more honesty whal o
Lot ool muen sewrsly desirs™,

Conclusion

« limergenee of behaviour not previously part
of repertoire and abiline to access and nsc
matcrial

« Community that normalised and reinforced
bchaviour

« Dd=azsociation of imapces from real children
« |mportance of issucs of control
» Changing persona

UM Projecr

COPIMI Projecr
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The context - Virtual
Communities

e Agdylis with sexgal imlgrest inoghildren
constimite a ‘virmal® community on the
Tniemmed

« Evidence - plethora of supportive material

» COPINE project explored this throogh et
anabvsis of Bullctin Board postings

1'GDB Board
{The Professor’'s Board)

» Teen m exislence Tor number of yeury
» Located in Japan

* Mujor source ol information on poslings,
seeurity advice, cte.

UM Projece

UM Projecr

Analysis

» Whal sense i there ol g virleal commupnily?

* How do members legitimise identitics and
uclivilies

» How ¢an this conmibute to understanding
lII-l'IIgCFl:lllhrll'_'Hh

v “Insider secounts” lecaled within complex
relational and interactional conlexls

Analysis

v 120 howrs mleragtion wilh Thogrd
« Discourse Analvsis of toxt

UM Projecr

UM Projecr

75

76

Virtual Community?

= 2 pullerns emerge rom daly supporling
notion of *virmal communite:
evidence of proup dyvisimics
concem wilth sialus und spprenticeship

Group Dvnamics

» ThlTering member sialus

« rrotection of themselves and board from
mnliliralors - Securily

UM Projecr

UM Projecr

77
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Member status

e Tearus - All the regs are gone, All here s
left is “wannabhc membcers of 'a cven | have
never posted anvihing”, Roard 1w (ol of
newhics who don™t know amvthing and
cerlaindy will mol posl anvihing. Tve been
around 1, vears and scema that this is the
end of this boand, Only lechnical chal,
newhics and spammoers lefto ..

Member status

= Sleeper = acarus Abil harsh don'l you
think T'here’s Alwavs |lope. And there arc
S0l Wase Omes™ Irom the Past Here
(diffcrent nicks) if vou would look = take
LI

UMM Projecr

UMM Projecr

Member Status

e Moembers are value] on basis ol
— froguency and guality of “on topic” postings
— fevhnical or socurily cxportize
Leagethy ol tiene imveslvesd wilh Daard

Security

v Camddal 2 T0T post the TTRT. 1o0a sile here
using a proxy scrver what likelihood is there
ol the cops requesiing the logs ol a
company in the Far East or a European
umiversily Lo see who Treally am?! The sile
| put up I did at an Internet café so cven it
the: prosy-slull Fails nobody could prove il
Was me...

UMM Projecr

UMM Projecr

Security

= PirraRs T, el that the Gct we don’l posit
much is hecanse we have a lot of dilipent
“ohservers” that walch whal we pul up, @md
quickty tell the servers to pull the site. Its
Lough spending 2-5 hours posting, only (o
have it pulled in 10 minutcs. What is the
slulion?, Do we need a seerel “club™ thal
will allow vom o zot files! =

Security

= (continued b MNews 1s very casy Lo posl
and download trom. Mavhe we should
congenirale on psmg news, and leave web
sitcs to po o h*cll? This board can still be
uselul in thal case. Bul, a revision ol policy
has to b done gradually. | rcally scc no
ullprngalive,

UM Projecr

UM Projecr
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Security

r Tlaygirls= Torlre? Can gnvone else
ibesides dark lurker) sce the technigues of
T.T5 om thiy board? The wes 15 (o spread
doubt abour the morality of this hobby of
ours,, amyome whi askes Tor Flilorure ele.
i looking to dissnade visitors with the
impression thal we are o bunch ol child
killers....I"m with you. ...

Board Status

o Meerolord= Close this board dewn? Whal
arc vou pues icams?! This board is the hest
place for us pervs o commumicale wilh
cach ather and share thoughts, opinions and
nformation on the subject we all Tey (bul
arc afraid to admit) And I'm sarc all the
rigulars are sH11 Turking around, cue There’s
no hetter place other than the newsgroups.

UMM Projecr

UMM Projece

Boards value

» Prosence ol rezulars or Swise ongs”
« guality and frequency of posts
* development of ‘newhies® W ensure [urther

postings

Apprenticeship

v TTeT.TaoN = TTey Tewrps, thanx for the
contributions bur think about cven vou pet
somlhing or olher from ths board, the
newhics will get their share, will colleet the
oldics pix and gel knowledse about bow 1o
protect themselhves this is the main reason
For this board (o make newhics mrows wise
and incroasc our community.......

UM Projece

UM Projece

Critical quality - legitimising
activity
v Prosent as viclimy - wse of diseourse of
oppreasion and intolorance
v parallels with gy movements civil rights

» COmMparisons to racist or survivalist groups

Pulling together (1)

v Tnlervicws and TS s analysis complemeni
cach other, cmphasising significance of
Tnlemel m nolion of g “commumily*;

— processes of validation
— legitimizativsn
sense ol commmly
SUpPOTL

UM Projecr

UMM Projecr
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Pulling together (2)

» Tngmpement with Tnternet and Commumilics
very flexible and dynamic

v Internet allows Tor mulliple engarsmenls
through differing kinds of sclf

represen alion.

Similarities with other sex
offenders

* sexual fantasy., aronsal and masterbation o
peermesrapdie irmisges ancd fexl

o sibusiwsally specilic huk ol empeiliy ovssnds the
children mvolved

v dislmeing himsel [ Fem aking responsibilive for
acccssing the manzrial

= attrihuring possible collizicn to the children in The
LI

* blumingr s menial stale for s bebuviour

UMM Projece

UM Projecr

l'unctional Addiction

v Salienge

« mood modification

v lolerance

» wilhdrawal svmploms

« conflict and relapse
(Grilhihs, 199%),

Current sex offender programmes

* UTT appears o be the most successul and
Largrels include:
— alemial and sioummesation
— dapgs b viclinms
— jusdification sl dzstoetd Enokae about offosdog:
- diviant seaval favazics
— pelageEs presaenlion
- lifzsvl: and personnlity
- zex edueation

UM Projecr

UMM Projece

Current programmes

* Dusied on largely siabic model:
ke charcterisiies (persenality)
prosvcial bebaviours (social skills)
sel M guntrgl bebayiours (fanGoy trining)
» lanore process model ol olTending
Az men| andd rrzrdenance
highi mdes ol retnlisrcement

womnlrel ol st

Issues arising from project

» Rusulls to date From progect aclivibies
cmphasise:
st lcanee of conlexl
dvnumic qualitics
— vz Trom viraal o real

lI-II.'.| R R |r|1-eru:'r-.-

UM Projecr

UM Projecr
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Issues for treatment

= Tolernel Gusililales sivbation ol
blame/responsibility vimg cutside the mdividual

» emebles user Lo cusl aboul for identites

o pencrabes received wecounls lor rools off
piacadnghilia

= cnahles changing definitions of pacdophilia

= allerws for cmcrgence of virmal community which
it b Lnnslormesd inbe real comememily

~ ozl s veduele Dor woddng oul of Gudasies

Internet and therapy

v Mo (o nddress social as o well as sexoal
fanction

* (Chullenye Lo communily identily

Address “addictive’ gualitics to behaviour

Tackle issue ol whether it enables or

reduees the likelihood of setval ollonees

against children

UM Projecr

UM Projecr
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Clinical as opposed to conceptual
typologies

« “lhe classilcalion, divemosts and assessment of
child micdlesiers e coanpdicatend Ty o bigh depres
of variahilice among individuals in terms of
persona charucieristics, eriming historics and
resisenns or ollemding, Lhere 15 oo siongle prolils
that acewralcly deserihes or accoans foe all child
mnaleszer.” Promky ot al. 14997

Clinical as opposed to conceptual
typologies

v L uppeurs the same will upply o Intemel olTenders
o Moed o look ol bow the Internet lunotions lor te
individual within a social contexl

= Irappears oo he advnamic rather than stanic
Prowess

CIPIMI Projecr

UM Projecr
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*Good’ and "Bad’ offenders

» u simple bul imporiant poinl - ones a piclore
15 10 the public dormeain, il remains in
circulation regandless ol the lale ol the
provducer

— Salt and Touise piciures
— Ly

» downloading and accessing pholographs in
itsellis a source ol continuing viclimisation

Thoughts/concerns |
{int v hgpcal wr partewdar order)
= Law Enforcoment - Child protcetion focs o
olTender locus?
calchimyr denanloumiers
T nssinge an prokdncers
idendilyvimyr children
« The problem ol cwnceship ol investigations
- pElwes A wealional

v ky

UMM Projecr

PN Projecr
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Thoughts/concerns 2
{10t o il wr parbwlar order)

v Training lor Taw Tnlpreement and other
profeasionals:
evidentiol s related 1w plelures

= rclionral onde o spocsled unols

= lracing Ui chain ol posiings

= piclure cenbonl
— understanding the procosses
— knoaring, the langoage

Thoughts/concerns 3
{10t o il wr parbwlar order)

* Whal tir b with Tnlermel olTenders
— assumptions abowt offcnders”
— participation in mixed sex olTender proups?

Bemoval ol computer?

UM Projecr

UM Projecr
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Thoughts/concerns 4

{10t o il wr parbwlar order)

* The evolving Inlernet
Specili:
= v lupnmbs e compuler moncrated S0 praplses

otz ol vonnpunily of ks

oced” e “bad” ellondess

impugved vidioo conipression

vy pliog fnd avaibability of 2lrong soeurits
orovdne commerzial imvglvemenT smd orgnmised
crimne amul Tmks wilh childd sex ianmisn md chilkd
imullicking

Thoughts/concerns 5
{10t o il wr parbwlar order)

— Cieneral

e cogmitive: funetioningg and the Infemer

¢ chnmes in halie®s, valnes samd ergmirive styles

¢ chanming smres of conseinaness, nnd chanpes in
imvnlvemiend in mare exineme mens

¢ deeemtmlisariee of comvenriona] hicmnehies nnd
emperwermenl s marimal pmoups

= chimgrmg hanmidamies: s pradnel ol mmge aml
variely el imlsmmitian

UM Projecr

UM Projecr
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Thoughts/concerns 6
{10t o il wr parbwlar order)

» The role of the TSP indusiry
— national self regulation/sEimony control
« mupncnrory reporfing of child pornopraphy
s manirnringeensarshipstreadom ismnes
« holding records
il coniral
= carnenon standids and values

= ‘mngws” cuumnbnis

v “Ko,,. T'moshll wearings the musk in

Final thoughts - quotations
[rom operator of
winderland (1)

ctticct._ I'm still having to hide who [ am. |
can’| be mysell amd T miss being on Ting for
that mare than amvthing clsc *causc there™s
no where [ oan he mysell now™

UM Projecr

UM Projecr

107
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Final thoughts - quotations
ITom operator of

winderland (2) The COPTNE Prigect

« = if socioty fsu't poise to kot ms be DLpaﬂnu,]nl_ ol x"lfpph:ud P:qg, chology
anything ather than a pacdophile and Tve Universi Ly {,ﬁ]lﬂgﬂ
lost the compueer. . the onby thing thar's left Cork, Ircland
that T can comsole mysellwith 15 sex . and | Dr. Max Tﬁ}’lﬂ'r {Stﬂﬁ'[&:ﬁﬂtﬂﬂlﬂ.ﬂﬂ]
know ies zoing o lead to poople aotting ai
hiverd™

UOIPINIL Progect UMM Projecr

109 110
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