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CHAPTER I: INTRODUCTION

The terms of reference for the Commission require the Commissioner to make
findings and recommendations with respect to “...whether further changes
in practice or legislation are required to address the specific aviation security
breaches associated with the Air India Flight 182 bombing, particularly those

"

relating to the screening of passengers and their baggage.

Despite knowledge of existing threats and of the need for protective security
measures, Canada was ill-prepared to defend itself against aviation terrorism
in 1985. The bombing of Air India Flight 182 on June 23, 1985, revealed major
shortcomings in the country’s aviation security regime. Although Canada
respondedimmediatelyand hassince made numerousimprovementstosecurity,
many deficiencies exposed in the wake of the bombing remain unaddressed.

It became clear to the Commission early oninits work that a broad interpretation
of this aspect of its mandate was required. Although the bombing resulted
directly from an unaccompanied bag that infiltrated the airline system and was
theninterlined to the AirIndiaflightin Toronto, a narrow focus by the Commission
on passenger and baggage security would not have provided assurance that all
the security deficiencies that led to the bombing had been examined. Breaches
in aviation security do not often occur in isolation. The security deficiencies that
led to the bombing were widespread and interdependent, ranging from poor
threat communication to lax aircraft and airport security.?

Aircraft and airport environments are attractive targets for terrorists because
they offer the potential of a large number of victims in a contained area, along
with a virtual guarantee of widespread public attention after an attack. Air travel
is comparatively safe, since aircraft have one of the lowest accident rates of any
mode of transportation.? Nevertheless, when accidents or terrorism incidents
occur, the consequences can be profound and their high visibility generates
much public concern. Terrorists specifically target civil aviation because they
have expectations of a high propaganda return from a successful attack.

1 Terms of Reference, P.C. 2006-293, para. b(vii).

See Volume Two: Part 1, Pre-Bombing, Sections 1.9, 2.4, 4.3, 4.4 and 4.7 for a detailed analysis of the
security breaches associated with the bombing of Air India Flight 182.

Exhibit P-169, p. 15 of 202.

4 Exhibit P-169, p. 15 of 202.

w
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Since the 1960s, aviation has witnessed an increase in the deadliness of terrorist
attacks, from simple aircraft seizures with the purpose of escaping political
oppression in the 1960s to the use of aircraft as guided missiles in suicide
attacks, as on September 11, 2001. Included on this continuum was the era of
sabotage involving the unaccompanied, infiltrated bag - the modus operandi of
the Air India bombers.

A careful examination of the history of civil aviation security reveals patterns
that experts say give predictability to air terrorism. As Rodney Wallis, one of the
Commission’s key experts in civil aviation security, observed, “..There is very
little that is new in threat[s] or in aviation security generally. What is changing is
the ability to respond.’s

In many ways, civil aviation security in Canada has made great strides since
1985. A stronger regulatory regime and oversight mechanism exist today. Threat
communication and screening technology have vastly improved and a new
government agency, the Canadian Air Transport Security Authority (CATSA),
has been established exclusively to screen passengers, their baggage and
non-passengers seeking access to restricted areas of airports. Still, important
security deficiencies remain, despite recognition of these very deficiencies in
the immediate aftermath of the bombing of Air India Flight 182.

As suggested by Wallis, the Commission has not found many new weaknesses
in civil aviation security, but the fact that many deficiencies persist more than
two decades after they first surfaced is of great concern. Earlier reviews of civil
aviation security in Canada, notably those of the Standing Senate Committee on
National Security and Defence (Senate Committee) and an independent review
panel, the CATSA Act Review Advisory Panel (CATSA Advisory Panel), also called
attention to many of these deficiencies,® but they remain unaddressed.

Specifically, the Commission learned that there are several methods of sabotage
besides those involving passengers and baggage. One of the most significant
vulnerabilities is air cargo, which, though largely unscreened, travels in the hold
of passenger aircraft.” Persons and vehicles accessing airside and restricted areas
of airports are also inadequately screened.® In addition, the General Aviation
(GA) sector and Fixed Base Operations (FBOs) have not been designated for
CATSA screening. As a consequence, some passengers and their baggage
are not screened at all, and the facilities used by the GA sector and FBOs are
often not well secured. Flights from these facilities sometimes land at one of
89 “designated” airports in Canada, and their passengers may then transfer to
connecting flights without ever being screened. In addition, a number of FBOs
are located at the periphery of designated airports and permit direct access
to restricted areas that normally require passing through levels of security

5 Testimony of Rodney Wallis, vol. 41, June 6, 2007, p.5009.

6 See Exhibits P-169, P-171 and P-172; see also Appendices C, D and E for a listing of the
recommendations of these reports.

See Section 3.8.1, which provides a detailed analysis of the current deficiencies in air cargo security.
See Section 3.8.2, which provides a detailed analysis of the current deficiencies in airport security.

7



Chapter I: Introduction

screening that FBOs do not offer. These security weaknesses in the GA sector
and FBOs leave the aviation system as a whole vulnerable to attack. Bombs can
still find their way onto passenger aircraft.

A key lesson of the Air India bombing is that security measures must be applied
in mutually reinforcing layers that address all vulnerabilities. Each layer on its
own is not foolproof, as no measure on its own can ever be. Redundancy helps
ensure that, if one measure fails, another will cover the gap. Effective security
requires that all gaps be covered.

In 1985, the Government of Canada itself recognized that a broad-based
examination of aviation security was required in response to the bombing.
Shortly after, the Government commissioned a comprehensive review, which
resulted in the “Seaborn Report” In many respects, this report is as relevant
today as it was in 1985. It recommended sweeping changes to aviation security
to better manage the threat of sabotage. Transport Canada implemented some,
but not many, of the report’s recommendations.’® Many weaknesses identified
in the Seaborn Report are now the focus of this volume of the Commission’s
own report.

Annex 17 to the Convention on International Civil Aviation (“Chicago Convention”),
a treaty governing civil aviation, outlines the minimum security standards.”” As a
signatory, Canadais obliged to comply with the Convention, but the Commission
finds that it has not done so.

Besides calling for a multi-layered, holistic approach to security, aviation security
experts and officials from Transport Canada identified several other underlying
principles to strengthen defences against terrorists. Many of these principles are
rooted in the lessons learned from the bombing of Air India Flight 182. Security
measures must be developed to anticipate threats,”? provide for flexibility
and performance-based measures where suitable,”* and foster a culture of
security awareness. The security regime must be constantly scrutinized for its
effectiveness. Since there are few security measures available to prevent harm
once an aircraft is aloft, effective security must be provided on the ground. As
well, technology, even if properly used, should rarely be seen as the final answer.
It is merely one tool that may assist in providing security.

Transport Canada reported that it is developing proposals to address many of
the security gaps that were the focus of the Commission — primarily air cargo
security, airport security and FBO and GA security. It has also undertaken a
comprehensive review of its regulatory regime. The Commission strongly urges

See Section 3.8.3, which provides a detailed analysis of the current deficiencies at FBOs and in the GA
sector.

Exhibit P-101 CAF0039; see also Appendix B, which provides a list of the recommendations.
International Civil Aviation Organization (ICAQ), Convention on International Civil Aviation (“Chicago
Convention”), 7 December 1944, (1994) 15 U.N.T.S. 295; Exhibit P-181.

12 Testimony of Reg Whitaker, vol. 38, June 1, 2007, p. 4646.

13 Exhibit P-169, +pp. 92-93 of 202.
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Transport Canada to ensure that it honours all of its Annex 17 obligations, and to
exceed them where possible by looking to international best practices. Almost
25 years after the bombing of Air India Flight 182, the time for reflection is long
past. Action is now required.

There is also a need for independent oversight of security measures. For
this reason, the Commission recommends a regular five-year review by an
independent panel of experts to ensure that Canada is addressing threats
as effectively as possible. The Commission strongly encourages the Senate
Committee and the Auditor General of Canada to continue to inform the public
about the state of civil aviation security in Canada.

The Commission was greatly assisted in its work, not only by the members of
the independent CATSA Advisory Panel, the Senate Committee, including its
Chair, Senator Colin Kenny, and the Auditor General of Canada, but also by
members of the Office of the Privacy Commissioner of Canada, including the
Privacy Commissioner, Jennifer Stoddart, and the many industry representatives
and Transport Canada officials who appeared at the hearings. The Commission
extends its thanks as well to its civil aviation security experts, including
Moses Aléman, Dr. Peter St. John and Dr. Kathleen Sweet, and its expert in risk
management, Dr. William Leiss, who assisted in navigating this technical field.
The Commission wishes to extend its deep gratitude, in particular, to Rodney
Wallis, whose knowledge and expertise in civil aviation security provided
essential guidance throughout the hearings and during the preparation of this
volume.
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CHAPTER Il: RESPONSES TO THE BOMBING OF AIR INDIA FLIGHT 182

In the early morning of June 23, 1985, Air India Flight 182 was on its way from
Toronto to London, England,” when a bomb exploded on board. The aircraft, a
Boeing 747 named the Kanishka, crashed in the Atlantic Ocean off the southwest
coast of Ireland, killing all 329 passengers and crew.? The bomb had been
concealed in a suitcase that began its journey on Canadian Pacific Airlines (CP
Air) Flight 060 from Vancouver and was later transferred to the Air India aircraft in
Toronto.? Throughout its entire transport, the suitcase containing the bomb was
not accompanied by any corresponding passenger.* Less than an hour before
Flight 182 disappeared, another bomb hidden in a suitcase exploded in the
baggage handling area of Narita Airport in Japan, killing two baggage handlers
and injuring four others. This suitcase had also travelled unaccompanied from
Vancouver - in this case, on CP Air Flight 003 - and was destined for loading
onto Air India Flight 301 to Bangkok.®

The bombing of Air India Flight 182 marked a watershed in international civil
aviation security.’ There had been incidents of aircraft sabotage before, but the
scale of destruction in 1985 was unprecedented. This was also the first time that
a specific modus operandi was identified. An unaccompanied bag had entered
the airline system and was subsequently interlined to the target aircraft in a
different city.”

Until the events of September 11, 2001, the bombing of Air India Flight 182 was
the worst act of air terrorism the world had seen.® It remains Canada’s worst
encounter with terrorism.’ Before the bombing, Canada’s non-controversial
international roles had bred complacency within Transport Canada’s Civil
Aviation Security Branch.”® No known terrorist group harboured grievances

The flight made a transit stop in Montreal: Exhibit P-35, p. 1.

Exhibit P-164, p. 1.

Exhibit P-157, p. 11 of 135.

Exhibit P-157, pp. 25, 77 of 135.

Exhibit P-157, p. 11 of 135.

Testimony of Rodney Wallis, vol. 36, May 30, 2007, p. 4288.

Testimony of Rodney Wallis, vol. 35, May 29, 2007, pp. 4209-4210; see also Testimony of Rodney Wallis,
vol. 37, May 31,2007, p. 4517.

Exhibit P-35, p. 1.

Exhibit P-35, p. 2.

10 Exhibit P-1 57, p. 54 of 135; see also Exhibit P-259: Rodney Wallis, Combating Air Terrorism (New York:
Brassey’s, 1993), p. 7 [Wallis, Combating Air Terrorism].
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against Canada'' and, despite indications to the contrary,'? there was a
tendency to believe the country immune to the violent regional conflicts that
had elsewhere led to a rash of hijackings and other forms of air terrorism.”* As a
result, civil aviation security was given low priority."

The bombing of Flight 182 was the result of a conspiracy that was conceived,
planned and executed in Canada, and most of the victims were Canadians.’ It
demonstrated that terrorist acts need not be confined to the country that was
the source of a dispute, but could be perpetrated anywhere that suited terrorist
purposes.'

To that point, Canada had failed to keep pace with the realities of air terrorism.
The Air India bombing led to significant changes in Canadian and international
civil aviation security regimes. The focus quickly shifted from preventing
hijackings to preventing sabotage, particularly the threat of explosive devices
hidden in checked baggage.” A number of post-bombing investigations and
reviews in Canada and abroad recommended sweeping changes to existing
aviation security systems. Chief among the changes then made in Canada was
the introduction of passenger-baggage reconciliation, a measure that had
already been used here, and that, had it been used in June 1985, might well
have prevented the Air India bombing. In the aftermath, Canada became the
staunchest proponent of passenger-baggage reconciliation, leading the way
for this measure to become a mandatory international civil aviation security
standard. The basic security philosophies that were established following the
bombing form the foundation of security regimes today.'®

However, despite these efforts to enhance security, it remained inadequate.
The Air India bombing revealed significant weaknesses, not only in passenger
and baggage security, but in almost all areas of aviation security. Reviews of the
disaster recognized that passenger aircraft were exposed to multiple methods
of terrorist attack, and outlined a clear vision for comprehensive change. The
Seaborn Report, commissioned by the Government of Canada in 1985, provided
a strategic plan whose principles remain relevant.' Nevertheless, the focus of
the response in Canada and internationally was on passenger and baggage
security. Although attempts were made to address other areas of vulnerability,
they were not adequate. It was not until Pan American World Airways (Pan Am)
Flight 103 was destroyed more than three years later, using the same method
employed against Air India, that a greater commitment to reform in security
emerged. Efforts to secure reform were further strengthened following the
attacks of September 11, 2001. Still, many lessons of the Air India bombing
remain unheeded almost 25 years later.

n Wallis, Combating Air Terrorism, p. 7.

12 Exhibit P-157, pp. 47-48 of 135.

13 Exhibit P-157, p. 54 of 135.

14 Exhibit P-157, p. 54 of 135.

15 Exhibit P-35, p. 2.

16 Wallis, Combating Air Terrorism, p. 7.

17" Exhibit P-157, p. 75 of 135.

18 Testimony of Rodney Wallis, vol. 35, May 29, 2007, p. 4219.
19 Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4507.



Chapter Il: Responses to the Bombing of Air India Flight 182

2.1 International Response

The international civil aviation security community responded within days of
the loss of Air India Flight 182. The International Civil Aviation Organization
(ICAO) called a special meeting of its assembly. The International Air Transport
Association (IATA) convened an extraordinary meeting of its Security Advisory
Committee (SAC).?° The SAC was a special security body of IATA established in
1967 to develop collective airline policies for combatting aviation terrorism.

Although there was no initial confirmation that a bomb had destroyed Flight
182, suspicion ran high. Given the nature of the incident and the connection
to the Narita bombing, the working assumption was that a bomb had brought
down Flight 182. Both incidents involved a non-existent passenger, the same
airline was targeted, physical evidence of a bomb was discovered at Narita
Airport,?’ and those participating in the search and recovery process for Air India
Flight 182 had observed catastrophic damage. On this basis, those attending
the meetings at IATA and ICAO recommended major reforms to civil aviation
security to reduce the risk of sabotage.”? Canada played a prominent role,
leading the push for mandatory passenger-baggage reconciliation.”

2.1.1 International Air Transport Association

IATA is the trade association for international scheduled airlines.?* On June 28,
1985, airline security chiefs from around the world,?” including representatives
of Air India, CP Air and Air Canada, assembled at IATA's headquarters in Montreal
to attend the SAC meeting. The measures recommended by the SAC became
mandatory after the full membership adopted resolutions.?

The SAC meeting was convened to review the recent aviation terrorism events
and to identify immediate steps to close security gaps.”’ The attendance of
airline representatives from around the world only days after the Air India
bombing reflected the deep concern of the industry.?® The airlines sought to
restore public confidence, which had been “badly shattered by the incidents,’*
and to maintain the viability of their operations.3® A number of observers also

20 Wallis, Combating Air Terrorism, p. 5.

21 Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4483.

22 Testimony of Rodney Wallis, vol. 37, May 31, 2007, pp. 4482-4483.

23 Testimony of Rodney Wallis, vol. 39, June 4, 2007, p. 4755.

24 Wallis, Combating Air Terrorism, p. 102.

25 The extraordinary meeting included representatives from the following airlines: CP Air, Air India,
Swiss Air, KLM, TWA, Qantas, Air France, UTA, Middle East Airlines, Japan Airlines, Aer Lingus, Nigeria
Airways, British Caledonian, South African Airways and British Airways. The meeting was also attended
by representatives of the International Civil Aviation Organization (ICAO) and the Air Transport
Association of Canada. See Testimony of Rodney Wallis, vol. 37, May 31, 2007, pp. 4474-4475.

Exhibit P-260: Rodney Wallis, Lockerbie: The Story and the Lessons (Westport, Conn.: Praeger Publishers,
2001), pp. 4-5 [Wallis, Lockerbie].

27 Wallis, Combating Air Terrorism, pp. 5-6.

28 Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4475.

29 Wallis, Combating Air Terrorism, p. 6.

30 Wallis, Combating Air Terrorism, p. 6.

26
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attended the IATA meeting, including representatives of Transport Canada and
the US Federal Aviation Administration (FAA). The presence of government
representatives at an “airline meeting” demonstrated the significance attached
to the issues being discussed.?’ The holding of the meeting so soon after the
bombing permitted IATA to learn the industry’s immediate reaction and to
represent its views shortly afterwards at ICAO’s special meeting.>

Notably absent from the SAC meeting, however, were security representatives
from the US airlines. According to Rodney Wallis, Director of Security at IATA
at the time, officials from American air carriers viewed the bombing as a
“foreign” matter that held little relevance for their operations.® They were
focusing instead on another incident unfolding at the same time involving an
American aircraft. A Trans World Airlines (TWA) Boeing 727 had been hijacked
in the Mediterranean region on June 14, 1985, resulting in a two-week hostage-
taking and the killing of one American passenger.3*This was a major event in the
US, with daily coverage in the media. Because American hostages were being
held, “...the level of emotion created in the United States was certain to give
precedence of thought in that country to this criminal act rather than to the
Air India disaster.”** The relative inattention of US airline representatives to the
lessons of the Air India bombing was to have grave repercussions three years
later when, according to Wallis, Pan Am Flight 103 was bombed after the airline
abandoned the key preventive measure developed following the Air India
bombing.*¢

The SAC meeting in June 1985 resulted in a number of recommendations for
IATA's membership and marked the beginning of “massive changes”* in aviation
security around the world. The most significant was passenger-baggage
reconciliation®® — the process of matching passengers with their baggage to
prevent unaccompanied bags being carried on aircraft.*To avoid the danger that
arose when ill-intentioned passengers voluntarily separated themselves from
their baggage, it became necessary to treat the passenger and accompanying
baggage as a single entity. It was not sufficient simply to identify “no shows”
at the gate, or missing transit and transfer passengers. Bags that had illegally
“infiltrated” the system had to be identified.*

Passenger-baggage reconciliation was an established procedure even before
the Air India bombing. Some countries, including Spain and Turkey, had
implemented fairly rudimentary passenger-baggage reconciliation procedures,

31 Testimony of Rodney Wallis, vol. 37, May 31, 2007, pp. 4474-4475.
32 Testimony of Rodney Wallis, vol. 37, May 31, 2007, pp. 4475-4476.
33 Wallis, Lockerbie, p. 10.

34 Wallis, Lockerbie, p. 10.

35 Wallis, Lockerbie, p. 10.

36 Wallis, Lockerbie, p. 11.

37 Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4476.

38 Wallis, Lockerbie, pp. 10-11.

39 Wallis, Lockerbie, p. 152.

40 Wallis, Lockerbie, p. 13.
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mostly on an ad hoc basis in response to bomb threats.*’ Passenger-baggage
reconciliation had been used successfully in Canada by KLM and CP Air in
relation to a bomb threat in 1984.*2 After the Air India bombing, the goal was
to ensure that such procedures became mandatory, that they were enhanced,
where applicable, through a process of automation and that the procedures
were workable for both developed and developing nations.”* Wallis described
the mandatory requirement for passenger-baggage reconciliation as the most
significant change in international civil aviation security standards during the
1980s.4

The SAC identified additional security issues that needed greater attention,
including ramp and air cargo security. Air cargo, in particular, was known to be
susceptible to sabotage, and there was increasing concern about the ability
to use devices hidden in air cargo to target specific aircraft. IATA established
working groups of aviation security experts to review these vulnerabilities* and
to review the ICAO Security Manual.*® The groups reported at the next regular
SAC meeting in September 1985, essentially confirming the SAC’s initial views
about where improved security was required.*

Those attending the SAC extraordinary meeting gave priority to implementing
controls over checked baggage,® but a proposal to screen all checked baggage
did not find favour.* This measure had been strongly advocated by Transport
Canada.*® As an adjunct to passenger-baggage reconciliation, it would enhance
passenger security.”’ After the bombing, airlines at Canadian airports had been
instructed to conduct full checked baggage screening for all international
flights through physical or X-ray inspection.> However, this caused considerable
delays, with opportunity costs estimated at $10,000 to $18,000 per hour in
1985 dollars.>* The SAC supported other measures instead, calling for improved
communication and intelligence® and enhanced security at airports. |ATA
eventually established minimum criteria for securing airports against terrorism
and inaugurated a corresponding program of airport surveys.>

41 These procedures consisted of passengers physically identifying their baggage before it was loaded on

the aircraft. See Testimony of Rodney Wallis, vol. 37, May 31, 2007, pp. 4412-4413, 4478.
42 Exhibit P-101 CAF0637, pp. 18-19.
43 Testimony of Rodney Wallis, vol. 37, May 31, 2007, pp. 4476, 4478, 4485-4486.
44 Wallis, Lockerbie, p. 10.
45 see Testimony of Rodney Wallis, vol. 37, May 31, 2007, pp. 4477, 4480.
46 Exhibit P-162, p. 4.
47 Exhibit P-162, p. 5.
48 Exhibit P-162, pp. 3, 5.
49 Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4481.
50 Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4481.
51 Wallis, Lockerbie, p. 154.
52 Exhibit P-263,Tab 13, p. 2 of 4. Note, however, that X-ray screening was still considered a cosmetic
security measure that was of limited used for detecting bombs in baggage. See Wallis, Lockerbie, p. 12.
These figures were in relation to wide-bodied jets: Testimony of Rodney Wallis, vol. 37, May 31, 2007, p.
4482.
54 Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4481.
55 Exhibit P-157, p. 89 of 135.
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While IATAis influential in the international civil aviation community, its mandate
is to represent the commercial concerns of its membership, international
scheduled airlines. Its recommendations represent best practices but do not
have the force of law.>® Nevertheless, IATA and ICAO have always enjoyed a co-
operative relationship. In 1985, on behalf of IATA, Wallis brought the concept of
passenger-baggagereconciliation—anairline proposal - to the subsequent ICAO
deliberations on the Air India bombing,”” and ICAO”...ran with this idea.”®

2.1.2 International Civil Aviation Organization

ICAO is a specialized agency of the United Nations and is the supreme law-
making body in international civil aviation.>® Within days of the Air India
bombing, ICAO convened a special Ad Hoc Committee of Experts, consisting
mainly of government representatives from around the world, to discuss security
weaknesses that had led to the bombing.®® Key issues included the baggage that
CP Air had accepted for interlining without a reservation on the onward flight,
and the handling of the interlined baggage that arrived in Toronto without its
corresponding passenger.t' ICAO recognized that the international civil aviation
security regime and Annex 17 to the Convention on International Civil Aviation
(“Chicago Convention”) in particular, had been wholly inadequate in dealing
with the threat of sabotage. Annex 17, Safeguarding International Civil Aviation
Against Acts of Unlawful Interference, governs civil aviation security and outlines
the security standards with which all Contracting States must comply.On July 10,
1985, the ICAO Council requested a complete review of Annex 17. A wholesale
revision of the Annex followed, among the most significant in its history. The
Ad Hoc Committee made recommendations that led to fundamental changes
in baggage security procedures. However, one of the most important changes
- the introduction of passenger-baggage reconciliation as an international
standard — was criticized as inadequate.®?

The Ad Hoc Committee had intended to develop a standard for Annex 17 to
ensure that no bag would travel if its owner intentionally separated him- or
herself from it. This would ensure that no extraneous bag would infiltrate the
airline system, as had occurred with Air India. The matching of passengers on
board with baggage to be loaded was seen as the primary countermeasure.®®
Both IATA and Transport Canada, through its representative, were strong
proponents of a comprehensive measure. Indeed, Canada championed the
cause of passenger-baggage reconciliation on the international stage.*

56 see Testimony of Rodney Wallis, vol. 37, May 31, 2007, pp. 4486, 4495.
57 Testimony of Rodney Wallis, vol. 37, May 31, 2007, pp. 4477, 4486.

58 Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4477.

59 Wallis, Combating Air Terrorism, p. 91.

60 Wallis, Lockerbie, p. 11; see also Wallis, Combating Air Terrorism, p. 5.
61 Wallis, Combating Air Terrorism, p. 7.

62 Wallis, Lockerbie, p. 11.

63 Wallis, Lockerbie, p. 11.

64 Testimony of Rodney Wallis, vol. 39, June 4, 2007, pp. 4755-4756
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Transport Canada pushed for a strict rule where no unaccompanied baggage
could travel, regardless of the circumstances. Its position was reflected in the
simple maxim, “...no passenger, no bag.” IATA did not support this proposal,
maintaining that such a measure was unrealistic, since there were many reasons
that a bag might need to be carried unaccompanied,® including its mishandling
by airlines.®® Wallis argued on behalf of IATA that unaccompanied baggage
should be permitted on aircraft if subjected to the highest degree of scrutiny.®”’
Thoroughly screened baggage, he stated, should not be considered dangerous.
ICAO accepted this position.®®

The text that was eventually published in Annex 17 as Standard 5.1.4 was a
compromise. It did not satisfy Canada’s or IATA’s original intent or that of the Ad
Hoc Committee. The text of Standard 5.1.4 read:

Each Contracting State shall establish measures
to ensure that operators providing service to or
fromthat State do not place orkeep the baggage
of passengers who have registered, but have not
reported for embarkation, on board the aircraft,
without subjecting it to security control.®®

This rule ensured that all baggage, including interlined baggage,”® belonging
to booked passengers who did not present for boarding’’ on international
flights’? would not be loaded onto or transported on an aircraft. However,
the unaccompanied baggage that had arrived in Toronto in June 1985 to be
transferred to Air India Flight 182 was not associated with a booked passenger
because “M. Singh” did not have a reservation on that flight. This situation was
therefore not captured by the rule. In other words, infiltration of the airline
system by an unaccompanied bag was not covered,’”® and the rule, as written,
would not have prevented the bombing of Air India Flight 182.7

A further problem arose because some states, lobbied by their national airlines,
interpreted the rule as allowing unaccompanied baggage to travel if it had been
subjected to security controls before the discovery of a“no show”passenger. Such
security controls would have included X-ray machines and vapour detection
equipment, both of which were insufficiently developed to be used as the sole

65 Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4477.

66 Wallis, Lockerbie, p. 12.

67 Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4477.

68  Exhibit P-269, p. 12.

69 “Security control”was defined in Annex 17 as”...[a] means by which the introduction of weapons or
articles likely to be utilized to commit an act of unlawful interference can be prevented.” See Exhibit
P-153, pp. 7,12 of 47.

Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4500.
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Annex 17 standards and recommended practices apply only to international flights. ICAO does not

legislate for domestic services. See Wallis, Lockerbie, p. 11.
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security controls.”> The security controls described in Standard 5.1.4 were meant
to be applied to baggage after it had been identified as unaccompanied, not
before.”

Watered-down provisions are not unusual at ICAO due to the consensus model
that has been adopted for their approval.”” States with limited financial resources
are often unable to agree to stronger, often costlier, provisions. The consequence
is an imperfect text that reflects the “lowest common denominator”in security.”®
Since Annex 17 essentially sets minimum standards, developed countries are
always encouraged to exceed the standards.”” As will be discussed, the US
Federal Aviation Administration (FAA) did just that for passenger-baggage
reconciliation. However, insufficient compliance monitoring meant that Pan
Am’s discontinuance of reconciliation before the 1988 Lockerbie tragedy went
unnoticed.

The ICAO rule respecting passenger-baggage reconciliation applied as of
December 19, 1987, but states were encouraged to implement the rule
beforehand as soon as was practicable and feasible.® The implementation date
was then delayed until April 1989 to enable the technical aspects of automated
reconciliation to be resolved.t' However, those states capable of implementing
the procedure sooner were urged to do s0.%

As discussed, the addition of this standard was part of a major revision of Annex
17 conducted by the Ad Hoc Committee of Experts. The Committee was later
renamed the Panel of Aviation Security Experts® and eventually came to be
known as the AVSEC Panel.® It was given a permanent mandate to investigate
acts of unlawful interference with civil aviation and to develop amendments
to security measures for worldwide adoption. The Panel was to meet annually
to review the security measures in Annex 17 and recommend new provisions.
In March 1986, a completely revised and expanded Annex 17 was published,®
with 35 mandatory international standards, where previously that had only been
13.8 This was the first comprehensive review of Annex 17 since its adoption in
1974,%” and remains one of its most fundamental.®

75 Wallis, Lockerbie, p. 12.

76 Wallis, Lockerbie, p. 11.

77 Wallis, Lockerbie, p. 11.

78 Testimony of Rodney Wallis, vol. 35, May 29, 2007, pp. 4218-4219.

79 Testimony of Rodney Wallis, vol. 35, May 29, 2007, p. 4218.

80 Exhibit P-1 53, p. (vii); see also Wallis, Lockerbie, p. 12.

81 Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4484.
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The revision of Annex 17 was necessary to improve counter-sabotage measures
in civil aviation security. Still, many security weaknesses revealed by the Air India
bombing were not adequately addressed. IATA placed proposals before ICAO
to enhance air cargo security, but these did not find sufficient support among
Contracting States following the bombing.®° The concept of 100 per cent hold
bag screening also failed to gain widespread support. It was not until after the
bombing of Pan Am Flight 103 and the September 11, 2001, attacks that a more
comprehensive approach to address security deficiencies took hold.”
Additional ICAO developments included the establishment of a “model clause”
on security to be used as part of the basic language governing bilateral air
agreements between countries. As well, ICAO began to conduct security
surveys at airports that requested assistance, providing recommendations for
improvements. More affluent states such as Canada provided assistance in
the form of security experts and funding for states in need. In addition, ICAO
developed a list of high-risk air carriers and imposed heightened security
measures on them.”!

During this period Canada played a significant role at ICAO and in helping to
develop several international aviation security initiatives. Canada’s role there
continues to be prominent.”

2.1.3 United States: Federal Aviation Administration

Unlike the ICAO standard, the rule implemented by the US Federal Aviation
Administration (FAA) to address security gaps exposed by the Air India bombing
was comprehensive. The FAA introduced a passenger-baggage reconciliation
requirement for US airlines in November 1985, well ahead of the publication
of the ICAO standard. The FAA rule required all airlines with flights operating at
extraordinary-risk airports to”...conduct a positive passenger/checked baggage
match resulting in physical inspection or non carriage of all unaccompanied
bags.”

According to Wallis, this was a foolproof rule. It applied to interlined baggage
and, if correctly employed, would prevent an extraneous bag from infiltrating
the system. Unfortunately, the FAA failed to monitor its implementation, and was
unaware in 1988 that Pan Am had dropped the procedure at both its Frankfurt
and London operations. The bombing of Pan Am Flight 103 demonstrated that
the development of rigorous rules by regulatory authorities is not sufficient.
Their application must be properly monitored as well.**

89 Testimony of Rodney Wallis, vol. 41, June 6, 2007, p. 5002.
90 Testimony of Rodney Wallis, vol. 41, June 6, 2007, p. 5002.
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94 Wallis, Combating Air Terrorism, p. 37.
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2.1.41Ireland: Coroner’s Inquest

A coroner’s inquest relating to Air India Flight 182 took place in Cork, Ireland,
from September 17 to 24, 1985.”° The inquest was to establish the identities of
the Air India victims and determine how, where and when they died.”® Cornelius
Riordan, the Cork County Coroner, presided over a jury of ten local citizens. There
was a significant Canadian presence as well, including Ivan Whitehall, counsel
for Canada’s Department of Justice; Robert Hathaway of the Canadian Embassy
in Dublin, representing the Government of Canada; and Bruce Garrow, counsel
from Canada attending on behalf of a number of the victims' relatives.”” The
inquest heard testimony from air traffic controllers, navy officers and others who
participated in the recovery process, representatives of Air India, pathologists
who examined the bodies, and police officers who coordinated emergency
services following the crash.?®

During the inquest, Whitehall argued that a bomb was only one of several
possibilities and that there was “no evidence”® to indicate the nature of what
had occurred on the aircraft. This conflicted with evidence presented by Dr.
lan Hill, a British aviation pathologist, who concluded that there was a “good
chance”® that an explosive decompression had occurred, caused either by
an explosion or by structural failure. Although Hill found no evidence of an
explosive device," he believed that the available evidence was consistent with
a“catastrophic event”'® that had occurred at altitude, leading to the breakup of
the aircraft in mid-air.'

When the coroner requested that certain forensic reports from police
laboratories form part of the record at the inquest,'® the Irish State Solicitor,
Barry Galvin,’® asserted that these reports were being used by the RCMP
in its investigation into the possibility of a “criminal act”'% - a fact that, in
itself, might have served to undermine the Canadian position at the inquest.
Galvin insisted that the reports were privileged'”” and should not be made
public. Although the coroner persisted with his requests, he relented on the
final day of the inquest.’®®

95 seeVolume Two: Part 2, Post-Bombing, Section 5.1, Early Government Response for an analysis of
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At the conclusion of the inquest, Hathaway reported that the coroner“appeared
to have made up his mind”'% that the disaster was most likely caused by a bomb.
The coroner considered instructing the jury to recommend closer scrutiny of
baggage at airports. Indeed, Garrow argued that deficiencies in airport security
had caused baggage to be interlined to Air India without confirmation that the
corresponding passengers were on board.""® In response, Whitehall attempted
to impose restrictions on the scope of the inquest. He argued that the coroner’s
powers were limited by legislation to determining the cause of death and identity
of the victims. He maintained that there were a number of possible causes for
the crash, that the inquest had not heard all the available evidence, that only
medical evidence had been presented and that another investigation with a
wider mandate was thenin progress.'" He submitted that there was no evidence
to indicate that security failings at either the Montreal or Toronto airports had
caused the crash. This position was taken in spite of a confidential security audit
conducted in Canada in July 1985, which revealed significant security failings at
both airports. In addition to finding weak airside and aircraft security, the audit
noted that there was inadequate protection of checked baggage at Toronto's
Pearson International Airport.''? Yet Whitehall asserted at the inquest that there
was “no basis for speculation unsupported by evidence.! "

In the end, Canada’s position at the inquest prevailed. Hathaway reported that,
as a result of the arguments made on behalf of the Government of Canada,
the coroner “ultimately accepted”' Canada’s position and instructed the jury
that there was no conclusive evidence as to the cause of the crash and that no
recommendations should be made.””

On September 24, 1985, the final day of the inquest, an unprecedented review
of airport and airline security in Canada was released. The review had been
commissioned by the Government of Canada in response to the events of June
23, 1985.""6 This review, known as the Seaborn Report, made recommendations
designed expressly to help Canadian aviation security prevent sabotage."”’

2.1.5 India: Kirpal Commission

Because the Flight 182 bombing occurred over international waters, the
Government of India was designated as the investigative authority in accordance
with ICAO Annex 13, which dealt with aircraft accident investigations.'®
The Honourable Mr. Justice B.N. Kirpal, Judge of the High Court of Delhi, was
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appointed by the Government of India to lead a formal investigation into the
causes and circumstances of the disaster.' On February 26, 1986, after a lengthy
and thorough investigation, the Kirpal Commission presented a report.’®

The Commission concluded that the detonation of a bomb on board the
Kanishka was the only plausible explanation for its disappearance:

After going through the entire record we find
that there is circumstantial as well as direct
evidence which directly points to the cause

of the accident as being that of an explosion
of a bomb in the forward cargo hold of the
aircraft. At the same time there is complete
lack of evidence to indicate that there was any
structural failure.'

While much of the report dealt with forensic findings and safety matters,
the Kirpal Commission recognized the need to address security issues. The
Commission directed its recommendations about aviation security to ICAO, IATA,
governments and industry. The recommendations aimed to improve security
and prevent explosives from being placed aboard commercial aircraft.’?? To this
end, the report recommended that ICAQ, IATA and state governments undertake
an ongoing review of established aviation security standards for preventing
explosives being placed aboard aircraft. The report called for the creation of a
system to monitor security measures implemented in airports around the world,
along with a means of reporting findings and suggesting improvements for each
airport studied.'? It also recommended that ICAO develop a “model clause” on
security, for use in bilateral air agreements, to govern the exchange of mutual air
traffic rights, and that ICAO consider establishing training standards for security
personnel.'?* Both ICAO and IATA responded to these recommendations.'?

The Kirpal Commission made comprehensive recommendations to address
the security deficiencies that it had identified as leading to the bombing
of Flight 182. Several recommendations pertained to security measures for
interlined passengers and their baggage, passenger-baggage reconciliation
and unaccompanied baggage:

« |ATA should develop practical procedures for reconciliation of
interlined passengers and their baggage at intermediate airports;

+ Interlining of checked baggage should not occur without a
confirmed reservation on the onward carrier flight;

119 see Volume Two: Part 2, Post-Bombing, Section 5.1, Early Government Response for an analysis of
Canada’s participation at the Kirpal Commission.
120 Exhibit P-164, p. 172.
1 Exhibit P-164, pp. 159-160.
2 Exhibit P-157, p. 78 of 135.
123 Exhibit P-1 64, p. 172, Recommendation 5.1(a) and (b).
124 Exhibit -1 64, p. 172, Recommendation 5.2(a) and (b).
5 Exhibit P-157, pp. 88-89 of 135.



Chapter II: Responses to the Bombing of Air India Flight 182 25

The baggage of interlined passengers should be matched with
passengers by the onward carrier before being loaded onto the
aircraft;

A passenger count should be done at the boarding gate and, in
the case of a passenger “No Show," the passenger’s baggage must
be offloaded;

All checked baggage, regardless of whether it has been screened
by X-ray machine or not, should be personally matched and
identified with the passengers boarding an aircraft, and any
baggage not so identified should be offloaded; and

All unaccompanied bags should be placed aboard the aircraft only
after their contents have been physically checked, or alternatively,
after being placed in a decompression chamber and where the host
state is satisfied that the baggage is clean and the shipper has been
identified.

The Kirpal Commission also made recommendations relating to intelligence
communication during times of “high security threats”:

Whenever a government becomes aware of a particular high risk
security threat, it should notify not only the airline at risk, but also
all connecting airlines to ensure that extra precaution can be
taken at potential points of introduction of interline baggage into
the system; and

When an airline is aware of a high security threat, it should inform
the host state, and if possible and prudent to do so, other airlines
operating there.'”

The Kirpal Commission warned against excessive reliance on technology. It
commented on the known failings of the available screening equipment.
Significantly, it recommended offloading checked baggage that had not been
matched with passengers, even if it had been subjected to X-ray screening. The
Commission explained:

...[Elxamination of the baggage with the help of
an X-ray machine has its own limitations and is
notfool proof. SomeexplosiveshiddeninRadios,
Cameras, etc. may not be readily detected by
such a machine. In fact an explosive not placed
in a metallic container will not be detectable by
an X-ray machine. Similarly, a plastic explosive
can be given an innocuous shape or form so as
to avoid detection by an X-ray. Reliance on an
X-ray machine alone may in fact provide a false
sense of security.'?

126 Exhibit P-1 64, pp. 172, Recommendations 5.3,5.4,5.5,5.8,5.9, 5.11.
Exhibit P-164, pp. 172-174.
128 Exhibit P-1 64, p. 173, Recommendation 5.9.
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In a separate recommendation, the Kirpal Commission singled out the
inadequacy of the PD-4“sniffer” upon which Air India had placed sole reliance
for screening checked baggage on June 22, 1985, when the X-ray machine
in Toronto broke down: “...Effectiveness of the instrument known as PD-4 is
highly questionable. It is not advisable to rely on it."'*

The Commission recommended that airlines ensure that they have effective
backup equipment or procedures in the event of a breakdown of security
equipment.'®

Many of the Kirpal recommendations, including passenger-baggage
reconciliation, were eventually adopted worldwide,”®' and numerous other
recommendations were implemented by Canada.’?

2.2 Canadian Response

2.2.1 Introduction

The Canadian response to the Air India bombing was swift. On June 23, 1985, the
day of the bombing, Transport Canada introduced additional security measures
for all international flights leaving Canada. These measures were implemented
by directing Canadian and foreign air carriers to amend their security programs,
rather than by adopting new regulations.” The measures included:

« More rigorous screening of passengers and their carry-on baggage;

« The physical or X-ray inspection of all checked baggage (this
measure was later extended to domestic flights);'**

+ A 24-hour hold on cargo, except perishables from known shippers,
unless a physical search or X-ray inspection had occurred;

« The acquisition and deployment of 26 new explosives detector
units (then in the final stages of development and testing); and

« The acquisition and deployment of additional X-ray units for carry-
on baggage, hand-held metal detectors and walk-through metal-
detector units.'**

All checked baggage interlined to Air India flights was also to undergo physical
or X-ray inspection.’® It does not appear that this requirement was extended to
baggage interlined to other air carriers.

129 Exhibit P-436, p. 30; Exhibit P-164, p. 173, Recommendation 5.10.
130 Exhibit P-164, p. 174, Recommendation 5.12.
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133 Exhibit P-157, p. 79 of 135.

134 Testimony of Jean Barrette, vol. 37, May 31, 2007, p. 4485.
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When Transport Canada introduced these additional security requirements, air
carriers were initially required to conduct hand searches of all checked baggage
to be carried on international flights. This caused delays, and Transport Canada
recognized that the practice was not sustainable in the long term.”®” Over the
months that followed, the application of the Transport Canada measures was
clarified.’® Additional Linescan Il X-ray machines, with wider apertures, were
deployed to ensure that a combination of hand searching and X-ray scanning
of checked baggage was in place until passenger-baggage reconciliation could
be implemented.’

These measures recognized the need for enhanced security in the immediate
aftermath of the bombing, but they did not sufficiently address the problem
of bombs placed in unaccompanied baggage. When asked whether these
measures could have prevented the bombing, Jean Barrette, Director of Security
Operations at Transport Canada at the time of the Commission hearings,
responded “...No, obviously the reconciliation of passenger baggage...was
key.’”‘“’

Although Canada was instrumental at the international level in the days
following the bombing, steadfastly promoting mandatory passenger-baggage
reconciliation, it did not immediately implement the procedure itself.'*
Passenger-baggage reconciliation had been used successfully in Canada by
KLM and CP Air in the context of a bomb threat in 1984.'*> Reconciliation should
have been implemented by Air India in June 1985 because of the elevated threat
facing the airline.

The Commission heard evidence that it was not possible for all airlines to
implement this measure immediately following the Air India bombing.'* The
simplest form of reconciliation would have been the identification of baggage
by passengers before they boarded, as done in 1984. While this was feasible
at smaller airports, major airports required some form of automation.'*
Manufacturers could not immediately provide the appropriate technology,
an inability reflected in the delayed implementation of Standard 5.1.4 of
ICAQO’s Annex 17.'* Nevertheless, Canada was the first ICAO member country
to require passenger-baggage reconciliation on international flights before
the publication of the ICAO standard. Canada later extended the measure to
domestic flights.'
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Measures used in place of passenger-baggage reconciliation did not adequately
address the threat of bombs in checked baggage, let alone unaccompanied
baggage. X-ray machines provided only black and white images'” and were
known to be a largely cosmetic form of security."® The Kirpal Commission
recognized this,'* and Wallis testified that, even with skilled operators, the value
of X-rays in screening for explosives was limited:

...[X]-rays were not designed as bomb detecting pieces

of equipment. They were designed to identify images. If
you were successful in hiding an image, then the screener
wouldn’t pick it up. That’s always assuming the screener had
been trained to pick up images and was conscientious in his
program.'®

This Commission heard evidence that even hand searches required skilled and
knowledgeable screeners, and that electronic equipment in baggage, which
could conceal explosives, would need thorough inspection.” It was unlikely
that sufficiently skilled screening personnel would be immediately available to
handle the sudden influx of X-ray machines for screening checked baggage.

Both Wallis and Dr. Peter St. John, a former professor of international relations
with expertise in air terrorism, warned of the danger of implementing security
measures too rapidly. St. John warned that confusion could result”...when you
do too much too quickly™>? Wallis testified that, to be effective, emergency
plans needed to be worked out in advance:

If you have a set of procedures that are working on a day-to-
day basis, you can’t suddenly ratchet them up to become two
or three times as effective overnight. That doesn’t work. That
creates chaos because the airport won't have the staff to do
this. The airlines won't have the staff. Queues build up. They go
outside the terminal building. You've created a new target of
opportunity for terrorists....

You have to be flexible but governments and airlines have

to work together on this. You can’t be flexible by receiving

a dictate from government. That is a recipe for disaster. The
governments and the airlines must have worked in advance on
flexibility so that when the government feels the need to bring
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something new in, it can be putin as quickly as possible but
without creating the hazards that we've seen....'s3

The danger posed by misplaced reliance on X-ray equipment may have been
mitigated somewhat by the deployment of explosive vapour detection (EVD)
units across Canada immediately after the Air India bombing. Designed for
screening hold baggage, the units had been under development since the
1970s."** In the aftermath of the bombing, Transport Canada expedited the
installation of 26 units at major Canadian airports. This equipment was known
to be effective in explosives detection and became increasingly sophisticated
and reliable in the years to follow." As early as the late 1980s, the Canadian-
developed EVD technology became the world standard.’®

In addition to reconciliation procedures, Transport Canada reported in a briefing
to the Hon. Bob Rae that it had already acted on several recommendations
from the Kirpal Commission. These included: continuous monitoring by
trained security inspectors at airports; participation in ICAO’s AVSEC Panel;
participation in international technical groups, including those involving
explosives-detection technologies; continuous assessment of world events that
could affect international and domestic aviation security; and assessment and
dissemination of information received from intelligence agencies worldwide.™
Transport Canada continued to improve its security regime in the late 1980s and
1990s by implementing further Kirpal Commission recommendations. In 1989,
Canada adopted a new “model clause” on security as part of its basic language
governing bilateral air agreements. Transport Canada also required that any
contractual changes between private security companies and air carriers not
adversely affect screening standards or performance.”™ Further improvements
to Canada’s aviation security regime included:

« Consolidating security functions in Transport Canada through the
creation of a dedicated, multi-modal, multi-functional group, now
known as the Security and Emergency Preparedness Directorate;

+ Increasing the complement of security inspectors and personnel
dedicated to the Directorate;

« Funding ($5 million) for the development of new technologies;

« Performing a general overhaul of the regulatory framework,
including the creation of a four-level alert system, with security
measures adjusted accordingly; and

« Increased and more efficient sharing of security intelligence
information with domestic and international partners.'>®
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Alongside the Kirpal Commission’s investigation in India, three important
studies were undertaken in Canada to address the destruction of Air India Flight
182 and aviation security:

« A 1985 security audit of the international airports in Toronto,
Montreal and Vancouver, conducted in the weeks after the
bombing. It revealed significant deficiencies in several areas,
including access to restricted and airside areas of airports, and
the security of air cargo, mail and the aircraft themselves. It also
identified a need for improved monitoring of security procedures
and better trained security personnel;

« A Canadian Aviation Safety Board (CASB) study; its report, released
in January 1986, was written to assist the Kirpal Commission; and

« An additional study commissioned by the Government of
Canada to make a more holistic assessment of aviation security,
since the CASB’s mandate was limited to the disaster itself.'®
This resulted in a far-reaching and widely-praised report,
known as the Seaborn Report, released in September 1985.
Foremost among its recommendations, consistent with Canada’s
position at the meeting of ICAO’s Ad Hoc Committee of Experts
in the days following the tragedies and with the Kirpal
Commission’s later recommendations, was that checked baggage
not be carried on international flights unless the corresponding
passenger was also on board.™!

Although the CASB, Kirpal and Seaborn investigations influenced Canada’s
aviation security program,'®2 many of the weaknesses they exposed remain.'s3

2.2.2 1985 Airport Security Audit

On July 4, 1985, the Deputy Minister of Transport requested an audit'®* of
Pearson, Mirabel and Vancouver International airports to assess delivery of the
Civil Aviation Security Program (CASP) in place at the time and to determine
whether Transport Canada, the RCMP and air carriers were fulfilling their
responsibilities.’® The CASP was based on the concept of“...clean aircraft, clean
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passengers, clean baggage, clean cargo and clean mail.""® The Internal Audit
Branch of Transport Canada conducted the audit and reported its findings
on July 25, 1985."” The audit focused on four main areas: the screening of
passengers, flight crew, baggage, mail, aircraft and cargo; the patrolling of airside
areas; the security pass system; and the provision of physical security facilities
and equipment.’®® The audit revealed significant deficiencies in each of these
areas. Contrary to the CASP directive,'® the audit was unable to determine the
adequacy of air carrier screening of cargo, mail and aircraft, because there were
no applicable standards or regulations.”® The audit report concluded that “...
only part of aircraft loads can be considered to be clean in terms of the CASP""!
because cargo, mail and flight crew baggage were not screened.’? This is also
one of the major findings of the present Commission.

The audit reported such weaknesses as unauthorized access to restricted areas,
including cargo and mail warehouses and airside portions of airport terminals.
The audit also found deficiencies in the monitoring of security standards,
problems with airport and air carrier security plans, weaknesses in addressing
different levels of security and inadequate training of security personnel.’”?
Problems with access control included unlocked gates, insecure doors, non-
standard fencing, unprotected aircraft and insufficient control and inspection
of identification passes.'”* The audit noted that several thousand identification
passes could not be accounted for because they had been lost or stolen or not
returned by the recipients.”” In some instances, access doors could be opened
with credit cards, or entry codes were written on the doors themselves.'”®
“Sterile” areas were sometimes compromised because unscreened passengers
from feeder airports were allowed to enter them.'”’

The audit found deficiencies in the daily monitoring of security measures and
inspection procedures and in follow-up action related to security reviews.”®
Some airport security plans were outdated, and emergency/disaster plans did
not define stakeholder responsibilities at different levels of threat.'”® At Pearson
International Airport in particular, checked baggage security was inadequate.
Control over baggage tags was inconsistent and control over access to accepted
baggage awaiting loading was weak.'™® Security personnel were generally
insufficiently trained.’®’
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A post-audit Transport Canada memorandum addressed to the Deputy Minister
proposed a plan to address the major deficiencies. Both short- and long-term
initiatives were included:

+ Development of new cargo and mail screening requirements;'®2
- Facility improvements and repairs;

+ Increased monitoring of access points by security personnel and
airlines;

« New regulations to enhance enforcement of access control through
sanctions and fines;

+ Increased regulatory inspections and spot checks of access points;

- Strengthened standards, guidelines and follow-up procedures
for day-to-day monitoring of security measures, including air cargo
security;

« Updated airport and air carrier security plans and implementation
of test exercises;

« Development of staffing requirements for different threat levels;
and

« Establishment of a security awareness program for airport workers
and users.'®

The deficiencies were to be corrected on a high-priority basis,'® but many
remain today. In particular, air cargo and mail, as well as restricted and airside
areas of airports, remain vulnerable.'® In addition, stakeholder security plans,
training of security personnel and security awareness have been singled out as
still needing improvement.

2.2.3 Seaborn Report

Because of the Air India bombing, the Government of Canada requested the
Interdepartmental Committee on Security and Intelligence to undertake an
overall review of airport and airline security in Canada, under Intelligence and
Security Coordinator Blair Seaborn.’® When it was released on September 24,
1985, the Seaborn Report was widely praised at home and abroad as a seminal
document in civil aviation security. Jim Marriott, Director of Transport Canada’s
Aviation Security Regulatory Review at the time of the Commission hearings,
spoke of the report’s importance:
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The Seaborn Report really became a strategic plan for

the Department for many years to follow. It outlined a

large number of practices...to further enhance aviation
security. And the Department very aggressively pursued
implementation of all recommendations in the Seaborn Report
over the course of the coming years, in conjunction with and in
coordination with other federal government departments that
had security responsibilities, and, of course, in conjunction and
in coordination with the aviation industry, airlines, airports and
labour groups with airports and airlines for that matter.

So it was really a roadmap to take aviation security in Canada
from where it was in the aftermath of 1985 to a new and much
higher ground. | think it’s also important to recognize that not
only was it a significant report for Canadian aviation security
but also for international aviation security.

...[TIhe recommendations implemented by Canada became
standards...or benchmarks against which international
aviation security evolved and looked to.'¥’

Indeed, the report highlighted several general principles that remain relevant
today. It cautioned that terrorism should not be permitted to interfere unduly
with the activities of daily life, but recognized the vulnerability of air travellers
to terrorist attacks.’®® It advised that the needs of security must be balanced
with the need to facilitate travel.'® The report emphasized the importance of
sharing and integrating security information, integrating decision-making and
establishing clear lines of authority.’® It called for greater security awareness,
a proactive approach,’! effective coordination among stakeholders in aviation
security'®? and practical means forimproving security. The report recommended
agraduated system of security measures, to be adjusted according to the level of
threat,'®® with rigorous procedures established even for normal threat levels.’**
During the work of the Commission, many experts and stakeholders stressed
similar measures as components of strong aviation security.

The Seaborn Report identified checked baggage and air cargo as particularly
vulnerabletosabotage.ltoutlined screeningmeasuresforboth, withadjustments
made according to levels of threat: normal, enhanced and high.'®> As discussed,
one of the most significant changes resulting from the Seaborn Report was
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passenger-baggage reconciliation, which Seaborn considered a “better front-
line defence against sabotage” than X-raying checked baggage during normal
threat levels.'*®Instead, the report recommended supplementing reconciliation
with a checked baggage “profile” that airline check-in personnel would apply.
Additional measures, including X-ray inspection, explosives detection dogs,
hand searching of checked baggage and hijacker “profiles,” were suggested for
enhanced and high levels of threat.’”’

The report noted that terrorists could use small cargo parcels to target specific
aircraft, and suggested that these be X-rayed even in normal threat situations.’?®
The report recommended subjecting larger cargo to various methods of
inspection or to a hold period, as appropriate, during enhanced threat level
situations. It stated that new technology for detecting explosives vapour would
likely be available within two to three years, and encouraged the continued
development of technology for enhancing aviation security, as well as the use of
explosives detection dogs.'® For high threat levels, the report advocated either
a ban on cargo or refusal of all cargo that could not be thoroughly inspected.?*
For both baggage and air cargo, no exceptions to the rules were to be tolerated
when threat levels were enhanced or high.?”’

In 20009, air cargo remains largely unscreened and technology for this purpose
is still being developed.

The Seaborn Report did not recommend removing responsibility for screening
passengers and baggage from air carriers.? Instead, it recommended adequate
training for those performing screening.?® The CATSA Act Advisory Review Panel
(CATSA Advisory Panel) was asked in November 2005 to review the civil aviation
security breaches associated with the Air India bombing. It produced a report,
Air India Flight 182: Aviation Security Issues, in 2007. The report characterized the
screening of passengers and baggage by air carriers as a “serious weakness”
that was rectified only after the attacks of September 11" and the creation of
CATSA.2%

The 2007 CATSA Advisory Panel report also identified shortcomings in airport
security. It recommended full screening of passengers and materials arriving
at international airports from less secure airfields. In addition, it recommended,
as a condition of employment, security and criminal background checks for all
airside employees and for others with access to sensitive areas of the airport
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or to aircraft?® The report advised airport management and air carriers to
maintain a high level of security awareness throughout the airport and on the
airfield. It noted that the public could contribute to enhancing security.?® It
described vigilance as key to effective security, meaning careful auditing and
regular testing of the system.?"’

Intelligence was not viewed as reliable for predicting and thwarting specific
acts of terrorism. Rather, the main value of intelligence was its usefulness in
determining the level of security required for the perceived threat.?®® Thus,
the report recommended a graduated, multi-level system of security, with
appropriate measures at each level .2

Interms of oversightandauditing, thereportrecommended thatthe Department
of Transport, in consultation with the Solicitor General, report annually to the
Prime Minister on the adequacy and effectiveness of the security regulations
in place. It also called for reporting about the existence of an up-to-date “war-
book” at each airport for managing terrorist incidents.?'°

Many of the Seaborn Report’s recommendations required major changes to
Canada’s aviation security regime. Some recommendations were immediately
followed. However, it was recognized that others would need to be implemented
overthe coming years.?'" Of the Seaborn Report’s 15 principal recommendations,
10 were directed towards Transport Canada and procedures for strengthening
aviation security. The CATSA Advisory Panel observed thatall 15 were acceptedin
principle and eventually addressed to some degree.”’? As a result of the Seaborn
Report, Canada was the first ICAO member to require passenger-baggage
reconciliation on international (and, later, domestic) flights, comprehensive
background checks for airport workers, removal of coin-operated baggage
lockers from major airports and bans on the use of cameras around security
checkpoints.?'

The Seaborn Report had advocated a more prescriptive (as opposed to
performance-based) regulatory framework because of the magnitude of the
systemic failures involved in the Air India tragedy. The CATSA Advisory Panel
noted that, given the threat and lack of preparedness, this was an appropriate
response at the time. However, the Panel viewed the prescriptive legacy of the
Seaborn Report as leading to an overly-detailed, rigid security regime that does
not allow for the flexibility required in today’s dynamic threat environment.?'*

205 Eyhibit P-101 CAF0039, pp. 5-6.

206 Eyhibit P-101 CAF0039, p. 6.

207 Eyhibit P-101 CAF0039, p. 7.

208 gyhibit p-101 CAF0039, p. 2.

209 Eyhibit P-101 CAF0039, p. 9.

210 Eyhibit P-101 CAF0039, p. 7.

211 Testimony of Jim Marriott, vol. 37, May 31, 2007, pp. 4506-4507.
212 yhibit P-157, p. 75 of 135.

213 Exhibit P-263, Tab 13, p. 3 of 4.

214 Eyhibit P-157, p. 75 of 135.

35



36

Volume Four: Aviation Security

The Seaborn Report also addressed Canada’s performance in civil aviation
security. It acknowledged that, before June 23, 1985, the emphasis in aviation
security had been on anti-hijacking measures. It concluded that airport and
airline security in Canada had “...by and large been adequate and in line with
international standards.”*"* This finding is not surprising, not only because ICAO’s
Annex 17 setsonly minimum standards, which developed countries are expected
to exceed,?'® but also because Annex 17 was itself inadequate at the time of the
Air India bombing.?'” The report noted that Transport Canada had responded
quickly to the events of June 23, 1985, initiating several comprehensive security
measures on all international flights leaving Canada. The report found that the
Government was instituting measures to address shortcomings identified by
the 1985 security audit of three major airports.?®

The Seaborn Report included a statement that, at the time of its completion,
there was no intelligence to corroborate the theory that a bomb had destroyed
Air India Flight 182.2'° Nevertheless, its focus was on combatting sabotage
against civil aviation.?®

There is no doubt that the Seaborn Report played a pivotal role in enhancing
aviation security in Canada.??' However, the CATSA Advisory Panel noted the
striking similarities between its own recommendations and those of the Seaborn
Report more than two decades earlier.??? Despite the broad recommendations
of the Seaborn Report, subsequent improvements to Canada’s security regime
focused primarily on passenger and baggage security. Few improvements were
made to the security of air cargo and mail, and those directed at airport security
were not sufficient. Consequently, aviation remains vulnerable to attack.”?

2.2.4 Canadian Aviation Safety Board Investigation

The Canadian Aviation Safety Board (CASB) completed its investigation of the Air
India tragedy on January 22, 1986.2> This investigation was undertaken to assist
the Kirpal Commission in India. Its objective was to identify safety deficiencies
and to recommend corrective measures to regulatory and enforcement
authorities.?”> Much of the report dealt with the forensic evidence related to the
aircraft wreckage and the possible safety and structural causes of the disaster.
The CASB report concluded:
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There is considerable circumstantial and other evidence to
indicate that the initial event was an explosion occurring

in the forward cargo compartment. This evidence is not
conclusive. However, the evidence does not support any other
conclusion.?*

Like Seaborn, the CASB report found that the Canadian aviation security
arrangements then in place met or exceeded international standards. Also like
the Seaborn Report, itemphasized that the focus had been placed on preventing
the boarding of weapons, including explosive devices, in hand baggage, and
that the screening of checked baggage was undertaken only in circumstances
of heightened threat.?””

The CASB report made several findings of fact about the security circumstances
of the events of June 22 and 23, 1985. It concluded that the security numbering
system used in Toronto did not prevent the unaccompanied interlined baggage
from being loaded onto the flight, and that the effectiveness of the explosives
detector used by Air India was in doubt.?2The report found that, had passenger-
baggage reconciliation been performed in Toronto, the unaccompanied
baggage “would have been detected” and “...airline procedures would have
prevented the placement of the suitcase on the aircraft."??°

2.2.5 Changes to Legislative and Regulatory Framework

Concluding a multi-year effort, the Aeronautics Act was amended on June 28,
1985 - just days after the Air India bombing. These amendments were not
directly related to the bombing. Most related to safety and enforcement, and
some referred to security.”®® The amendments laid the foundation for what was
to become Canada’s modern aviation security and enforcement regime.?*’

The security amendments to the Aeronautics Act gave the Minister of Transport
greater regulation-making authority over airport operators and persons carrying
on activities at airports. The CATSA Advisory Panel explained this authority:

Authority to make regulations applying to Canadian and
foreign aircraft was no longer limited to screening activities,
but could extend to a wide variety of other security activities
required to protect passengers, crew members, aircraft and
other aviation facilities. The new rules were expressed in the
Air Carrier Security Regulations and the Aerodrome Security
Regulations. The amendments also permitted the Minister of
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Transport to make confidential orders, called “measures,” to
deal with such security-sensitive issues as security of persons
and their carry-on baggage and cargo, as well as security
screening equipment.?2

Unauthorized disclosure of these confidential security measures was an
offence.?*?

In December 1985, amendments were made to the Civil Aviation Security
Measures Regulations and its corresponding Order and to the Foreign Aircraft
Security Measures Regulations and Order. These amendments authorized the
Minister to approve security procedures for a broad range of security purposes
and required air carriers to carry them out. In February 1986, Transport Canada
issued the first edition of approved security procedures applicable to foreign
and domestic air carriers. They prescribed the flights that required screening and
detailed the screening procedures required. They also addressed the security
of passengers, carry-on baggage, checked baggage and cargo, and included
measures applicable to security equipment and security officers. All screening
equipment used by air carriers required the Minister’s approval.** Passenger-
baggage reconciliation counts were required for checked baggage, and the
baggage was to be removed if the passenger was not on board.?**

In 1987, the Air Carrier Security Regulations replaced the Civil Aviation Security
Measures Regulations and Foreign Aircraft Security Measures Regulations and
the corresponding Orders associated with each regulation. New Aerodrome
Security Regulations were introduced at the same time. The Air Carrier Security
Regulations and Aerodrome Security Regulations authorized the Minister to
approve air carrier security procedures during periods of normal and increased
levels of threat. They required air carriers and airport operators to submit written
security programs containing the approved procedures and formalized many
internal policies and procedures adopted by Transport Canada as owner and
operator of the international and major domestic airports in Canada.?¢

The first set of approved security measures for aerodromes was issued in 1987.%7
It dealt with implementing background checks for employees with regular
access to restricted areas and flowed from the recommendations of the Seaborn
Report. The Aerodrome Restricted Area Access Clearance Program (ARAACP)
instituted checks of criminal backgrounds and criminal associations, in addition
to the credit checks conducted by Transport Canada.?®

A 1990 Federal Court decision struck down the ARAACP. Transport Canada then
corrected what was essentially a legal and drafting problem with the ARAACP
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by making two new orders — the Air Carrier Security Measures Order and the
Aerodrome Security Measures Order. These orders, by reference, incorporated
approved security measures for air carriers and aerodromes, including the
ARAACP.2?

2.2.6 Changes in Oversight

2.2.6.1 Roles and Responsibilities

Thefollowingrolesand responsibilitiesin Canada’s civil aviation security program
were prescribed under the June 28, 1985, amendments to the Aeronautics Act:
The Minister of Transport was responsible for aviation security policy, the
regulatory framework and compliance monitoring;

« Airport managers, who were employees of Transport Canada,
were responsible for implementing the security measures and
procedures prescribed under the Aerodrome Security Regulations
and the Aerodrome Security Measures, including the preparation of
security and emergency plans and procedures;

« All commercial air carriers with flights into and out of Canada were
responsible for implementing the security measures and
procedures prescribed under the Air Carrier Security Regulations
and the Air Carrier Security Measures, and for providing the Minister
with an Air Carrier Security Plan; and

« The RCMP was responsible for policing at Canadian international
airports and some major domestic airports.2*°

As the CATSA Advisory Panel observed, the key to any effective security regime
is the clear delineation, communication and application of policies and rules
by those responsible for their implementation. After the Air India bombing,
a Transport Canada task force recommended the establishment of a multi-
modal, multi-functional transportation security directorate to oversee security
divisions, including intelligence, for all modes of transportation. The Security and
Emergency Preparedness Directorate was created in July 1986, and was given
responsibility for policy development, the transportation security clearance
program and security training guidelines for inspectors and the industry.?*'

2.2.6.2 Inspection and Enforcement

The Transport Canada task force recommended deploying a dedicated team of
security inspectors across the country to monitor and inspect airport and air
carrier field operations, and to take enforcement action when they saw violations
of legislation or regulations. The mandate to monitor, inspect and enforce was

239 Eyhibit P-263, Tab 14, p. 3 of 6.
240 Eyhibit P-157, p. 82 of 135.
1 Exhibit P-157, pp. 82-83 of 135.

39



40

Volume Four: Aviation Security

carried out in various ways: inspections of air carriers and airports; monitoring
and testing of screening procedures; monitoring and inspection of cargo
facilities, air terminal facilities and airside access controls; and certification and
designation of security officers. Under the Aeronautics Act, inspectors had the
authority to inspect, to enter business premises, to search and seize, to detain
an aircraft and to levy “administrative monetary penalties” for non-compliance
with regulations or measures.?*?

Transport Canada undertook a more aggressive and cyclical security inspection
program of air carriers and airports, based on threat assessments and consistent
with international obligations. By 1990, Transport Canada’s Security Inspection
and Compliance Branch included about 30 security inspectors.?*

At the heart of the Department’s aviation security enforcement philosophy
was “...the conviction that aerodromes and air carriers would find voluntary
compliance with regulations and measures to be in their self-interest, as well
as in the public interest.*** Where voluntary compliance was not forthcoming,
enforcement action occurred in a manner that attempted to be fair, consistent
and uniform across all regions.?* Voluntary compliance was encouraged and
supported through education, publicity and the presence of inspectors in the
field. The intention of the inspection and enforcement framework was to create
conditions where voluntary compliance with regulations was “...the logical,
desirable and economically feasible choice for the regulated community."**
According to Transport Canada, this was a new program designed to provide a
wide range of flexible, proactive and proportional options to secure compliance.
Inspectorssupportedthe programby carrying outtheirresponsibilitiesin the four
core areas of activity: prevention, detection, investigation and enforcement.?*’
Seminars and presentations were delivered to individuals, industry groups and
outside agencies upon request.*® Publicity programs were designed to increase
aviation security awareness and to prevent security violations.?* Providing
advice on security matters became an integral component of the day-to-day
business of security inspectors.?*°

242 Eyhibit P-157, p. 83 of 135.

243 Exhibit P-157, p. 83 of 135.

244 Exhibit P-263, Tab 15, p. 3 of 5 [Emphasis in original].

245 Fairness in the enforcement context meant that: the Department’s inspection and enforcement
manual were to be made available for public scrutiny to the fullest extend possible, without
compromising national security; industry was to be consulted on an ongoing basis, with senior
departmental officials accessible to explain the program and receive suggestions for improvement;
inspectors were not to exceed their delegated authority in carrying out their duties and were required
to declare any apparent or actual conflicts of interest; voluntary compliance was to be encouraged
and supported through education, publicity and inspector presence in the field; minor violations
were to be handled leniently at first instance, through administrative rather than prosecutorial action;
and violations that were pre-meditated or were marked by indifference were to be dealt with
vigorously. See Exhibit P-263, Tab 15, pp. 3-4 of 5.
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If a security violation occurred, inspectors had a range of enforcement options:

« Emergency action, including detention of aircraft, denial of air
traffic control clearance, or emergency suspension of a Canadian
aviation document, where circumstances created an immediate
threat to aviation security and the public interest;

« Judicial action, by summary conviction prosecution or, upon advice
of Crown counsel, by prosecution by indictment; or

« Administrative action, with a series of proportional and graduated
responses, beginning with letters of enforcement, proceeding to
the imposition of administrative monetary penalties and
appearance before a specialized administrative tribunal, and ending
with the suspension or cancellation of a Canadian aviation
document, or the Minister’s refusal to renew.>’

2.2.7 Changes in Training

Transport Canada created a joint industry-government training task force in
response to the Air India bombing. This resulted in improved training programs,
certification and inspection standards and testing of passenger screening
personnel. Air carriers were responsible for training screening personnel,
and Transport Canada was responsible for providing the training materials.??
Transport Canada developed an educational program to ensure a sound
knowledge of civil aviation security legislation and the consequences of non-
compliance. A training component was designed for pre-board screening
personnel,including both practical and written examinations to assess screening
officer qualifications.?*> The tests became more difficult, more extensive, and had
a higher pass mark. Transport Canada reported that there were a great number
of failures initially, and that these individuals were removed from active duty.*

The new training programs were also directed at supervisors and trainers.>** In
addition, security training programs were developed for air traffic controllers,
flight service station operators, airside employees, passenger agents, pilots
and flight crews. Transport Canada provided training and awareness programs
for its own airport managers and workers, as it owned and managed most
major airports in Canada at the time. In addition, airport security committees
met more frequently and provided security updates to airport workers on a
regular basis.>*® In October 1988, Transport Canada retained three education
and training specialists to professionalize the security inspectors’ occupational
certification program.?’

251 Exhibit P-263, Tab 15, p. 5 of 5.
252 Eyhibit P-157, p. 84 of 135.
253 Exhibit P-157, p. 84 of 135.
254 Eyhibit P-263, Tab 16, p. 1 of 5.
255 Eyhibit P-157, p. 84 of 135.
256 Eyhibit P-157, p. 85 of 135.
257 Exhibit P-263, Tab 16, p. 1 of 5.
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2.2.8 Enhancements in Security Systems and Equipment

By 1985, Transport Canada was already testing explosive vapour detection
(EVD) units for hold bag screening, but had not yet deployed them in airports.
Immediately after the Air India bombing, the Department expedited the
acquisition and installation of 26 units at major airports. Though Transport
Canada initially trained its own security officers to operate the EVD units, the
RCMP assumed responsibility for training and operating the units in 1987. In
1995, the first series of EVD units were replaced with newer, enhanced units
that were portable and that could detect plastic explosives. In 1997, the not-
for-profit Air Transport Security Corporation, which was funded by the airlines
to deliver screening on their behalf, relieved the RCMP of its responsibility for
operating EVD units when it took over the entire screening function on behalf
of air carriers.?*®

Air carriers were responsible for operating and manning the security equipment,
which consisted of walk-through and hand-held metal detectors and devices
for screening carry-on baggage. Transport Canada initially maintained the
equipment. It later transferred its maintenance role to the Air Transport Security
Corporation, but before that upgraded the X-ray equipment at 28 major
airports from black and white to “dual-energy” colour capable of detecting both
explosives and organic material.**

After 1985, additional facilities and systems were established, and equipment
purchased, to increase protection of restricted areas and improve passenger
and baggage screening. These measures included electronic surveillance
systems, key card access control systems, enhanced communication systems,
and upgraded fences, security doors and gates. Additional security measures
at perimeter access points were also implemented, with upgraded signage and
security guards at access gates to collect identifying information from vehicles
and their occupants.?°

As well, Transport Canada’s research and development program focused on
projects to improve aviation security, particularly in those areas exploited by
terrorists in the Air India tragedy. Projects included X-ray pattern recognition,
enhancement of trace explosives detection equipment, creating walk-through
and X-ray explosives detection equipment and automating the passenger-
baggage reconciliation process.?’

2.2.9 Conclusion
The Air India bombing demonstrated the inadequacy of the anti-sabotage

measures in place at the time. This led to a transformation of the Canadian
and international civil aviation security regimes. Annex 17 to the Chicago

258  Exhibit P-157, p. 85 of 135.
9 Exhibit P-157, pp. 85-86 of 135.
0 Exhibit P-157, p. 86 of 135.
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Convention was completely revised to better address the threat of sabotage,
and the Canadian regime was overhauled, with changes to its regulations, an
improved system of inspection and enforcement, a clarification of roles and
responsibilities,and enhancements to screening technologies. Transport Canada
was alsoinstrumental in securing important changes at the international level, in
particular the adoption of passenger-baggage reconciliation as an international
standard.

The international and domestic responses to the bombing were impressive in
many ways, but also sometimes flawed. Although Annex 17 required passenger-
baggage reconciliation through the adoption of Standard 5.1.4, this standard
was imperfect. The new standard did not address an extraneous bag infiltrating
the system — the situation that Air India faced in June 1985. As well, the wording
of the Standard was unclear, leading some in the civil aviation community to
argue that security controls were not required following the discovery of an
unaccompanied bag if some type of screening of the bag for prohibited items
had been conducted beforehand.

The immediate emergency response in Canada was also deficient, with
continued reliance on X-ray technology that was known to be ineffective for
detecting explosives. It would be more than a decade before the technology
was adequate for this purpose. The deployment of additional X-ray machines at
the time was not an adequate substitute for passenger-baggage reconciliation
(admittedly, however, reconciliation was not available for across-the-board
application until some months after the bombing). Cosmetic measures might
provide a false sense of security and waste precious resources.

The international and Canadian responses were also incomplete. They failed to
adequately address other weaknesses revealed by the bombing - specifically,
air cargo security and access control at airports. Improved technology to
facilitate full hold bag screening was also recognized by many as an important
goal.To its credit, the Government of Canada recognized that a limited response
was insufficient, and that a holistic review of deficiencies in security was
required. In the resulting Seaborn Report, the Government received a guide to
comprehensive change, but failed to implement many recommendations.

Support for more systemic improvements was lacking at the international
level and there was inadequate follow-through domestically. Enhancements
to passenger and baggage security became the primary focus, but even these
were not fully addressed. It was only following the bombing of Pan Am Flight
103 (whose method of sabotage paralleled that of the Air India bombing) and
September 11, 2001, that more comprehensive, multi-layered solutions to the
threat of sabotage began to be implemented.

Because of persistent vulnerabilities in the system following the loss of Air India
Flight 182, passenger security continued to be deficient. Bombs could still be
introduced by means other than passengers and baggage. More than 20 years
later, the 2007 report by the CATSA Advisory Panel noted that many deficiencies
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first highlighted in the Seaborn Report remained. While the importance of
passenger-baggage reconciliation must not be diminished, the Air India
bombing revealed more than just the danger of unaccompanied, infiltrated
bags. The bombing exposed other widespread deficiencies in procedures for
preventing sabotage. Comprehensive action to improve civil aviation security
is long overdue.

2.3 Failure to Learn: The Bombing of Pan Am Flight 103

Had the rules which emanated from the Air India bombing
been applied in 1988, Lockerbie would never have
happened.??

Thehistory of civil aviation security shows repeated failures to learn from the past.
Some aviation experts, including Rodney Wallis, a former Director of Security
at the International Air Transport Association whose words are quoted above,
believe that this deafness to what history might teach has seldom been more
apparent than in the 1988 bombing of Pan American World Airlines (Pan Am)
Flight 103 over Lockerbie, Scotland. The acts that led to the bombing emulated
precisely those which led to the destruction of Air India Flight 182 three years
earlier. An unaccompanied suitcase concealing a bomb was interlined to Pan
Am Flight 103 from a different carrier.?®* Pan Am did not detect the bomb.
Yet this method of sabotage was well understood because of the experience
gained from the Air India disaster, and international standards had recognized
passenger-baggage reconciliation as the incontrovertible solution.?®* Still,
terrorists launched a successful attack on Flight 103 that killed 270 people.?*
The United States Commission on Aviation Security and Terrorism (US
Commission), established in August 1989, concluded that the bombing of Flight
103 was preventable:

Stricter baggage reconciliation procedures could have stopped
any unaccompanied checked bags from boarding the flight at
Frankfurt.26¢

Like Air India, Pan Am did not use passenger-baggage reconciliation as a
security measure. Unlike Air India, Pan Am had been required to do so by US
federal regulation — a measure introduced as a direct result of the Air India
bombing.*’ In testimony before the Commission, Wallis recounted how
Pan Am, in a bid to cut costs, unilaterally discarded compulsory passenger-
baggage reconciliation. In its place, Pan Am screened interlined baggage for

262 Testimony of Rodney Wallis, vol. 35, May 29, 2007, p. 4210.
263 Exhibit P-166, pp. 2-3.

264 Wallis, Lockerbie, pp. 11-12.

265 Wallis, Lockerbie, p. 1.

266 Wallis, Lockerbie, p. 46.

267 Exhibit P-166, p. 3.
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explosives using X-ray technology that it knew to be ineffective.?®® Air India had
made similar decisions in 1985. In both cases, the decision not to implement
passenger-baggage reconciliation was symptomatic of broader deficiencies in
the security regime. These included insufficient regulatory oversight, a failure
of shared responsibility, a misplaced reliance on ineffective technology and an
inappropriate balancing of efficiency and security concerns.

The failure to appreciate the lessons of Air India was all the more significant
because the Air India disaster was a watershed in the history of aviation
security.?® It was the worst aviation terrorism incident the world had seen, and
remained so until the events of September 11, 2001.2° The bombing of Flight
182 signalled the urgent need for a shift in focus from preventing hijacking
to preventing sabotage,?' and was the driving force behind one of the most
extensive reforms of the international regulatory regime for civil aviation. The
result was a more stringent Annex 17 to the Convention on International Civil
Aviation (“Chicago Convention”), which better addressed the security threats
facing civil aviation.?2

The loss of Air India Flight 182 ought to have brought complacency about the
threat of sabotage to an end.?2 However, Wallis suggested that it was “a fact of
life” to tend to attach more significance to incidents that were seen to affect“the
Anglo-Saxon world,” rather than people from a different heritage.?’* As Peter St.
John, a retired professor of international relations with expertise in air terrorism
and extensive knowledge of the bombing of Air India Flight 182, observed,”...
there was a popular conception in Canada that somehow the Canadians of
Indian origin on board Air India 182 were Indian citizens from India, and that it
wasn’t our crisis and it wasn’t our problem.’27s

2.3.1 Failure to Address the Known Threat of a Bomb in Interlined,
Unaccompanied Baggage

Pan Am Flight 103 was a service from Frankfurt to New York, with a transit stop
in London. On December 21, 1988, not long after departing London’s Heathrow
Airport for New York, a bomb detonated aboard the Boeing 747, named Maid of
the Seas, just as it had reached 31,000 feet above the small town of Lockerbie,
Scotland.?”sThe aircraft shattered andits remains”...rained death and destruction
on the town of Lockerbie."?7 All 259 passengers and crew on board were killed,
along with 11 local residents who died when debris fell to the ground?78

268 Testimony of Rodney Wallis, vol. 37, May 31, 2007, pp. 4516-4517.
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The modus operandi was identical to that used to destroy Air India Flight 182.27°
Both Air India and Pan Am had been operating under an elevated level of threat
from sabotage As with Air India Flight 182, the bomb that destroyed Pan Am
Flight 103 began its journey at an outlying airport from which Pan Am did not
operate. The idea was to gain access to the intended aircraft by initially sending
the bomb in an interlined, unaccompanied suitcase on the connecting flight
of another air carrier — one that was not operating under an elevated level of
threat?

The means to attack the Maid of the Seas were readily available,
and the methodology was a tried and familiar one, proven
effective by earlier terrorist groups. In so many ways the loss
of the Maid of the Seas paralleled the destruction of Air India’s
Kanishka in 1985. In both, an unaccompanied suitcase carrying
an improvised explosive device concealed in a cassette

radio had been infiltrated into the airline industry’s interline
baggage system. An airport, off-line to the targeted carrier’s
route network, had been selected for this purpose. The device
was first flown on a feeder service from that airport to another,
where it was transferred to the intended aircraft.2s

The similarities between the two incidents warrant a detailed description. In
1985, a passenger appeared at the Canadian Pacific Air (CP Air) ticket counter at
Vancouver Airport and checked in a suitcase that contained a bomb. The suitcase
was loaded onto a CP Airflight destined for Toronto. At the passenger’sinsistence,
the suitcase was labelled with an interline tag for onward carriage on Air India
Flight 181 in Toronto (the flight number changed to 182 during a transit stop in
Montreal).283 An interline tag was placed on the bag in contravention of CP Air’s
standard security procedures,?* since the passenger did not have a reservation
for the subsequent leg of the journey. Once in Toronto, the unaccompanied bag
was delivered to the airport’s baggage makeup area where it was interlined to
the Air India aircraft.2s>

With Pan Am Flight 103, the bomb was initially placed aboard an Air Malta
aircraft in Malta as a result of a breach in airside security. The perpetrator was

279 Exhibit P-166, p. 2.

280 Wallis, Combating Air Terrorism, p. 27; see also Exhibit P-157, p. 49 of 135.
281 Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4516.
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a former chief of security with Libyan Arab Airlines2¢ whose links to the airline
gave him access to the baggage makeup area and, ultimately, to baggage
tags. The suitcase concealing the bomb had not gone through normal check-
in procedures. It was simply labelled with an interline tag, loaded onto the Air
Malta flight and interlined to Pan Am in Frankfurt. Like the situation leading
to the bombing of Air India Flight 182, the bag was not accompanied by a
corresponding passenger on any segment of its journey2” Though some of the
finer points of the Pan Am and Air India bombings differed, there were many
core similarities:

...Introduce your bomb bag at an airport, off-line to the major
carrier so that guards are down. The bag slips into the interline
system and the interline system carried it onto the target
aircraft. So they are identical situations2e

By 1988, this modus operandi for committing sabotage against aircraft was
well known. The loss of Flight 182 in 1985 had sparked an immediate flurry
of activity within the international civil aviation community,? which realized
that its security regime had been insufficient against sabotage.? The result
was a complete revision of Annex 17 to the Chicago Convention.' The revision
established passenger-baggage reconciliation as an international standard.?*
Passenger-baggage reconciliation sought to prevent unauthorized bags,
possibly containing bombs, from being placed on aircraft by matching checked
baggage with passengers on board.»s Before the bombing of Flight 182,
reconciliation procedures had been used on an ad hoc basis during periods of
high threat,®* but were not a requirement of most aviation security regimes.2
Several international and Canadian reviews of the Air India disaster concluded
that passenger-baggage reconciliation was the one measure that, on its own,
could have prevented the bombing.»¢

Although Pan Am and Air India were both operating under an elevated level of
threat, neither airline was using passenger-baggage reconciliation around the
time of the sabotage against their aircraft. Unlike the situation with Air India in

286 e was also an intelligence officer of the Libyan government. In 2001, he was found guilty of murder
in the bombing of Pan Am Flight 103 and was sentenced to 27 years in prison: Wallis, Combating
Air Terrorism, p. 38.
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291 Annex 17 isthe treaty that governs matters of international civil aviation security. See Exhibit P-153,
the 1986 revised edition of Annex 17 which resulted from the bombing of Air India Flight 182.

292 Testimony of Moses Aléman, vol. 35, May 29, 2007, pp. 4217-4218.
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1985, Pan Am was required by law to do passenger-baggage reconciliation for
Flight 103.%” Even before the international reconciliation standard took effect,
the US Federal Aviation Administration (FAA)**® required reconciliation by all
US airlines operating out of airports designated as “extraordinary risk.” Starting
in November 1985, the FAA rule required all checked baggage to be matched
with passengers on board the aircraft. Any unaccompanied baggage was to be
physically inspected or else removed from the flight.?* Rodney Wallis praised
the FAA rule, claiming that it should have provided “foolproof protection
against the infiltrated, unaccompanied bag.”*® Indeed, in October 1988, before
the loss of Flight 103, Dr. Assad Kotaite, then President of the International Civil
Aviation Organization (ICAO) Council, hailed reconciliation as “the cornerstone
of aviation’s defense against the saboteur.”*!

The measures implemented after the Air India disaster sought to prevent
similar sabotage.’? By late 1988, the FAA had designated all airports in Europe
as extraordinary risk.3®® Because of this, Flight 103 was required to conduct
passenger-baggage reconciliation.

Both Air India Flight 182 and Pan Am Flight 103 were scheduled to make one
transit stop before their transatlantic crossings.?** Flight 103 did more than
simply make a transit stop at Heathrow Airport in London. A change of aircraft
took place. A Boeing 727 had flown from Frankfurt to London, where a larger
jet, a Boeing 747, was waiting to take both Frankfurt- and London-originating
passengers on to New York. The two aircraft were parked beside each other,
and baggage from the 727 aircraft was placed in a container to be loaded
aboard the 747.This presented a further opportunity to do passenger-baggage
reconciliation.

Besides the FAA rule, the United Kingdom Department of Transport required all
flights leaving the country to reconcile bags with passengers:

This rule had been in place prior to 1985 when the [UK
Department of Transport] had emphasized the potential
danger arising from interline baggage. In Frankfurt the FAA
had mandated U.S. airlines to apply positive passenger/
baggage matching procedures; with the same rule applying
at Heathrow, the opportunity existed there to identify and
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remove or physically search any unaccompanied bags. Because
that did not happen, what should have been a foolproof
system was defeated.3®

Air India Flight 182 missed one opportunity to match baggage with passengers.
Pan Am Flight 103 missed two.3%

As mentioned earlier, the US Commission described the bombing of Flight 103
as “preventable.*%” By late 1988, Flight 103 was operating under a heightened
level of threat of sabotage, since the FAA had designated all European airports
as extraordinary risk for US air carriers. In addition, Pan Am was aware that
Flight 103 was a specific target.>® Two months before the bombing, the airline
was informed about the discovery of a terrorist ring in Germany that had been
manufacturing bombs containing Semtex plastic explosives for detonation
on board aircraft. At least two bombs, hidden in Toshiba cassette radios, were
known to be in circulation.?®® On December 5, 1988, the US Embassy in Helsinki
received an anonymous telephone call warning of the bombing of a Pan Am
aircraft operating between Frankfurt and the US “within the next two weeks.?'°
Both Finnish and US authorities concluded at the time that the call was a hoax.?"
Nonetheless, when the warning was received, the FAA shared the details of the
threat with Pan Am and other US airlines.'?

In summary, according to Wallis, Pan Am management in Frankfurt, in breach
of US federal regulations, and despite the elevated threat of sabotage, decided
to discontinue its reconciliation practices because of concerns about the cost
of matching interlined baggage with passengers3' In its place, the airline
opted to scan interlined baggage for explosives using less expensive X-ray
technology.3™

Pan Am set up a subsidiary company in Frankfurt, Alert Management, to carry
out its security operations, and bought new X-ray machines to conduct checked
baggage screening. Wallis wrote that the airline concluded that this measure
absolved it of the need to match interlined passengers with their baggage.”®

By 1988, it was well known that X-ray technology was unreliable in detecting
explosive devices in checked baggage.?'® In 1986, the Indian inquiry established
to investigate the bombing of Air India Flight 182 (Kirpal Commission)
concluded:
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All checked-in baggage, whether it has been screened by X-ray
machine or not, should be personally matched and identified
with the passengers boarding an aircraft. Any baggage which
is not so identified should be off-loaded. This is advisable as
examination of the baggage with the help of an X-ray machine
has its own limitations and is not fool proof. Some explosives
hidden in Radios, Cameras etc. may not be readily detected by
such a machine. In fact an explosive not placed in a metallic
container will not be detectable by an X-ray machine. Similarly,
a plastic explosive can be given an innocuous shape or form so
as to avoid detection by an X-ray. Reliance on an X-ray machine
alone may in fact provide a false sense of security.>"”

As in 1985, the X-ray equipment used in 1988 was of limited value. It provided
only black and white images and required skilled operators.3'® Wallis wrote
that the operator on duty for Pan Am on December 21, 1988, had received no
training on the equipment, had not been provided with the machine’s operating
manual, and had not been tested on his ability to interpretimages on the screen.
Earlier in the year he had been employed as a cleaner for Pan Am. He had poor
eyesight and used his glasses only when he wanted to see detail more clearly.
Like all screening staff working for Alert Management, he had not been made
aware of the Toshiba cassette radio bomb warning and had received no special
instruction on bomb identification.3"

Wallis stated that Pan Am was, moreover, informed that the bombs recently
discovered in Germany would be difficult, if not impossible, to detect by X-ray.
Tests conducted at the time demonstrated that the equipment was unable to
detect the plastic explosives contained within the cassette radio bombs found
by police3°:

By August 1988, knowledge that terrorists had improved
technology for the construction of improvised explosive
devices (IEDs) designed for use against aircraft was becoming
available. Modifications in the manufacture of these

bombs [were] coupled with changes in the method of their
concealment. It had become obvious that detailed baggage
search techniques would be necessary to detect the devices,
since X-ray examination was known to be inadequate for the
purpose. Nor was the average screening operator considered
up to the task of identifying the high-tech detonation
mechanisms now available to the terrorists. The FAA
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requirement for all baggage to be matched with passengers
took on even greater importance.?'

Wallis concluded that, despite its knowledge about the lack of utility of X-ray
equipment in the current threat situation, Pan Am did not revert to passenger-
baggage matching.3?? It chose to use X-ray equipment as its sole security control
for interlined baggage 3

Following the bombing, a Scottish Fatal Accident Inquiry confirmed that
the improvised explosive device consisted of Semtex-type plastic explosive
concealed in a Toshiba cassette radio carried in a suitcase.3** The inquiry also
concluded that “..limitations of X-ray screening as a means of detecting plastic
explosives contained in electronic equipment were generally recognized” by
December 1988,** and that reliance by Pan Am on X-ray screening alone for
interlined baggage in London and Frankfurt was a “defect” which contributed
to the deaths.3?¢

The US Commission established in 1989 also concluded that the bombing of
Flight 103 was preventable:

Stricter baggage reconciliation procedures could have stopped
any unaccompanied checked bags from boarding the flight at
Frankfurt.3?

Echoing the words of the ICAO Council President two months before the
bombing, the report called passenger-baggage reconciliation “...the bedrock
of any heightened civil air security system.”3?¢

2.3.2 AirIndia and Pan Am: Parallel Systemic Failures

The need for passenger-baggage reconciliation as a primary security defence
against in-flight bombings was one of the key lessons of the loss of Air India
Flight 182, but a narrow focus on this ignores other security weaknesses. In
1985, the failure of Air India to institute this measure, and of the Government of
Canada to require it, was symptomatic of major systemic security deficiencies in
aviation which, in combination, created an environment vulnerable to sabotage.
These deficiencies have been the subject of much of the Commission’s focus
during its review of aviation security.
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The US Commission’s report was critical of both Pan Am and the FAA. It stated
that Pan Am’s apparent security lapses and the FAA's failure to enforce its own
regulations followed a pattern that had existed for months before the bombing
and that continued for nine months after.3?° Although the FAA was instrumental
in helping ICAO develop new rules after the bombing of Flight 182, the FAA did
not effectively monitor their implementation. Despite audits of Pan Am security
operations at Frankfurt,° the FAA was unaware that Pan Am had stopped
matching passengers with baggage at Frankfurt and Heathrow airports.®*' Pan
Am was also never cited for other breaches of the federal security program.
In October 1988, the FAA inspector responsible for overseeing civil aviation
security measures in Frankfurt recorded several failures by the airline, including
the absence of any identifiable tracking system for interline baggage. He made
recommendations to overcome these shortcomings, but did not cite the airline
for violating FAA baggage security requirements. Instead, the inspector’s report
concluded that the minimum FAA requirements were being met.3*

The Scottish Fatal AccidentInquiry also concluded that the direction and circulars
provided to airlines by the UK Department of Transport“...afforded insufficient
protection against the possibility that an undetected unaccompanied bag
would be transferred”3* from the Frankfurt feeder flight to the Boeing 747 at
Heathrow. Wallis remarked on the significance of this finding:

Many government civil aviation officials around the world
have been apt to issue directives with little or no effort being
made to ensure their terms are understood. Monitoring
implementation of the regulations is nonexistent. Often the
rules are put together by civil servants who have no practical
experience of airline or airport operations and are developed
without consultation with aviation operations executives.
[The Scottish Inquiry’s] comments might bring home to
government authorities the need to understand the operation
and the conditions under which regulations have to be
applied before drying the ink on a new set of administrative
requirements.>*

While effective oversight by government is crucial for ensuring a properly
functioning regime, security is a shared responsibility.®** Itis an integrated system
that involves government departments and agencies, as well as private sector
and non-profit entities.>*¢ All stakeholders are obligated to respect the rules that
apply to them, and must faithfully discharge their responsibilities. Anything less
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than this destroys the value of a legislated regime. Any weakness gives terrorists
the chance to exploit the system - a danger clearly demonstrated in the Pan
Am bombing. US airlines at the time generally did not favour requiring positive
passenger-baggage matching,**” despite knowing the threat of bombs being
placed in unaccompanied baggage. Some airlines were granted permission
to use X-rays in place of reconciliation procedures at airports that were not
designated as “extraordinary risk.” Frankfurt airport, however, was designated as
extraordinary risk.>*

Air carriers play a vital role in ensuring passenger protection. Not only must they
adhere strictly to the regime under which they are operating but“...regardless
of rules laid down by governments, the carriers themselves need to ensure that
their procedures are commensurate with the prevailing threats and risks.”**

As noted earlier, the Pan Am station in Frankfurt relied on ineffective technology
toscreen baggagerather than on the established method of baggage-passenger
reconciliation. This was similar to the situation in 1985, when Air India relied on
technology that was known to be ineffective because it was deemed to be more
efficient than the time-consuming and costly passenger-baggage matching
process. Air India took this course of action, despite testing that had revealed
the PD-4 sniffer to be incapable of detecting explosives, and despite knowing of
the limited value of X-ray equipment in explosives detection.?* When the X-ray
machine malfunctioned in Toronto on June 22, 1985, screening officers received
only cursory, on-the-spot training about the PD-4 equipment, which was then
used to check the remaining unscreened baggage.?*'

As early as 1986, an Israeli security consultancy firm had suggested in a report
commissioned by Pan Am that the airline was placing too much reliance on
technology. The report described the airline’s security operations at European
airports as “dangerously lax"%? and criticized the airline’s heavy reliance on
technical equipment. The report noted that, under the current program, Pan
Am was “highly vulnerable to most forms of terrorist attack.” That Pan Am had
not already suffered a major disaster was “merely providential.** The report
attacked the air carrier's management structure, its selection of staff, the lack
of adequate training for security employees and the absence of monitoring
programs.>* The report declared the entire operation not cost-effective, but did
not view an increase in budget as necessary. Rather, all that was required was
proper “authority, management and resolve.”?*
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In the case of Pan Am, the breach in security involved, as noted, a former chief of
security of an airline. He gained access to restricted areas of the airport in Malta,
enabling the baggage containing the bomb to circumvent normal security
procedures altogether. According to Wallis, this“...portrayed the worst possible
scenario facing legitimate governments with respect to attacks against civil
aviation targets, namely direct involvement (rather than coercion) of airline staff
with knowledge of and access to attack aircraft under cover of their legitimate
roles.”**¢ He noted that this was not the first civil aviation security incident of this
nature.3*This highlights theimportance of ensuring adequate security measures
for airside and restricted areas of airports, and the need for international co-
operation to ensure consistent security throughout. A weakness in security in
one location can surreptitiously weaken security at another, whether in the
same country or abroad.

Good security must have multiple, robust layers. It must be based on a proper
understanding of risk — including an in-depth knowledge of past threats and
their current relevance - and it requires the co-operation and collaboration of
many entities in Canada and abroad.

Itis telling that an exact repeat of the Air India bombing could occur in a field -
aviation security — often criticized for“fighting the last war instead of the next.”**
The evidence suggests that neither the last war nor the next have been fully
addressed, leaving unacceptable gaps in security. Indeed, the Commission has
concluded that many of the lessons from 1985 have yet to be incorporated into
the domestic regime.?* While Canada immediately championed passenger-
baggage reconciliation following the Air India disaster,>*® passengers remain
vulnerable to sabotage because bombs can still be introduced onto aircraft by
means other than passengers and their baggage.®'

2.3.3 Responses to the Bombing of Pan Am Flight 103

The bombing of Air India Flight 182 was the deadliest single aviation terrorism
incident to that time, killing even more than the sabotage of Pan Am Flight 103
three years later. However, as the experts who appeared before the Commission
observed, the loss of Pan Am Flight 103 generated a greater sense of collective
urgency on the world stage and more support for systemic change. Emphasis
was placed on the very same issues that had been raised after the loss of Flight
182, such as hold bag screening (HBS) and air cargo security. Many countries,
particularly in Europe, demonstrated a greater commitment to following
through with these initiatives.>** Yet earlier work by ICAO, IATA and the Kirpal
Commission following the Air India disaster had reached the same conclusion
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as the later US and Scottish investigations into the Pan Am bombing - that
passenger-baggage reconciliation was the key security measure for preventing
bombs in baggage from being placed aboard aircraft.’*3

Jim Marriott, Director of Transport Canada’s Aviation Security Regulatory
Review at the time of the Commission hearings, represented Canada on
ICAQ’s Aviation Security Panel of Experts after the bombing of Flight 103. He
participated in similar meetings across Europe for Transport Canada and was
uniquely positioned to observe the response as it unfolded. He described as
“striking” the attention that many governments paid to the need for widespread
enhancements in civil aviation security following the Pan Am tragedy. A series
of action plans were developed, with the UK playing a lead role within ICAO to
promote broad improvements.

By early 1989, the UK government had made eight proposals to ICAO.** Among
them was a proposal dealing with passenger-baggage reconciliation>® a
measure that ought to have been fully addressed in the wake of the Air India
bombing. The adoption of passenger-baggage reconciliation as a mandatory
standard for international flights was foremost among the changes made to
Annex 17 after the loss of Air India Flight 182. Although an initial implementation
date was set for December 19, 1987, the date was changed to April 1989 to
allow Contracting States time to comply. However, states that could implement
the standard sooner were strongly urged to do so. Still, even by the 1990s, only
a few states had begun implementing passenger-baggage reconciliation.?*

A further UK proposal called for full HBS of all checked baggage with explosives-
detecting equipment. The technology available in 1989, like that of 1985, lacked
sophistication. Marriott testified that much of the drive to invest significant
resources in research and development for HBS could be traced to the aftermath
of Pan Am Flight 103,**” although the same need had been identified earlier
following the Air India bombing. Technologies were in development before
1988, but the Pan Am disaster led to an increase in this activity.3*® Marriott
remarked that:

...[T]he task of integrating [hold] baggage screening systems into
airport baggage handling systems was one that received a great deal
of engineering attention.... [T]he events of the Pan Am 103 tragedy
drove a great many governments, the international community, to
focus a great deal more attention on the enhancement of aviation
security across the whole range of theme areas, but [hold] bag
screening certainly was...[a] principal focus....>*°
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Some countries, including the UK, managed to implement 100 per cent HBS
fairly quickly, but many others, including Canada,** did not do so until the ICAO
standard took effect on January 1, 2006.3¢

The UK also aggressively pursued enhancements to air cargo security after
the Pan Am bombing.*®? Following the loss of Air India Flight 182, air cargo
security had been singled out by the international community as a significant
vulnerability.*®* Much like hold baggage, air cargo was becoming an increasingly
easy vehicle for getting bombs aboard passenger aircraft.*** Nonetheless, efforts
to improve security measures for air cargo did not gain widespread support until
1989, after the bombing of Pan Am Flight 103. By 1990, the US and the UK had
joined forces with IATA to promote greater security for air cargo throughout its
supply chain. The concept of the “known shipper”*® (the term was later changed
to “regulated agent”),**® in which a shipper or consolidator would be licensed
by the government after meeting certain security standards, and which was
introduced after the Air India bombing, was finally accepted by ICAO in 1991
for addition to Annex 17.3” The UK moved quickly to implement the measure,
developing regulations by 1993.3% Canada, on the other hand, has only recently
considered measures to strengthen air cargo security in conformity with the
ICAQ principle.>*®

The UN Security Council and General Assembly also weighed in on efforts to
address the failings that led to the destruction of Pan Am Flight 103. In June
1989, recognizing the difficulty in detecting plastic explosives such as those
used in the Pan Am attack, the UN Security Council passed Resolution 635.
The Resolution urged ICAO “..to intensify its work on devising an international
regime for the marking of plastic and sheet explosives for the purpose of
detection.”*”° The UN General Assembly subsequently affirmed this resolution.
In response, ICAO drafted the Convention on the Marking of Plastic Explosives
for the Purpose of Detection (1991). The Convention prohibits the manufacture,
sale or possession of plastic explosives, commonly used in air terrorism, without
specific chemical markings stipulated by the Convention.?”' Chemical markers
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in plastic explosives make it easier for electronic equipment and explosives
detection dogs to identify them. The Convention entered into force in 1998.37

The Pan Am bombing prompted Canada to address even more vigorously several
systemic security issues exposed following the loss of Air India Flight 182. This
included a new emphasis on HBS. Research and development in technology
for screening hold baggage for explosives was expedited, with bilateral and
trilateral agreements involving Canada, the US and the UK. Transport Canada
also accelerated its “foreign offshore security inspection program” to ensure
compliance monitoring and quality control, particularly for passenger-baggage
reconciliation. In general, the inspection program was meant to ensure that
foreign-registered and domestic air carriers departing from foreign airports
were implementing Canadian regulatory requirements.3”3

The US reacted to the Pan Am bombing by working within international
organizations, including ICAQ, to improve aviation security worldwide. It also
worked with certain countries individually to address specific issues or threats,
and examined its own security framework. In May 1990, the US Commission
that reviewed the Pan Am disaster made 64 recommendations, among them
to:
« transfer primary responsibility for aviation security from US air
carriers to the US State Department;

« ensure mandatory criminal record checks for all airport employees;
« conduct mandatory passenger-baggage reconciliation; and

+ create a technical assistance program, through the FAA, to
provide aviation security assistance to countries upon request and
to concentrate efforts wherever the threat was greatest.3*

The CATSA Act Review Advisory Panel (CATSA Advisory Panel), the independent
panel of experts that, as part of its mandate, reviewed aviation security issues
associated with the bombing of Air India Flight 182, reported that many of
the US Commission’s recommendations were not implemented. Ironically, this
failure flowed, at least in part, from industry concerns about the cost of funding
security initiatives and the impact they would have on their operations3” One
influential family member of a victim of the Pan Am bombing later argued that
“...history has proven the aviation industry’s lack of sincerity and willingness to
address safety and security on behalf of their customers.”376
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In his 2001 book, Lockerbie: The Story and the Lessons, Wallis noted that US
aviation security standards were still not optimal then and that passengers
remained vulnerable to the baggage bomber.3”” He contended that it was not
just a “lack of sincerity and willingness” on the part of air carriers, but also that,
despite the best efforts of ICAO, IATA and other international bodies, many
national authorities failed to understand what was required of them. He also laid
blame on the inadequate funding pledged to civil aviation security.3’2 The CATSA
Advisory Panel noted that, even when governments and other organizations
worked together after the Pan Am bombing to improve and standardize security
measures around the world, many measures proposed by ICAO remained either
voluntary or were not adopted by member states37°

Transport Canada officials considered the bombing of Pan Am Flight 103 to be
the second watershed in civil aviation security, with Air India Flight 182 being
the first.3 However, Wallis considered the Pan Am bombing merely to represent
a failure to respond to the lessons of Air India Flight 182.38' The loss of Pan Am
Flight 103 simply demonstrated that the Air India disaster had not resonated
with the international community as a whole.

2.3.4 Failure to Appreciate Significance of Air India Flight 182 Bombing

The bombing of Flight 182 was a seminal moment in the history of civil aviation
security. Within days, emergency meetings were held at IATA and ICAO. Airline
security chiefs and authorities came from around the world to discuss how to
address major security deficiencies.?® The bombing triggered a major overhaul
of international civil aviation security. As well, the Kirpal Commission in India
conducted a thorough investigation of the incident, producing an extensive
reportin 1986.The report made key recommendations directed atICAQ, national
authorities, airlines and airports.38 Had these recommendations been followed,
terrorists might not have succeeded in bombing Pan Am Flight 103 in 1988.

Experts who appeared before the Commission agreed that, although the Air
India bombing was one of the most significant acts of unlawful interference with
civil aviation, it was only the loss of Pan Am Flight 103 that led to more definitive
action on the very same security issues.?® The bombing of Flight 103 resulted in
a significant increase in dialogue internationally about civil aviation security.?
However, the question remains: Why did the earlier Air India bombing not have
greater impact on aviation officials, even when they faced a specific threat of
sabotage?
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The CATSA Advisory Panel suggested that the loss of Flight 103 merely three
years after the Air India bombings had “...resulted in a dramatic loss of public
confidence in civil aviation and further pressured governments into taking
action®¢ However, the Commission heard evidence suggesting that the
different treatment of virtually identical incidents cannot be entirely explained
by this public outrage.

Both Wallis and St. John highlighted the symbolism that the attack against Pan
Am Flight 103, an American flag carrier, created. The Pan Am bombing killed all
of the mostly American passengers and crew.?® It was seen as a calculated act
of aggression against the US.38 Both the fact that it was an American aircraft
and that “enemies in the Middle East” caused the crash, ensured extensive
media coverage, particularly in the US.3# Air India, on the other hand, was the
flag carrier for India. When Flight 182 was destroyed, India, not Canada, was the
target. The bombing of Flight 182 did not create the same sort of imagery as the
Pan Am attack.>®

Shortly after the Pan Am bombing, it was widely believed that the attack
was retaliation for a tragic accident in which an American warship, the USS
Vincennes, mistakenly shot down an Iran Air Airbus “full of pilgrims.”** More
than 200 passengers and crew died after their aircraft was struck by a surface-
to-air missile3?2 Ultimately, however, responsibility for the Pan Am bombing
was attributed to a Libyan, not Iranian, operative. The subsequent imposition of
sanctions on Libya by the US served to maintain the Pan Am bombing as a live
international issue.>

As well, another event overshadowed the Air India bombing for the American
public and the US civil aviation community. This was the seizure of an aircraft
belonging to Trans World Airlines (TWA), an American airline, on June 14, 19853
and the subsequent saga of hostages held in Lebanon. The lessons of the Air
India disaster were overlooked - a profound mistake, according to Wallis:

The importance given by the U.S. carriers to the TWA seizure
was understandable. It was a major national and media event
with daily pictures of the aircraft on the ground at Beirut
being shown on all the front pages and on the television news
bulletins.... With a number of men taken and held hostage in
Beirut, the level of emotion created in the United States was
certain to give precedence of thought in that country to this

386 Exhibit P-157, p. 89 of 135.

387 Exhibit P-157, p. 89 of 135.

388 Testimony of Peter St. John, vol. 37, May 31, 2007, p. 4522; see also Testimony of Rodney Wallis, vol. 37,
May 31, 2007, p. 4526; see also Wallis, Lockerbie, p. 53.

389 Testimony of Rodney Wallis, vol. 37, May 31, 2007, pp. 4525-4526.

390 Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4527.

391 Testimony of Peter St. John, vol. 37, May 31, 2007, pp. 4522-4523.

392 Wallis, Combating Air Terrorism, p. 28.

393 Testimony of Peter St. John, vol. 37, May 31, 2007, pp. 4522-4523.

394 Wallis, Combating Air Terrorism, p. 2.

59



60

Volume Four: Aviation Security

criminal act rather than to the Air India incident. Yet it was a
gargantuan mistake for the Air India disaster to be afforded
only second-level importance by the U.S. airlines. From

the loss of the Kanishka came the most significant change

in international aviation security standards in the 1980s —

the mandatory requirement for passenger and baggage
reconciliation. Failure by Pan Am to implement this procedure
was to claim 270 more lives just three years later.>*s

Wallis speculated that, had US airlines participated more fully in the debates
within IATA that followed the Air India bombing, their attitudes towards
passenger-baggage reconciliation might have been different.’* Passenger and
baggage matching had been recommended by IATA since the summer of 1985.
The Kirpal Commission urged the same measure in its February 1986 report,
particularly for interlined baggage.?”

Wallis also noted that the Pan Am disaster, unlike the bombing of Air India Flight
182, occurred over land. The wreckage was strewn over the town of Lockerbie
and people also died on the ground:“...The hunt for wreckage, for evidence as
to what had happened, the attempt to recover the victims” was all on dry land
and was “played out on television.*? In contrast, Flight 182 crashed into the sea,
and although the hunt for wreckage received media coverage, the extent of the
damage was not as easily visible3

However, it was perhaps the perception that the bombing of Pan Am Flight
103 was an attack on the West, rather than on the East, that lies at the heart
of the issue. As St. John observed in testimony, the downing of an American
airline containing mostly British and American passengers created “..enormous
consternation and international reaction®

Some other civil aviation security incidents give rise to similar inferences. On
November 29, 1987, liquid explosives carried in hand baggage destroyed Korean
Air Flight 858 as it flew over the Andaman Sea, destined for Seoul. All 115 people
on board died. South Korea was the target.®' This was clearly a significant act of
aviation terrorism, but the threat posed by liquid explosives was not addressed
by the international community until 2006, when a terrorist plot was exposed in
the UK to launch simultaneous attacks on several Western air carriers using liquid
and gel explosives. Only then were lasting security measures implemented. A
ban on liquids and gels in carry-on baggage occurred, and limits on the volumes
of liquids and gels are now a feature of pre-board screening (PBS).*?
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No country, air carrier or airport operator can afford to ignore aviation security
incidents, wherever in the world they occur. A threat to one must be understood
as a threat to all.

2.3.5 Conclusion

Security can never be perfect, but there is no excuse for repeating mistakes
when the measures to prevent them are known and available. The bombing of
Air India Flight 182 spurred the civil aviation community to action to prevent
sabotage. The introduction of a regulation requiring passenger-baggage
reconciliation was a known method of preventing a recurrence of this disaster.
Federal regulations in the US required its use. Yet Pan Am did not implement the
measure for its Flight 103.

Perhaps the greater focus on the Pan Am bombing reflected the US-centred
axis of world media. Within the civil aviation security community itself, this
bias should not have carried weight. The lessons from the bombing of Air India
Flight 182 should have been absorbed into the marrow of that community. The
follow-up lesson taught by Pan Am Flight 103 should not have been necessary
before the security gaps already identified after the Air India bombing were
addressed.

The CATSA Advisory Panel noted that, even after the Air India and Pan Am
bombings, the implementation of many measures proposed by ICAO remained
voluntary and that, even when the measures were mandatory, Contracting
States did not always adopt them. Before September 11,2001, few governments
had introduced regulations requiring the screening of all passengers and
hold baggage on all flights. Few countries conducted passenger-baggage
reconciliation, and equipment for detecting plastic explosives at airports was
relatively rare.

Words and pledges of action are not enough. Improved security conceived in
theory is fine, but the practical application is the only thing that will save lives.
Aviation authorities around the world must commit in concert to an unfaltering
focus on effective security. If weaknesses are allowed here and there, terrorists
will simply direct proven methods of sabotage to these points of vulnerability.
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VOLUME FOUR
AVIATION SECURITY

CHAPTER IllI: CIVIL AVIATION SECURITY IN THE PRESENT DAY

3.1 Responses to the Terrorist Attacks of September 11, 2001

On September 11, 2001, four American passenger jets were hijacked in a
coordinated terrorist attack. Two were flown into the twin towers of the World
Trade Center in New York City. The third aircraft struck the Pentagon building in
Arlington, Virginia, while the fourth, possibly destined for an attack on the White
House, crashed into a field southeast of Pittsburgh, Pennsylvania.’

These attacks represented a fundamental change in aviation terrorism. Never
before had aircraft been successfully used as guided missiles in a sophisticated
suicide mission.? Existing measures for aviation security proved ineffective.
Canadian aviation security underwent its most significant change as a result of
these attacks.*

3.1.1 Historical Context

There was a popular misconception that this was the first time terrorists had
orchestrated an incident using multiple aircraft. In fact, the first coordinated
incident involved Dawson’s Field, an abandoned airstrip in the Jordanian
desert, some 30 years earlier. It was organized by Leila Khaled, a prominent
leader within the Popular Front for the Liberation of Palestine (PFLP). The group
planned to hijack three aircraft, representing different countries and departing
from different locations, and then direct them to Dawson’s Field.®

On September 6, 1970,°* members of the group successfully took over a Swissair
Coronadoaircraftand aTrans World Airlines (TWA) 707 and flew them to Dawson'’s
Field. The plan also included an attack on an El Al aircraft, which involved Khaled
herself. She flew from Germany with a fellow PFLP member and they transferred
to the El Al flight in Amsterdam. Two others were to join them on this mission,
but the flight was overbooked and the two were unable to secure seats. Instead,

1 Bob Rae, Lessons to be Learned: The report of the Honourable Bob Rae, Independent Advisor to the Minister
of Public Safety and Emergency Preparedness, on outstanding questions with respect to the bombing of Air
India Flight 182 (Ottawa: Air India Secretariat, 2005), p. 42 [Lessons to be Learned].

Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4532; see also Exhibit P-157, p. 93 of 135.

Exhibit P-157, p. 93 of 135.

Exhibit P-169, p. 16 of 202.

Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4530.

See Appendix A, Chronology: Significant Acts of Unlawful Interference with Civil Aviation.
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they seized a Pan American (Pan Am) Boeing 747 and flew it to Cairo, where the
aircraft was destroyed by explosives following its evacuation.’

Although Khaled and her companion continued with their ElI Al hijacking
plans, they were unsuccessful. Guards on board the El Al flight intervened,
her companion was shot and Khaled was taken into custody in London, the
destination to which the aircraft had been diverted. In immediate response,
other members of the PFLP hijacked a British Overseas Airways Corporation
(BOAC) aircraft, and it joined the other commandeered planes at Dawson’s Field.
About 300 hostages were held in the desert during negotiations for the release
of terrorists detained in several European countries. The terrorists achieved their
objectives and the passengers were released unharmed.

This was a highly successful coordinated terrorist attack? It is generally
considered to represent the birth of modern air terrorism.’

The terrorists in the Dawson’s Field incident wanted to make a political
statement, but they also wanted to emerge alive, unlike those involved in the
events of September 11%.'° The civil aviation community had considered the
possibility of terrorists seizing and exploding aircraft over major world capitals
with the intent of “raining terror from the skies.""" Even so, the “disposable”
terrorist who sacrificed his or her life in the attack was not considered a serious
possibility before 2001.

In 1994, terrorists attempted to explode a hijacked aircraft over Paris, but
authorities foiled the plot.’”> The prospect of planes being flown into critical
infrastructure buildings was raised in the United States as early as 1972. On
November 10, 1972, Southern Airways Flight 49 was seized by three fugitives in
a lengthy hijacking. At one point, the hijackers threatened to crash the aircraft
into an atomic power plant in Oak Ridge, Tennessee.'

7 Testimony of Rodney Wallis, vol. 37, May 31, 2007, pp. 4530-4531; see also Exhibit P-448, pp. 70-71.
8 Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4531.

9 Exhibit P-259: Rodney Wallis, Combating Air Terrorism (New York: Brassey’s, 1993), p. 92 [Wallis,

10 Combating Air Terrorism].

Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4531.

11 Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4532.

12 On December 24, 1994, Air France Flight 8969, bound for Paris from Algiers, was hijacked by the
Algerian terrorist organization Armed Islamic Group (GIA). The four hijackers boarded the aircraft
disguised as Air Algérie security staff. Authorities delayed departure of the aircraft, but were
intimidated into giving the go-ahead when the hijackers killed two of the 227 persons on board. The
French government decided not to allow the aircraft to approach Paris because its consulate in Oran,
Algeria had received an intelligence warning that the hijackers intended to explode the aircraft over
Paris. The flight crew convinced the hijackers that refueling in Marseille was required. After the aircraft
touched down, hours of negotiations ensued, whereupon the terrorists demanded fuel. French police
commandos (GIGN) stormed the aircraft and after a 20-minute gunfight successfully rescued the 161
remaining passengers (some had been released during negotiations) and three flight crew. This
method of air terrorism was discussed among aviation security circles for some time afterwards. See
Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4532; see also Appendix A, Chronology: Significant
Acts of Unlawful Interference with Civil Aviation.

See Appendix A, Chronology: Significant Acts of Unlawful Interference with Civil Aviation.
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Successful suicidal hijackers were also not completely unheard of before the
September 11" attacks. On December 10, 1987, a disgruntled former US Air
employee hijacked a US Air aircraft. He shot the pilot, sending the aircraftinto a
dive and crash that left no survivors among the 43 people on board.’ Suicide-
for-insurance schemes were a feature of aviation sabotage in the 1950s and 60s."
These incidents, however, involved “the fringe element”'® — suicidal individuals
with isolated agendas — whose behaviour was random and very different from
that of “...a group of people planning and carrying out a mass attack.”’” Aviation
security measures should of course be designed to protect against both suicidal
individuals and those intent on carrying out a mass attack.

3.1.2 International Response

The international civil aviation community reacted swiftly to the events of
September 11™. In the following months, the International Civil Aviation
Organization (ICAQO) passed several resolutions strongly condemning the use of
aircraft as weapons of mass destruction.' It also called upon aviation security
specialists to bring focus to what some described as the “new post-9/11 threat
level"® An urgent review of Annex 17 to the Convention on International Civil
Aviation (“Chicago Convention”) began. Annex 17 set out the basis for the ICAO
civil aviation security program.The review led to the tenth amendment to Annex
17. Amendment 10 was a major revision,? introducing many new standards
to strengthen security overall and to respond directly to the September 11t
attacks.”’

In the autumn of 2002, ICAO introduced a mandatory program for auditing
state compliance with Annex 17 standards known as the Universal Security
Audit Program (USAP).22 Annex 17 was further amended by Amendment 11
in April 2006. Amendment 11 clarified the wording of some provisions and
significantly raised the standards for screening passengers, baggage and cargo.
This amendment is the most current security standard for safeguarding civil
aviation.”

14 wallis, Combating Air Terrorism, pp. 2-3; see also Appendix A, Chronology: Significant Acts of Unlawful
Interference with Civil Aviation.

5 on July 25, 1957, an explosion occurred on Western Air Lines Flight 39 while it was mid-air over the
Mojave Desert in Southern California. In what was believed to be a suicide-for-insurance scheme, a
retired jeweller had set off dynamite explosives in the lavatory shortly after the flight had taken off.
The perpetrator died in the incident, but all others aboard were uninjured. A murder-for-insurance
scheme had occurred in Canada several years earlier. On September 9, 1949, near Sault Au Cochon,
Quebec, a bomb exploded in a forward baggage compartment of a Quebec Airways (Canadian Pacific)
DC-3, killing 23 people. Albert Guay and two accomplices (the bomb maker and the person who
delivered the package containing the bomb to the plane) were tried, convicted and executed. Guay'’s
wife, who died in the incident, had been insured, with Guay as the beneficiary. See Exhibit P-448, p. 95;
see also Appendix A, Chronology: Significant Acts of Unlawful Interference with Civil Aviation.

16 Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4534.

17" Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4534.

18 Exhibit P-157, p. 93 of 135.

19 Testimony of Jim Marriott, vol. 39, June 4, 2007, p. 4706.

20 Testimony of Jim Marriott, vol. 39, June 4, 2007, p. 4707.

21 Exhibit P-1 57, p. 93 of 135; see also Exhibit P-180.

22 Testimony of Jim Marriott, vol. 39, June 4, 2007, p. 4709.

23 Exhibit P-157, p. 94 of 135.
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3.1.2.1 International Civil Aviation Organization: Annex 17 Amendments

Amendment 10 to Annex 17 was developed by the Aviation Security Panel
(AVSEC Panel) of ICAO, which met in the autumn of 2001. The Panel was created
after the Air India bombing.?* This group of international civil aviation security
experts provides advice to ICAO on the development of Annex 17 standards
and recommendations. As it did after the Air India bombing, the AVSEC Panel
undertook a comprehensive revision of Annex 17 in 2001.2> Amendment
10, or the Seventh Edition, to Annex 17 was adopted in December 2001 and
became effective in April 2002.% It introduced many new standards to enhance
security, both on the ground and in aircraft, including a requirement to ensure
the prevention of unauthorized access to the cockpit,? a direct response to
the attacks of September 11%.2 Other new provisions relating to domestic
operations were described by one commentator as”“...an unprecedented reach
by an international organization into domestic law...accomplished through the
exercise of the organization’s quasi-legislative authority to amend the Chicago
Convention.”?® Provisions dealt with:

- international co-operation regarding threat information;

+ the National Aviation Security Committee;

« the appropriate authority;

+ quality control;

+ access control;

« screening of passengers, carry-on baggage and hold baggage;
« in-flight security personnel;

+ code-sharing and collaborative arrangements;

« human factors in civil aviation security; and

« management of responses to acts of unlawful interference.*

In April 2006, Annex 17 was again revised. Amendment 11 set out the current
security standards for civil aviation. The amendment clarified the wording of
existing standards and included significant improvements to the requirements
for passenger, baggage and cargo screening. For example, Standard 4.5.3
strengthened previous provisionsimplemented by ICAOQ in 1989%' for passenger-
baggage reconciliation. Standard 4.5.3 reads as follows:

24 |1 the immediate aftermath of the Air India and Narita Airport bombings, ICAO convened an ad hoc

group of security specialists to review Annex 17. It later became a permanent group and was renamed
the AVSEC Panel. See Testimony of Moses Aléman, vol. 35, May 29, 2007, p. 4217.

25 Testimony of Jim Marriott, vol. 39, June 4, 2007, p. 4707.

26 Exhibit P-157, p. 93 of 135; see also Exhibit P-180.

27 Exhibit P-157, p. 93 of 135.

28 Testimony of Jim Marriott, vol. 39, June 4, 2007, p. 4708.

29 see Exhibit P-1 57, p. 93 of 135, quoting from Paul Dempsey, Aviation Security: The Role of Law in The War
Against Terrorism, Columbia Journal of Transnational Law, 2006, p. 689.

30 Exhibit P-180, p. viii; see also Exhibit P-157, p. 93 of 135.

31 Exhibit P-157, p. 94 of 135.
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Each Contracting State shall ensure that commercial air
transport operators do not transport the baggage of
passengers who are not on board the aircraft unless that
baggage is identified as unaccompanied and subjected to
additional screening.??

Hold bag screening (HBS) was addressed in Standard 4.5.5, which required each
Contracting State to ensure that:

...commercial air transport operators transport only items

of hold baggage which have been individually identified as
accompanied or unaccompanied, screened to the appropriate
standard and accepted for carriage on that flight by the air
carrier. All such baggage should be recorded as meeting these
criteria and authorized for carriage on that flight.*

Amendment 11 also required security controls for cargo and mail before they
were loaded onto commercial aircraft.3* New requirements about screening
personnel were established, including security clearance procedures,
performance standards, certification and recertification, periodic audits, tests,
surveys and inspections, and the authority to require remedial actions.®

Amendment 11 required ICAO Contracting States to have in place restricted area
clearance systems for authorized personnel, checkpoints to verify their identity
on entry to restricted areas and random screening of persons and identification
of vehicles entering restricted areas. The relative proportion of these measures
was to be based on a risk assessment carried out by the appropriate national
authority.*Inaddition, Amendment 11 enhanced the security provisions of other
Annexes to the Chicago Convention, such as the recommended use of biometric
data, including face recognition, iris scans and fingerprints in machine-readable
travel documents,*” as well as aircraft and airport perimeter security.?®

In-flight security measures were addressed in Standard 4.7. These included the
handling of disruptive passengers and the provision of armed “in-flight security
officers,” or air marshals.

In response to the 2006 plot in the UK to bomb several US- and Canada-bound
aircraftby using liquid or gel explosives, ICAO expanded its list of items prohibited
on aircraft to include liquid, gel and aerosol products. ICAO pledged to deal

32 Exhibit P-157, p. 94 of 135.

33 Exhibit P-157, p. 94 of 135.

34 Exhibit P-157, p. 94 of 135.

35 Exhibit P-157, p. 94 of 135.

36 Exhibit P-1 57, p. 94 of 135; see also Exhibit P-181, p. 4-1,s. 4.2.

37 Exhibit P-157, p. 95 of 135.

38 see Extracts from Annex 9 - Facilitation and Extracts from Annex 14 — Aerodromes, Exhibit P-181, pp.

ATT-4, ATT-10; see also Exhibit P-157, p. 95 of 135.
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“proactively” with this and other threats that might emerge. It also promised
to focus on enhanced airside security, including screening airport workers, and
cargo, catering and hold baggage security, as well as the possible introduction
of other security measures, such as behavioural pattern recognition.*

According to the CATSA Act Review Advisory Panel (CATSA Advisory Panel), an
independent panel of experts, the two amendments to Annex 17 that were
adopted after September 11t reflected the lessons learned from events such
as the Air India and Pan Am bombings and the attacks of September 11t. ICAO
continues to review and update Annex 17 to address the changing aviation
security environment.*

3.1.2.2 International Civil Aviation Organization: Universal Security Audit
Program

In February 2002, ICAO convened a high-level ministerial conference on aviation
security to develop a plan for continued security enhancements. Among the
most significant initiatives was the Universal Security Audit Program (USAP).*!
Although the concept of such a program had been discussed at a ministerial-
level meeting of ICAO in 1989, the idea did not gain sufficient political support.
Issues of national sovereignty hindered progress.*? It was not until 13 years
later, after the 9/11 attacks, that the 33 Assembly of ICAO “...reached the
same conclusion as the earlier meeting of ministers.”** Following the high-level
ministerial conference in 2002, Canada was invited to participate in a working
group to develop the audit program.* Transport Canada’s Director of Security,
Jean Barrette, participated. The audit program was launched in the autumn of
2002.%

Administered by ICAO, the USAP is an international program for assessing state
compliance with Annex 17 standards* through “regular, mandatory, systematic
and harmonized audits."”” Under the program, a team of auditors is sent to a
state after advance notice from ICAO.*® The team evaluates national aviation
security at the government level, studying the country’s regulatory structure,
including legislation and regulations that pertain to aviation security, to assess
the structure’s comprehensiveness and sustainability.” On a sample basis,* the

39 Exhibit P-157, p. 95 of 135.

40 Exhibit P-157, p. 95 of 135.

41 Testimony of Jim Marriott, vol. 39, June 4, 2007, p. 4709.

42 Exhibit P-261: Rodney Wallis, How Safe Are Our Skies? Assessing the Airlines’ Response to Terrorism
(Westport, Conn.: Praeger Publishers, 2003), p. 72 [Wallis, How Safe Are Our Skies?.

43 Wallis, How Safe Are Our Skies?, p.72.

44 Testimony of Jean Barrette, vol. 39, June 4, 2007, pp. 4714-4715.

45 Testimony of Jim Marriott, vol. 39, June 4, 2007, p. 4709.

46 Testimony of Jim Marriott, vol. 39, June 4, 2007, p. 4709.

47 Exhibit P-157, p. 93 of 135.

48 Advance notice usually consists of a few months. See Testimony of Jim Marriott, vol. 39, June 4, 2007, p.
4724,

49 Testimony of Jim Marriott, vol. 39, June 4, 2007, p. 4734.

50 \wallis, How Safe Are Our Skies?, p.72.
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team also examines security and policing of airports and airlines.”” The audit
identifies and helps correct deficiencies in the implementation of Annex 17
security standards and recommendations.>> An ICAO manual outlines the audit
process and includes a code of ethics. The manual describes the items to be
audited, the method for conducting the audit, the process for state notification,
and pre- and post-audit briefings. It also covers the selection, training and
certification of auditors.The manualis available to all Contracting State members
of ICAO.>

The USAP exemplifies collaborative action by ICAO members. This is both its
strength and its weakness.

Audit teams are selected by ICAO from a pool of auditors nominated by member
states.Typically, these auditors are drawn from national aviation or transportation
security administrations. They are public servants with experience in aviation
security.>* Auditors who participate in the USAP are trained further and certified
by ICAQ.>® Canada contributes regularly to ICAO’s pool of auditors. Canadian
participants who are ICAO-trained and certified may work under the auspices
of the USAP around the world.>

A USAP audit of Canada took place in May 2005. According to the agreements
signed between ICAO and audited states, USAP findings and recommendations
cannot be made public.’’ The USAP audit report of Canada therefore remains
confidential. Nevertheless, at least three independent national reviews of
Canada’s aviation security, both before and after the USAP audit, identified
significant and ongoing deficiencies. The reports include The Myth of Security
at Canada’s Airports,*® published in January 2003 by the Standing Senate
Committee on National Security and Defence (Senate Committee); Flight Plan:
Managing the Risks in Aviation Security,>® issued in 2006 by the CATSA Advisory
Panel; and the Canadian Security Guide Book,®® an update on airport security
released by the Senate Committee in 2007.

The Commission finds that deficiencies in security still have not been addressed
sufficiently. Problems that remain include those relating to air cargo security,
non-passenger screening and access to airside and restricted areas of airports,
as well as Fixed Base Operations (FBOs) and the General Aviation (GA) sector.®'

51 Testimony of Jim Marriott, vol. 39, June 4, 2007, p. 4734.

52 Exhibit P-157, p. 93 of 135.

53 Testimony of Jean Barrette, vol. 39, June 4, 2007, p. 4716. As of April 2009, there were 190 Contracting
States of ICAO.

54 Testimony of Jim Marriott, vol. 39, June 4, 2007, pp. 4710-4711.

55 Testimony of Jim Marriott, vol. 39, June 4, 2007, p. 4712.

56 Testimony of Jim Marriott, vol. 39, June 4, 2007, p. 4710.

57 Testimony of Jim Marriott, vol. 39, June 4, 2007, p. 4714.

58 Exhibit P-171, pp. 41-42, 47-96 of 256.

59 Exhibit P-169; see, in particular, pp. 52-56, 57-59, 67-69 of 202.

60 Exhibit P-1 72; see, in particular, pp. 11-44, 65-74 of 155.

61 See Sections 8.1, 8.2 and 8.3 for further elaboration regarding these deficiencies.
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The secretive nature of the USAP audit, in which results are shared only with the
state,®? raises some concerns, particularly because problems that were raised by
others before the audit seemed to persist even after the audit. Rodney Wallis,
an international aviation security expert and former Director of Security for the
International Air Transport Association (IATA), noted:

..[Iltis an interesting situation, because if we are looking

at [the audit] in ignorance and we note that the audit team
came, do we assume that the audit team found nothing, and
everything was rosy? Do we assume that they found things
were wrong, and nothing has been done? And | say nothing
has been done because [the Senate Committee] comes along
and [is] critical, and | just wonder how the two relate.®

It appears that the USAP audit raised some concerns, because Canada prepared
a Corrective Action Plan in response to the audit, and because ICAO made a
follow-up visit in 2007 to review Canada’s progress on issues that were raised
during the 2005 audit.**

Transport Canada officials advised the Commission in May 2008 that ICAO had
completed a full cycle of audits. In other words, all Contracting States had been
audited under the existing USAP. The focus of ICAO audits is now shifting from
the scrutiny of aviation security practices at the government and airport level
towards a review of the oversight capabilities of states. In future, ICAO will audit
each Contracting State’s ability to audit its own aviation security regime.%

Transport Canada officials praised the USAP, but it received sharp criticism from
Wallis. During his time at IATA between 1980 and 1991, Wallis was responsible
for a similar international airport survey program, known as the Intensified
Aviation Security Program. This program was established in the late 1970s by
the Security Advisory Committee (SAC), a specialist committee of IATA. SAC
membership consisted of security chiefs of major airlines, and the Committee
was led by IATA’s Director of Security.® The SAC sought to identify lessons to
be learned and it developed collective policies for preventing terrorism. Its
members recognized that some airports were more vulnerable than others,
since implementation of Annex 17 standards differed widely, and not all
governments had adopted the security rules contained in Annex 17. The SAC
noted ICAQ’s inability to secure implementation of its provisions. In response,
the SAC developed its Intensified Aviation Security Program,’” which involved
surveying airports that member airlines identified as problematic.®® Sometimes

62 Testimony of Jim Marriott, vol. 39, June 4, 2007, p. 4714.

63 Testimony of Rodney Wallis, vol. 39, June 4, 2007, p. 4741.

64 Exhibit P-101 CAF0827, p. 11 of 19.

65 Exhibit P-101 CAF0827, p. 13 of 19.

66 Wallis, How Safe Are Our Skies?, p. 69.

67 Wallis, How Safe Are Our Skies?, p. 69.

68 Testimony of Rodney Wallis, vol. 39, June 4, 2007, pp. 4717-4718.
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airlines would nominate airports to be surveyed because security standards
were perceived to be poor. Other times, an airport authority would approach
IATA and request a survey. Either way, surveys took place with the full consent
of the authority concerned.® Wallis wrote about the benefits of the Intensified
Aviation Security Program for airlines:

This was not an altruistic action by the airlines. It was simply
a very cost effective way of ensuring that airlines serving a
particular airport were afforded the maximum protection
against terrorist attacks.”

The Council of Europe, in a review of aviation security, declared the IATA
program to be the “..only objective survey program available to the industry
and to governments.””!

Wallis was responsible for about 200 airport surveys around the world during
his time at IATA. He expressed several concerns about the USAP auditing
process. First, he noted the considerable delay in establishing the program after
it was conceived. ICAO had discussed the possibility of an audit program in
1989, following the bombing of Pan Am Flight 103.7> A program to assess state
and airport compliance with compulsory security measures would have been
understandable in the aftermath of this bombing, since it involved a failure of
Pan Am to implement a federally-required passenger-baggage reconciliation
program.”? ICAO convened a ministerial-level meeting in 1989, a meeting which
included Canada’s Minister of Transport and corresponding ministers from the
US and the UK.”* Those at the meeting referred to IATA’s survey activities and
recommended starting a voluntary ICAO-based security survey program for
states, to be initiated only on state request. Wallis viewed the voluntary nature
of the proposed program and the fact that it would come into play only when
a state requested as a limitation. Nonetheless, he concluded that, though such
a service could have proved valuable, the political nature of ICAQ, as discussed
earlier, hindered approval of the program.”®

The 13-year delay in establishing the ICAO audit program highlights a theme
that has emerged before the Commission — that it is often not the first major
incident that sparks change in security measures, but only the second or third.
Only then does a protective measure find acceptance. Examples of measures,
besidesthe USAP and passenger-baggage reconciliation, whereimplementation
or enforcement showed this pattern of delay include full hold bag screening
(HBS) and air cargo security initiatives, such as cargo screening and a system

69 Wallis, How Safe Are Our Skies?, p. 71.
70 Wallis, How Safe Are Our Skies?, p. 71.
71 Wallis, How Safe Are Our Skies?, p. 72.
72 Testimony of Rodney Wallis, vol. 39, June 4, 2007, p. 4718; see also Wallis, How Safe Are Our Skies?, p. 72.
73 Exhibit P-260: Rodney Wallis, Lockerbie: The Story and the Lessons (Westport, Conn.: Praeger Publishers,
2001), p.12 [Wallis, Lockerbiel].
74 Testimony of Rodney Wallis, vol. 39, June 4, 2007, p. 4718; see also Wallis, How Safe Are Our Skies?, p. 72.
75 Wallis, How Safe Are Our Skies?, p. 72.
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of requlated agents. Air cargo security still has not been properly addressed in
Canada.

Wallis questioned the effectiveness of the USAP. He felt the underlying principles
were problematic. The survey of airports only on a“sample basis”was of particular
concern, since the security of passengers depended upon the security practices
of all airports and airlines. He argued that the focus of audits should be on the
application of security measures, not merely on the high level organization
running the security program.’®

Wallis was also concerned about how auditors were selected and their level of
expertise, particularly since they were drawn from the civil service of their home
countries, unlike the experts engaged for the IATA survey program:

One difference between any ICAO program and that of IATA
might be in the experience of the teams chosen to undertake
the monitoring task. The airline teams were all practicing
security professionals with line responsibilities within their
own airlines. They had to maximize protection for their
companies and its customers. There is a danger the ICAO
teams will comprise civil servants, volunteered for the task
by individual countries, but who have had no direct, practical
aviation security experience at airports or within airlines.”

Wallis was concerned that, in an imperfect world, states might not engage in
a rigorous process of selection and might nominate persons “...for the simple
reason [that] it's somebody['s] turn or some department’s turn to have somebody
working in an international field. So you can send anybody in effect.””® As well,
individuals might be selected for the USAP from states that have minimal
experience in aviation security. Instead, he said, auditors should be appointed
from countries with proven experience and competence in security.”

Wallis stated that he was not“in any way” challenging the integrity of individuals
nominated by states, but that he was “questioning the practicality of such a
structure,” since civil servants generally did not have a working knowledge of
aviation security at the airport or airline level.®’ He stated that individuals lacking
practical experience in aviation security could not suddenly become competent
merely by taking a few weeks’training.! In contrast, IATA audit teams consisted
of security heads of major airlines who possessed considerable experience with

76 Testimony of Rodney Wallis, vol. 39, June 4, 2007, p. 4719.

77 Wallis, How Safe Are Our Skies?, p. 73.

78 Testimony of Rodney Wallis, vol. 39, June 4, 2007, p. 4720.

79 Testimony of Rodney Wallis, vol. 39, June 4, 2007, p. 4720.

80 Testimony of Rodney Wallis, vol. 39, June 4, 2007, pp. 4720, 4722.
81 Testimony of Rodney Wallis, vol. 39, June 4, 2007, pp. 4723-4724.



Chapter llI: Civil Aviation Security in the Present Day

their own airlines and with other airlines and airports around the world.2* He
continued:

You have to have knowledge of another airlines’ operation, and
| consider the people that have come up through this arena are
the true experts capable of monitoring, auditing, identifying
problems at airports around the world. They are there to
protect their commercial interests in such places. | don't see
this with ICAQ.%

If auditors lacked this expertise, notifying states of upcoming audits increased
the potential for states to devise “cosmetic” solutions to disguise deficiencies
in time for the audit. On the other hand, the IATA audit teams, which sought
permission to survey airports where problems were already identified, could not
be fooled. They were experts in the field and they were auditing airports where
industry members had identified many deficiencies. In such cases, auditors
could readily detect contrived or cosmetic solutions to security issues.

Wallis described how the IATA survey program was structured in the 1980s. A
request for an audit team would usually be made by an industry member. A team
of experts would be selected, based on those airlines with direct or planned
involvementin ageographic area.The experts would have airline experience and
often also a military or police background. The IATA audit teams reviewed eight
key security points, beginning at the national level, assessing state compliance
with several international conventions, including compliance with Annex 17
provisions. The team would then assess airport security. For example, it would
review whether a crisis plan existed for dealing with an instance of unlawful
interference. It would also examine issues such as perimeter security, access
control, the security of catering supplies and engineering services, passenger
and baggage screening, reconciliation procedures, cargo security, surveillance
mechanisms, lighting and the possible security threats posed to aircraft by
cleaners, groomers and flight crews.8

Wallis did not know if the IATA survey program continues today.®®

Transport Canada officials stated that many of Wallis's concerns were discussed
during the development of the USAP, but that other perspectives were influential
as well. Jim Marriott, Director of Transport Canada’s Aviation Security Regulatory
Review at the time of the Commission hearings, expressed concern that having
industry experts on audit teams might allow them to see sensitive commercial
and state information.®® He stated that ICAO built teams of auditors from a
pool of very experienced aviation security professionals, some with extensive

82 Testimony of Rodney Wallis, vol. 39, June 4, 2007, p. 4720.

83 Testimony of Rodney Wallis, vol. 39, June 4, 2007, p. 4721.

84 Testimony of Rodney Wallis, vol. 39, June 4, 2007, pp. 4727-4732.
85 Testimony of Rodney Wallis, vol. 39, June 4, 2007, p. 4732.

86 Testimony of Jim Marriott, vol. 39, June 4, 2007, pp. 4732-4733.
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industry experience.t” Wallis countered that the possibility that industry experts
might see sensitive information had never caused concern in the IATA survey
program. He argued that airlines needed to be aware of sensitive security
information to put appropriate security procedures in place. He testified about
his concern that, under the USAP, using foreign government representatives as
auditors might give them access to sensitive information about other states.®®
Wallis had earlier written that this was one of the concerns raised by states when
the audit program was first proposed in 1989, and which led to the shelving of
the concept at the time.®

Marriott noted that the eight key survey activities that formed part of IATA’S
Intensified Aviation Security Program bore a “striking resemblance” to those
carried out by USAP teams.®® Marriott agreed that providing notice to states
might permit them to improve their operations in advance of the audit, or come
up with explanations orjustifications. However, the time frame was normally only
a few months. Marriott stated that this would not be enough time to implement
significant enhancements. He explained that notice was necessary because of
the amount of preparatory work required by the audit teams. The notice period
allowed states to provide the team with documentation so it could study the
state’s regulatory instruments and structure, which in turn enabled an informed
and comprehensive audit.”

Wallis raised concerns about the USAP, notably the potential for problems when
a country conducts its own security audits. Extensive experience in aviation
security at the ground level becomes all the more important for audit team
members. Wallis offered a workable solution for the concerns he raised. He noted
that ICAO and IATA, as organizations, were conceived at the same Conference
on International Civil Aviation, held in Chicago in 1944,°2 and that there has
been an ongoing requirement for the two to collaborate.”* A blending of their
respective areas of expertise would provide the best solution, with civil servants
and industry experts working together. In addition, those countries with the
greatest expertise in monitoring aviation security standards, including Canada,
should serve as the primary source of government expertise:

Continental governments that with their national air carriers
have regularly participated in monitoring security standards
around the world may be able to provide a nucleus around
which ICAO can build. Canada, Australia, Singapore, and Japan
may also make valid input. A combination of personnel from
such governments plus aviation industry professionals, who
have more than a passing interest in the standard of security

87 Testimony of Jim Marriott, vol. 39, June 4, 2007, p. 4733.

88 Testimony of Rodney Wallis, vol. 39, June 4, 2007, pp. 4739-4740.
89 Wallis, How Safe Are Our Skies?, p. 72.

90 Testimony of Jim Marriott, vol. 39, June 4, 2007, p. 4734.

91 Testimony of Jim Marriott, vol. 39, June 4, 2007, pp. 4724-4725.
92 Wallis, Combating Air Terrorism, p. 91.

93 Testimony of Rodney Wallis, vol. 39, June 4, 2007, p. 4723.
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at international airports, could be the way ahead. In any event,
ICAO officials will have to bite on one unpalatable bullet: They
must accept that most of their contracting states will not

have the expertise to participate as team players in any audit
program. Such states will instead need to be recipients of the
service.*

Wallis warned of the inherent difficulties of working within international fora.
He noted the remarks of Dr. Assad Kotaite, a former ICAO Council President,
following the decision to develop an international audit program: “..This is
a historic moment in the evolution of civil aviation. | am extremely proud of
the work we have achieved at this Conference and | am convinced that it will
contribute greatly to protecting lives, restoring public confidence in air travel,
and promoting the health of air transport.”®> Wallis said that such rhetoric, or
“glorified language,”® within the international community must not be allowed
to mask the need for real change in aviation security. Rules, programs and
policies may be put into place, but it is their application that matters:

I'm not sure that any announcement actually strengthens
international aviation security. It comes down to application of
the intentions behind such an announcement.

| am always suspicious when the rhetoric rises...and often
new announcements are sort of sound bites which have some
sort of political value. But it comes down to what actually is
implemented.”’

Wallis testified about his continuing worry about the state of aviation security
around the world and was “..yet to be convinced that the international
response to 9/11 is quite the response that we need.”® Still, he acknowledged
the important role of ICAO:

And really, having an opportunity for states to come together
to debate and discuss the situation is very valuable. And

that to me is the real value of ICAQ. It provides a chamber in
which the...contracting states of the organization can discuss
security matters. It is there that | personally would look not
for rhetoric but for input by the major states who can be an
influence on the smaller ones, even to the extent of funding
certain things in a smaller state either by way of aid or simply
as a bilateral relating to civil aviation operations.*

94 Wallis, How Safe Are Our Skies?, pp. 73-74.
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3.1.2.3 North America

The US reacted quickly to the September 11" attacks, passing legislation
in November 2001 that transferred federal responsibility for passenger and
baggage screening from the Federal Aviation Administration (FAA) to the
Transportation Security Administration (TSA), which later became part of the
Department of Homeland Security (DHS). The new legislation required that all
checked baggage be screened and that screeners be certified.'®

With the threat presented by September 11" - that of suicide attackers
commandeering aircraft for use as weapons'' — the United States decided it
would no longer permit aircraft to land at Ronald Reagan Washington National
Airport (Reagan National Airport)'® without an air marshal on board.’®The main
concern was the proximity of the airport to significant government landmarks
in Washington.™ The US asked Canada to deploy only RCMP officers as air
marshals travelling to Reagan National Airport. Transport Canada then directed
the RCMP to develop an air marshal program to enable Canadian flights to
land at Reagan.'® The Canadian Air Carrier Protective Program (CACPP) was
implemented in 2001.%

On December 12,2001, Canada and the US signed the Smart Border Declaration,
with its 30-point Action Plan designed to enhance the security of their shared
border while facilitating legitimate flows of people and goods. The Declaration
included measures related to aviation security, such as the development of
common standards for biometric identifiers on travel documents,'®” the mutual
recognition of national security standards and the sharing and analyzing of
transborder and international passenger information.'®

Since June 2005, the United States, Canada and Mexico have co-operated to
protect aviation in North America from terrorist threats.® A joint statement
issued on March 31, 2006 declared that innovative risk-based approaches
to improving security and facilitating trade and travel would be encouraged.
These were to include close coordination on infrastructure investments and
vulnerability assessments, screening and processing of travellers, baggage and
cargo, a single integrated North American trusted traveller program and swift
law enforcement responses to criminal or terrorist threats."°

100 Exhibit P-157, p. 96 of 135.
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3.1.2.4 Europe

Before September 11, 2001, there was no binding mechanism in Europe to
ensure the proper application of security standards outlined by ICAO and the
European Civil Aviation Conference (ECAC), an intergovernmental organization
established to promote a safe, efficient and sustainable European air transport
system. To remedy this, the European Union (EU) introduced a security policy to
give legal force to the rules and mechanisms for co-operation at the EU level.""
On January 19, 2003, a mandatory European Council Regulation (2320/2002)
came into effect, establishing security standards at all EU airports.''? Under
the regulation, National Aviation Security Programmes and National Quality
Control Programmes were established to ensure proper implementation of
security standards. The EU also acquired the authority to inspect the security
procedures of all member airports and to demand compliance with the new
rules.”®* The Annex to the regulation, as well as its implementing regulations,
contained detailed rules for improvements in many areas: airport security,
including access control and 100 per cent staff screening; aircraft security,
including aircraft inspections and protection of the aircraft when in and out of
service; passenger and cabin baggage screening; hold baggage screening and
protection (positive passenger-baggage reconciliation had been mandatory
in most European countries since 1989); cargo, courier and express parcels,
including detailed rules on the handling, screening and protection of cargo;
company mail and materials and public mail; air carrier catering, cleaning, stores
and supplies; general aviation; staff recruitment and training; and equipment
standards.”™

3.1.3 Canadian Response
3.1.3.1 Introduction

As noted earlier, the attacks of September 11t resulted in a major transformation
of Canada’s civil aviation security regime. According to the CATSA Advisory
Panel, the Government of Canada made it an urgent priority to enhance the
country’s counterterrorism capabilities and preparedness. This effort included a
renewed focus on aviation security."”®

As the September 11 attacks were unfolding, rapid decisions were made about
North American aviation security. The result was an”...unprecedented shutdown
of the aviation system in North America.""'® Canada acted as a haven for aircraft
that required redirection to safe locations. The Government of Canada worked
closely with the FAA to divert aircraft, all the while aware that some of these
aircraft might also risk being hijacked. Aircraft were met by police and customs
officials.

11T Exhibit P-157, pp. 96-97 of 135.

112 Exhibit P-157, p. 96 of 135.
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One of the most difficult steps afterwards was restarting “the whole system."’"”
Initial security enhancements addressed areas that were considered to be
highest risk, including the pre-board screening (PBS) of passengers and their
carry-on baggage, the enhancement of security on board aircraft, and airport
control.”™® Airports received very clear directions to supplement their access
control systems with security personnel at doors.'”® Police presence was
increased at airports and directions were issued to lock the cockpit doors of
passenger aircraft departing from Canadian airports.’? Increased monitoring
by aviation security inspectors was another measure.'” The Government of
Canada also assumed third-party war risk liability following the withdrawal
of insurance from the commercial sector, so that the aviation industry could
continue operating.'??

The Government’s response had yet another dimension. Jean Barrette, Director
of Security for Transport Canada, testified that significant efforts were made after
September 11™ to ensure that the Canadian public was adequately informed
that air terrorism could hit close to home:

...[Plost-9/11 saw a very, very wide range of awareness
material, again, going down to the public creating that
awareness that perhaps Canada could no longer enjoy what

| called the ‘Canadian naivety’ around security; that terrorism
was not only something happening on the other side of the
ocean but that following the attack on the towers in New York,
that it was very, very close to home.'?

In October 2001, the Government announced increased funding initiatives for
security:

« More than $79 million for new equipment and supporting activities
at airports;

« $55.7 million for the purchase and deployment of advanced
explosives detection systems (EDS), which had been in
development, and which the Government now pressed to be
developed more rapidly;

- Funding for 28 additional airport security inspectors; and

« Training programs for cargo and baggage handlers and airline and
airport staff to support implementing the new technologies.

17 Testimony of Jean Barrette, vol. 37, May 31, 2007, p. 4534.
118 Exhibit P-157, p. 97 of 135.
119 Testimony of Jean Barrette, vol. 37, May 31, 2007, p. 4535.
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Transport Canada also published enhanced security requirements for air carriers
and airport operators. These included screening for electrical and electronic
devices and sharp and other dangerous objects in carry-on baggage, cockpit
protection and protection of US-bound aircraft.’”* Besides the obligatory
presence of armed police officers on flights to Reagan National Airport, Canada
made other adjustments to its aviation security regime to accommodate special
US requirements for these flights, including additional advance passenger
information (API) and extra security requirements for the preparation and take-
off of aircraft.’®

A second wave of aviation security initiatives was identified in the December
2001 federal Budget®...[a]s the full impact of the events of September 11, 2001,
was realized.'?® Barrette described the significance of the funding provided in
the Budget:

[The] December 2001 budget announcement by the
Government was...an unprecedented investment in aviation
security in Canada. This resulted in an investment in security
of over $2.2 billion.... [This is significant for Canada. That
resulted in basically a five-year plan in increasing capacity.
Thirty-five million dollars were invested in reinforcing cockpit
doors of commercial aircraft, increased policing at airports and
a very, very important element was also the creation of [the]
Canadian Air Transport Security Authority, which came into
being in April 2002.'#

In April 2002, the Canadian Air Transport Security Authority (CATSA) was
created as a Crown Corporation by the Canadian Air Transport Security
Authority Act (CATSA Act).’?® CATSA assumed several core security functions,
particularly the screening of passengers, carry-on baggage and checked
baggage. Unlike the Government’s response following the loss of Air India
Flight 182, the response to the events of September 11™ saw responsibility
for screening transferred from air carriers to a government entity. The
CATSA Advisory Panel concluded that leaving the screening of passengers
and baggage to the air carriers after the Air India bombings was a serious
weakness in the security system, since security would not be the carriers’primary
concern.'” Even the bombing of Pan Am Flight 103, which flowed from the same
security weakness, did not prompt such change. It was only after September
11* that the recommendations of the 1985 Seaborn Report, commissioned by
the Government of Canada to review aviation security, were taken further.'®

124 Eyhibit P-157, p. 98 of 135.
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Marriott, in his testimony before the Commission, acknowledged the benefits
of having a single government organization responsible for the security of
passengers and baggage. He noted that, when screening was left to the air
carriers, it was administered in a less coordinated fashion nationally. With CATSA,
a single set of standard operating procedures governed screening personnel
across the country, and more uniform training was provided to them.™!

InNovember2002, CATSA'srole wasexpandedtoincludetherandomscreening of
non-passengers who sought access to restricted areas of airports.’ At the same
time, CATSA was assigned responsibility for developing and implementing the
Restricted Area Identification Card (RAIC) program. The program was designed
to augment the existing security access control system, which required all non-
passengers to carry a Restricted Area Pass (RAP) to enter restricted areas. The
RAIC program incorporated into the RAP biometric identifiers that were linked
to a central database and that permitted the tracking of cardholders.'*3

The December 2001 Budget funded other security initiatives, some of
which echoed the enhancements highlighted in the October 2001 funding
announcement:

« The hiring of 59 additional Transport Canada security inspectors;

« Up to $30 million for aircraft security modifications, including
reinforced cockpit doors;

« $1 billion over five years for the purchase of EDS for baggage
screening;

+ Increased police presence and security at airports; and
« A program of armed RCMP officers (“air marshals”) on aircraft.'**

The Budget also introduced new limits for carry-on baggage, as well as random
secondary searches of passengers for flights to the US."* The Budget created
the Air Travellers Security Charge (ATSC), a fee to be paid by travellers beginning
April 1, 2002. The revenues were to help fund many new aviation security
initiatives, including CATSA.™¢

Also in reaction to the September 11t attacks, Parliament enacted the Public
Safety Act, 2002.*” Under the Act, which came into force in stages, beginning

131 Testimony of Jim Marriott, vol. 37, May 31, 2007, p. 4538.
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in May 2004, certain departments and agencies received authority to collect
passenger information for transportation and national security purposes.
Interim orders could also be issued in emergencies, and provisions were
included to deter the proliferation of biological weapons and to provide greater
control over explosives and hazardous substances.’® The Act also significantly
amended the security provisions of the Aeronautics Act. The Minister of Transport
received explicit authority to introduce confidential security measures, to grant,
suspend or cancel security clearances for Restricted Area Passes, and to delegate
authority to give emergency directions in the face of immediate threats to
security. Offences were created for persons endangering the safety or security
of aircraft or persons on board.'*

The Public Safety Act, 2002 gave Transport Canada the authority to identify
individuals who were threats to aviation security and led to the establishment
of Canada’s first “no-fly” list, known as the Passenger Protect Program.'®
Development of the Program began in 2004'*" and it came into effect on June
18, 2007.'%2 The Program involved creating a list of individuals who might pose
an immediate threat to aviation security if they boarded a flight.' Transport
Canada could require airlines to provide information about such individuals'*
and to issue Emergency Directions if an immediate threat to security was
perceived.' The Program is now used as an additional pre-board passenger
screening tool.

The Public Safety Act, 2002 also amended the Aeronautics Act to address the
security of foreign aircraft arriving in Canada. Transport Canada was given
authority to conduct security assessments of air carriers and facilities outside
Canada. The Foreign Security Inspection Program became responsible
for conducting assessments of foreign air carriers and airports to ensure
that Canadian security requirements for flights destined for Canada were
implemented. If security concerns arose, periodic and random inspections
could be conducted.'

Following the September 11t attacks, training was enhanced for Transport
Canada inspectors and for air carrier passenger service agents. In 2002, for
example, briefing sessions that provided an overview of the changes to security
measures since September 11" were given across Canada to passenger service
agents working at airports. In 2003, Transport Canada established a working
group to address training requirements for ground personnel and revised its
cargo screening training program for all employees engaged in accepting cargo
for transport on passenger aircraft. In the summer of 2004, a national air cargo
security awareness campaign began.'”
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The events of September 11™ have continued to influence aviation security in
Canada. In 2005, Transport Canada began to develop a national Transportation
Security Action Plan for security programs in all transportation modes. The Plan’s
goal was to assess current and future threats to transportation, evaluate what
had already been achieved and identify future challenges and priorities, using
a risk management model.™* The Plan was expected to serve as a road map for
security programs in all modes of transportation for the following five to seven
years.'*

The 2006 Budget provided new funding of $133 million over two years to assist
CATSA with increased costs due to the growth in air traffic. The funding would
support CATSA's security services, including passenger and baggage screening.
The Budget also committed up to $26 million over two years for improving
air cargo security. In August 2006, Canada participated in a multi-country
coordinated response to the threat uncovered in the UK involving liquids and
gels. Canada updated its list of prohibited items for carry-on baggage and
permitted only small quantities of liquids, gels and aerosols to be carried on
passenger flights.'°

The 2008 Budget took into account that significant operational pressures and
continued growth in air traffic would challenge CATSA's ability to handle its
future screening responsibilities. Acknowledging the ongoing risk that terrorists
posed to civil aviation, the Budget pledged $147 million to assist CATSA.""

I

n January 2009, the Government of Canada announced additional funds to
support passenger, baggage and cargo security. The 2009 Budget stated that
“...[InJew and enhanced aviation security measures are required to strengthen
the security of Canadians; ensure that Canada remains closely aligned with the
security measures of its key international partners; and ensure that Canadian
airports and air carriers remain competitive internationally.”*? It promised $282
million over the following two years to support the development of aviation
security plans, improve CATSA operations and implement a new passenger
assessment system.The measuresincluded new, advanced screening equipment
and other technology and improved training for screening personnel. The 2009
Budget also promised $14 million in 2009-2010 to help implement a new air
cargo security program at Canadian airports.’™

3.1.3.2 Canadian Air Carrier Protective Program

The Canadian Air Carrier Protective Program (CACPP) is an air marshal program
that deploys specially trained RCMP officers, known as Aircraft Protective
Officers (APOs), to provide covert, armed security in the airport environment
and on aircraft.”
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3.1.3.2.1 Genesis and Development of the CACPP

Although long established in the US, air marshal programs came relatively
recently to Canadian aviation. The programs were introduced in the United
States in the 1970s'* in response to a series of domestic and foreign hijackings.
The objective was to use what were then termed “sky marshals” to protect
against hijackings.®

As noted, after September 11, the threat of suicide attackers using aircraft
as weapons led the US to deny aircraft permission to land at Reagan National
Airport without an air marshal on board.™’

The CACPP was implemented in 2001, and was originally funded by CATSA
through federal appropriations.’® The sole focus of the CACPP initially was to
provide APO coverage for all flights to Reagan National Airport. The program
later evolved to provide APOs on selected Canadian commercial aircraft’* flying
to certain destinations.'® As the program grew and became better funded, it
was able to assume additional tasks. The CACPP received requests for APO
assistance in other locations where threats appeared to warrant this measure.
The CACPP started to design protocols for particular destinations to which APOs
were flying on a regular basis. While APOs at first flew to these locations due to
specific circumstances, a more regular pattern of deployment was established
with the development of a “threat matrix."®"

3.1.3.2.2 Threat Matrix

About two years after the CACPP began, a threat matrix was created to
provide a consistent method for determining routine and more urgent APO
deployments.’s? The matrix is an internationally-accepted tool that has been
studied and tested throughout the world.’® It was developed by the Civil
Aviation Protective Intelligence (CAPI) Unit of the RCMP.The CAPI Unit is directly
connected to the APO program.'s*

The threat matrix grades flights according to specific factors, such as destination.
Because resources are limited, the matrix identifies flights with the highest

155 Testimony of Craig Hall, vol. 64, October 23, 2007, p. 7985. See also Testimony of Moses Aléman, vol.
35, May 29, 2007, p. 4212; Testimony of Kathleen Sweet, vol. 41, June 6, 2007, p. 4982; Testimony
of Alphonse MacNeil, vol. 65, October 24, 2007, p. 8058.
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potential for an incident. The matrix also determines which domestic and
international flights require APOs on an ongoing basis, within the confines of
the resources available.'s

The threat matrix determines the routine scheduling of APOs on various flights
and is also influenced by explicit threats against particular aircraft and global
events on a given day.'*® The CAPI Unit provides threat assessments, for example,
on events in particular cities to which Canadian aircraft fly. The information
is fed into the matrix'®” and routine flight schedules for APOs may be altered
accordingly.'s®

RCMP Superintendent Alphonse MacNeil testified that he would “highly
doubt” that an aircraft facing a very specific threat would fly until the threat
was thoroughly investigated and cleared.'® In other words, with a very specific
threat, it would be highly unlikely that the security response would be simply to
place an APO on board and allow the aircraft to fly.

3.1.3.2.3 Role of Aircraft Protective Officers
Although the term “air marshal”is commonly used, ICAO uses the term “in-flight
security officer,""”° which is now considered the generic description.”" Other
countries with air marshal programs may use different terms. Australia, for
example, uses the term “aircraft security officers”'”2

Other countries often require their air marshals to perform additional duties,
such as protective policing. Canada’s Aircraft Protective Officers (APOs), on the
other hand, must commit their time fully to their duties as APOs."”®* APOs are
trained, armed officers who conduct covert operations.'”* Their responsibilities
are not limited to in-flight security, but also extend to security in the airport
environment.'” Besides preventing the commandeering of aircraft, APOs remain
vigilant for other terrorist activity and assist in controlling criminal activity.
In doing this, APOs both gather and use intelligence. They are trained to use
observational skills, including behavioural analysis techniques, and to intervene
only in extreme circumstances. APOs are most effective when their identities
remain unknown to passengers and when their activities are covert.

The Commission was told that the value of air marshal programs, in large part,
was their deterrent effect.'® While APOs were not placed on all flights, apart
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from those to Reagan National Airport, the program served as a deterrent
because they could be present on any flight."””

MacNeil testified that there had been no incidents to that point of “having to
take someone down on an aircraft”'’® This could have been due in part to the
deterrent effect of the program, according to Captain Craig Hall, Director of the
National Security Committee of the Air Line Pilots Association, International
(ALPA):

...We get back to the randomness; people are a little bit more
reticent to do something bad to an aircraft if they think they
may run into a marshal’s team....

So I think as | said, a very large measure of success is the fact
that | think that there’s a very, very big deterrent value. | don’t
think you can really quantify the success any further than that
because it is hard to quantify a negative result, but in security
that's a lot of what we do."”®

The Commission questioned the deterrent effect, however, because publicity
about the APO program appeared to be minimal. Dr. Reg Whitaker, Chair of
the CATSA Advisory Panel, agreed that, although this information had been in
the public domain for some time, the general public might need to be better
informed that an air marshal might be on board any Canadian-registered airline.
This information could be provided in a way that does not jeopardize national
security or alert terrorists about how the program operates.'® MacNeil agreed
that there was a need for greater public awareness about the program and the
work of APOs on aircraft and in airports. The CACPP is currently working on
methods to better inform the public. MacNeil stated that testimony before the
Commission might have served as one means to increase public awareness.'®’

In-Flight Security
When an APO is to be placed on an aircraft, the CACPP informs the air carrier.
It is the carrier’s responsibility to inform the pilot-in-command and chief flight

attendant of the APO’s presence and seat location.'®?

If an attempt is made to commandeer an aircraft, the APO is capable of
intervening empty-handed or with a firearm.’® The Canadian program sets
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clear guidelines about the timing and method of intervention.'® The threshold
is high. APOs intervene only where the integrity of the aircraft is at risk or where
there is a serious risk of harm to an individual. Until then, APOs must maintain
their cover.”® The key to success is the element of surprise, which gives an
important advantage to an APO when attempting to overpower an individual
intent on committing a violent act.'¢

The disruption caused by an unruly passenger, for example, would not meet
the threshold for intervention.'® Flight crews are well-trained to handle such
passengers and do so when APOs are not on board.'® The CACPP is aware
that one tactic to identify an APO on an aircraft is for a “passenger” to create a
disturbance.'®

Airport Security

APO responsibilities are not limited to in-flight security. They also provide armed,
covert security in the airport environment.'® Areas outside the secured zones of
theairport terminal are considered potential targets. Congestion caused by long
queues at airline check-in and security screening counters creates a “target-rich”
environment because many people are gathered in a confined area. Similarly,
during security breaches, passengers are routinely evacuated from secure areas,
causing congestion in non-secure areas of the airport terminal.”™ An attack in
July 2007 on a non-secure area of Glasgow Airport, using a vehicle loaded with
propane canisters, illustrated the vulnerability of such areas.’?

Recognizingthe growingsecurity concernssurroundingtheairportenvironment,
the CACPP training program is evolving to provide greater emphasis on these
concerns, including problems associated with crowds and security at the
boarding gate.'*

184

185 Testimony of Alphonse MacNeil, vol. 65, October 24, 2007, p. 8097.

The approach to intervention is not graduated; there is one, high-level threshold which must be met
before an APO will engage in an interventional activity. See Testimony of Greg Browning, vol. 65,
October 24, 2007, p. 8079. See also Testimony of Alphonse MacNeil, vol. 65, October 24, 2007, p. 8098.
186 Testimony of Alphonse MacNeil, vol. 65, October 24, 2007, p. 8078.

187 Testimony of Alphonse MacNeil, vol. 65, October 24, 2007, p. 8097.

188 Testimony of Alphonse MacNeil, vol. 65, October 24, 2007, p. 8099.

189 Testimony of Alphonse MacNeil, vol. 65, October 24, 2007, p. 8098.

190 Testimony of Alphonse MacNeil, vol. 65, October 24, 2007, p. 8073.

19T The CATSA Advisory Panel suggested that"...[s]olutions to this situation of vulnerability could be

as drastic as redesigning a terminal building, or could involve integrating the security process
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General APO surveillance also assists in identifying potential criminal activity
at airports. In 2007, the Standing Senate Committee on National Security and
Defence reported that organized crime was a serious concern at Canada’s
airports, with some organizations possibly linked to terrorist activities.”* APOs
are aware of the potential for criminal activity and, as trained observers, can
help mitigate such activity.”” MacNeil testified that APOs are trained and well-
suited to recognize both terrorist and other criminal activity.'*

APOs generally do not become involved if they observe suspicious activity or
behaviour, except in emergency situations. Instead, they notify the appropriate
unit at the airport.’™”

Behavioural Analysis

MacNeil confirmed that APOs use behavioural analysis techniques.”® He
stated that these techniques assess behavioural cues only and do not involve
judgments based on racial, ethnic or cultural background. They are not based on
dress or appearance.’® Behavioural analysis gauges the reactions of individuals
to changes in the environment, such as the arrival of a uniformed officer in the
airport. Such an occurrence, for example, could cause concern for an individual
with malicious intent, who might then exhibit particular behaviours that APOs
are trained to detect.?®

Training in these techniques includes promoting an awareness that individual
reactions to environmental stimuli might differ because of cultural or racial
background. MacNeil stated that it is impossible to provide instruction on the
range of reactions from all cultures, but that “no one reaction will stand on its
own”:

... [Olur people are trained not to look at one specific reaction
and say, “Oh, | know what that means.” It's a cumulative effect
of a lot of reactions that we're looking for....2""

Many factors must be present before anindividual’s behaviour can be considered
suspicious. MacNeil stated that training takes into account that many airports
are international environments. He stated that a lack of awareness of cultural
and racial differences would make APO operations ineffective.?

194 Exhibit P-172, p. 17 of 155.
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Intelligence

Intelligence within the CACPP flows in two directions. The CACPP receives
intelligence from the CAPI Unit, which in turn obtains its intelligence from the
Integrated Threat Assessment Centre (ITAC),*** among other sources. APOs
also generate intelligence in performing their duties and they give the RCMP
information they acquire relating to national security and criminal intelligence.?*
A tactical intelligence unit exists within the CACPP. A tactical intelligence officer
positioned at each field unit receives information, for example, from the local
Criminal Analysis or Organized Crime Investigation Section. The information is
then shared with APOs. This might include information about the identity of a
specificindividual. APOs then act as“eyes and ears”in the airport and on aircraft,
and can report any information obtained.?®

MacNeil said that information obtained through the Passenger Protect Program,
which maintains and manages Canada’s “no-fly” list, might be shared with the
CACPP via the CAPI Unit. He testified that it is rare for the CACPP to receive
information from the CAPI Unit about passengers in particular seats, but that
such information would be shared with the CACPP if the CAPI Unit has it and if
there is a threat. %

The CACPP shares information with its international partners about world
trends and events. If the CACPP obtains information about a specific incident
and other programs would benefit from the information, it will be shared.
MacNeil stated that the CACPP adheres to all rules governing the sharing of
specific information.?®”

3.1.3.2.4 Criticism of Air Marshal Programs

During Commission hearings, experts and industry stakeholders disagreed
about the benefits of air marshal programs. Wallis, the Commission’s main
expert on international aviation security, saw no value in the programs. He
stated that “...[t]here is no place for a weapon of any sort in the cabin of an
airplane,”and that a firearm could be turned against the aircraft if it fell into the
hands of a terrorist.?®® He challenged the deterrent effect of such programs for
several reasons. The presence of sky marshals in the 1970s had, at least once,
failed to prevent a hijacking.?® On another occasion, a plane crashed because

203 The Integrated Threat Assessment Centre (ITAC) is a functional component of the Canadian Security
Intelligence Service (CSIS). It is a community resource, staffed by representatives of a number of
government departments and agencies, whose primary objective is to produce comprehensive
terrorist threat assessments for timely distribution within the intelligence community. See Exhibit
P-169, p. 33 of 202. See also Testimony of Alphonse MacNeil, vol. 65, October 24, 2007, p. 8077.
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of a fight that occurred while the plane was airborne.?’® Wallis argued further
that if terrorists were aware that APOs were on certain flights, such as those to
Reagan National Airport, they will simply choose other flights. Wallis also argued
that today’s terrorists might be willing to perish for their cause, so that a shoot-
out with an armed marshal would not cause them concern if they succeeded
in their objective.?"” As well, terrorists had operated in teams in recent years, so
that a“small army” of air marshals would be required to defeat them. Wallis saw
“only one outcome” of a fight in such circumstances.

Dr. Kathleen Sweet, another international aviation security expert, was also
skeptical about the value of air marshals. She acknowledged that “any tool in
the toolbox” was useful, but was concerned about the lack of training for air
marshals — a particular problem in the United States, she said — as well as cost
effectiveness.?’? On both counts, improvements were necessary. Training was
critical to ensure that APOs discharged their duties competently and with the
appropriate authorization.?'* As well:

...[TIhe key to airport security is on the ground, not once

the plane is airborne. Once the plane is airborne, you have
very limited resources to prevent something terrible from

happening.?™

Options are limited once a flight is airborne, but this does not mean that
legitimate security measures on board aircraft should be abandoned. Absolute
security is not possible.?’> The Commission was repeatedly told about the
benefits of a multi-layered approach to security; if one layer is by-passed, other
layers remain.2'® The CATSA Advisory Panel identified the CACPP as one layer.?"”
Any robust security regime must ensure that no gaps remain in the system.'®

The Standing Senate Committee on National Security and Defence (Senate
Committee) concluded that locked cockpit doors on aircraft eliminated the
need for air marshals,2'® but this position was challenged. Yves Duguay, Director
of Security for Air Canada and a former RCMP officer, agreed generally with
the CATSA Advisory Panel, stating that armed marshals represented one layer,
possibly a significant layer, in a multi-layered approach:
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The last barrier is the cockpit, the reinforced cockpit, and
the one barrier before that would be the APO, the aircraft
protection officer or the sky marshal of the United States.??°

3.1.3.2.5 APO Recruitment, Training and Retention

Not all US air marshals are trained police officers. They come from various
backgrounds and then receive special training. In Canada, all APOs are fully-
trained RCMP officers.?

Superintendent Greg Browning, Director of National and International Learning
Services for the RCMP, had overall responsibility for APO training, recertification
and training assets.??? In describing the evolution of the APO training program,
Browning suggested that it was probably “...one of the best programs that we
have ever built from the ground up...” Duguay testified that he had visited the
APO training centre and that he was impressed by the level of training. He saw
the Canadian training program as“...probably one of the best programs.?*

In its early days, the CACPP relied on the US air marshal training program. The
Canadian program has evolved considerably since then and has been designed
in consultation with international experts.?**

APOs are carefully selected members of the RCMP.2>> RCMP membership, which
brings with it a recognized level of skills and training, is a prerequisite, but it
alone is not sufficient. Applicants must demonstrate superior skills in several
areas. Shooting skills, for example, must be better than the norm. As well, all
applicants must pass specific psychological assessments and physical tests
before admission.?*

APOs undergo several weeks of basic training. They then proceed to their
operational units. Recertification is required twice annually.?” Browning
stated that Canada is the only country that requires recertification of its air
marshals.??

In addition to the initial and recertification training courses, there is ongoing
interaction between instructors and trainees. The National Training Centre is
“hardwired” to the operational units, allowing for constant contact between
instructors and the officers they train. The CACPP training program is unique in

220 Testimony of Yves Duguay, vol. 43, June 14, 2007, p. 5282.

221 Testimony of Alphonse MacNeil, vol. 65, October 24, 2007, p. 8058.
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thatits instructors not only conduct training and recertification, but are required
to fly as active APOs for a number of weeks each year.?”

Training focuses on intervention skills, as well as observational and intelligence-
gathering skills. These core skills are designed to enable APOs to interpret
threats and behaviour, and to intervene only when absolutely necessary.*
Since they are active police officers, the roles of APOs are not limited to in-flight
activities. According to Browning, their role begins when they start their day
and continues during the drive to the airport, within the airport environment
and while on the aircraft.*' Training, in general, is focused on the strategies that
individuals could use to hijack aircraft.?

Intervention training includes the use of the Incident Management/Intervention
Model (IM/IM). This is a “use of force” model employed by police officers across
Canada which dictates the intervention threshold in any scenario. APOs are
required to use the IM/IM in deciding when and how to intervene.?** APOs
receive training in personal intervention skills to deal with the entire spectrum
of encounters from empty hand to firearms.?** The training facility also has
aircraft fuselages to facilitate training.?

APOs are armed and their shooting skills must be of the highest standard.
Browning stated that shooting skills standards for APOs are “...arguably the
highest in the world.” He described the precision with which APOs use firearms
as“surgical in nature.¢ Only RCMP members who have attained a certain score
from the practical pistol course distinguishing them as marksmen are admitted.
The APO training program further enhances their shooting skills through
advanced courses and scenario-based drills.?’

Browning stated that it is important for the entire operation to remain covert,
from the identity of instructors and officers to their practices and training
locations.?®

APOs are recruited forthree-yearassignments. The RCMP places valuein diversity,
and its institutional policy requires members to acquire new skills and change
positions regularly. A three-year limit was chosen because it was thought that
this would benefit the organization and the members. Some APOs remain with
the CACPP longer because they are promoted to supervisory positions.?*
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MacNeil testified that most APOs report high job satisfaction and want to remain
with the program beyond the three-year term.2*

3.1.3.2.6 Flight Crew Training

The CACPP also trains pilots and chief flight attendants at its training centre.
Specific scenarios are reviewed to prepare them for an intervention and to
explain their roles and responsibilities. The CACPP is currently developing a tool
to provide the same information without requiring attendance at the CACPP
training centre. Airlines would use this in their ongoing training.2*’

Hall spoke highly of the APO program and stated that the RCMP kept flight
crews well-informed. He said that additional information on the expectations
of “front-end” and “back-end” flight crew members during an incident would be
welcomed.**?

3.1.3.2.7 International Cooperation

Canada plays a leading role in the international air marshal community. MacNeil,
on behalf of Canada’s APO program, is Chair of the International Air Marshal
Committee, which consists of representatives from the countries most active in
delivering air marshal services.?* Representatives meet twice yearly in person
and monthly via teleconference. According to MacNeil, these meetings provide
an important forum for sharing information about issues around the world that
affect air marshal programs.2*

The Committee’s main purpose is to share best practices.?* As an example,
a request arose from a Committee meeting to develop specific scenarios
involving hijackings. Ten scenarios were developed, each focusing on attempts
to identify and eliminate the covert air marshal. Each scenario was analyzed
and confirmed as a potential situation in which an individual could take over an
aircraft. Mitigation strategies were then developed.?*

Training scenarios and methodologies used in the program are not developed
in isolation, but through co-operative international efforts. Besides sharing best
practices at the International Air Marshal Committee, APO trainers discuss best
practices and do case studies with other trainers from around the world. The
CACPP’s scenario-based training takes into account situations that have occurred
or that might occur. Some of the CACPP’s counterparts have experienced

240 The CACPP has conducted surveys to assess job satisfaction within the program. See Testimony of
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incidents, but not the CACPP. Browning stated that this might indicate the
success of the Canadian program.?¥’

3.1.3.2.8 Funding

The CACPP was initially funded by CATSA through federal appropriations.?¥ The
CATSA Act allows CATSA to enter agreements with the RCMP for it to provide
security services, including services on aircraft.?*

In its 2006 review of the CATSA Act, the CATSA Advisory Panel recommended
that CATSA be relieved of its responsibility for managing funding for the
CACPP and that funding should be provided directly to the RCMP or through
Transport Canada.*® MacNeil, who is responsible for financial issues pertaining
to the program, told the Commission that, as of April 1, 2008, funding was to be
provided directly to the RCMP.*!

The CATSA Advisory Panel observed that CATSA did not have any authority to
direct or plan the CACPP?*2 and that the program was not related to CATSA’s
core mandate.”* Reviews of the program were carried out periodically by an
expert consultant. The Panel believed that a separate audit of the CACPP by the
Auditor General or by an external auditor could serve just as well or better.?*

3.1.3.2.9 Need for the Program

To date, there have been no incidents in Canada in which an APO has faced
an attempted hijacking. MacNeil stated that the challenge faced by air marshal
programs lies in the difficulty of showing the worth of the program when APOs
are, it is hoped, never engaged.?*®* However, this dilemma is common to many
who provide aviation security services, including those who conduct pre-board
screening (PBS), hold bag screening (HBS) and non-passenger screening (NPS).
Screeners, for example, must remain vigilant, despite the likelihood that most
will never encounter a prohibited item such as a weapon.?*

The APO program has been lauded by industry stakeholders as a world leader.
The Commission acknowledges that the value of this program is impossible to
assess, and it is likely that the deterrent value of air marshal programs will never
be known. However, as long as Canadian commercial aircraft fly to Reagan
National Airport and the United States continues to require the presence of air
marshals, Canada will maintain its APO program. Using Canadian air marshals
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under a Canadian program is far better than alternatives such as the imposition
of foreign air marshal programs on Canadian aircraft or the development of a
comparable security measure by the airline industry. In a system that depends
on multi-layered security, this program may provide another layer to protect
high-risk flights in the air and non-secure areas of airport environments, where
protection is currently minimal.

3.1.4 After 9/11: Danger of Complacency Continues

The renewed focus on aviation security following the events of September 11t
included closer, system-wide coordination between Canada and the United
States.”” Many discussions focused on harmonizing the implementation of
enhanced security measures.?*® Marriott testified that such harmonization was
merely the extension of a long-standing connection between the Canadian and
US aviation regimes:

..Canada and the United States have always had a very

close relationship on aviation security, and that’s a matter of
necessity because our aviation systems are so interlinked.
We're each others largest aviation customer, if you put it that
way.

A huge amount of traffic crosses the border daily. And
we've had for many, many, many years a very close working
relationship prior to 9/11 with the US Federal Aviation
Administration and with its successor in the area of aviation
security, the Transportation Security Administration, which
sprang up after 9/11.

But it was apparent that, as close as our working relationship
with the United States was, that relationship would need to be
further intensified to best ensure that the security measures
applicable to trans-border traffic were fully satisfactory at all
times, and that we had a high level of operational readiness
across the border.

So the frequency of contact with our US counterparts
increased dramatically. Dedication of staff to manage that
relationship increased incredibly immediately after 9/11 and
our relationship has been ever stronger and ever growing
since.?

Wallis had a different opinion of the security relationship between the two
countries. He testified that the US conducted its civil aviation security affairs in
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relative seclusion before September 11%. He had warned of the dangers of such
an approach:

... I had warned sometime previously [before September 11,
2001], that whilst it was okay perhaps for the United States
to be isolationist in its approach to aviation security, and

that was based on their huge domestic operation that they
had and which was why they wouldn’t take on some of the
international programs which we believed would have helped
them, | did write and say that if the attitude of the terrorists
changed and disposable or suicidal terrorists were to arise,
then the earlier attitude of US security relating to aircraft is
going to have to change. And we saw the suicidal terrorists in
full flight, as it were, on 9/11.2%°

Wallis also stated that complacency could set in when the system did not
experience an incident for a period of time, and that this could result in faltering
government commitment to matters such as legislation to help promote
security.®!

The Air India and Pan Am bombings focused world attention on aviation
terrorism and on the need for strong security. Governments and other
organizations subsequently worked together to enhance security measures
around the world.?®? Even after these events, however, many of the measures
that had been proposed by ICAO remained voluntary or were not adopted
by Contracting States. By September 11%, few governments, including that of
Canada, had introduced regulations to require the screening of all passengers
and hold baggage on all flights. Few countries did positive passenger-baggage
reconciliation. As well, despite the Convention on the Marking of Plastic Explosives
for the Purpose of Detection (1991), which followed the bombing of Pan Am Flight
103, equipment at airports for detecting plastic explosives was relatively rare.2%®
As the CATSA Advisory Panel observed, the changes to global aviation security
were incremental in the 15 years following the Air India bombing and the world
was “shocked into a new era of accelerated reaction”?** after September 11,

Despite the unparalleled commitment of Canada to enhancing civil aviation
security following the September 11t attacks, critical gaps remain.?

3.1.5 Conclusion

A more careful examination of the history of unlawful interference against civil
aviation and a greater observance of trends in terrorist activities might have

260 Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4533.
261 Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4541.
262 yhibit P-157, p. 91 of 135.

263 Eyhibit P-157, p. 91 of 135.

264 Eyhibit P-157, p. 92 of 135.

265 Exhibit P-157, p. 104 of 135.

95



96

Volume Four: Aviation Security

revealed the form that air terrorism was to take on September 11™. Like the
bombing of Air India Flight 182, the 2001 attacks showed a failure of collective
imagination in security matters.

Aviation security regimes around the world should have been more prepared
than they were. Indeed, Wallis has argued that “..[t]here is very little that is
new in threat or in aviation security generally. What is changing is the ability to
respond.’2®

In most cases, the measures that were implemented after September 11t —
such as strengthened passenger and baggage screening, improved oversight
through inspections and audits, enhanced training for security personnel and
the removal of core screening functions from air carriers — were merely the full
realization of initiatives that were considered or should have been considered
and implemented in response to the AirIndiaand Pan Am bombings. Flaws in the
system and the necessary corrective measures were well known. Nevertheless,
it took a third major terrorism incident and the loss of thousands of lives before
many of these measures were implemented.

3.2 Oversight in Aviation Security

Transport Canada is the designated authority ultimately responsible for
national civil aviation security.?” However, operational responsibility for security
measures is shared by a multitude of entities.?®® Air carriers, airport operators,
caterers, retail establishments at airports, ground-handling services, screening
service providers and the Canadian Air Transport Security Authority (CATSA) are
examples.?®®

266 Testimony of Rodney Wallis, vol. 41, June 6, 2007, p. 5009.

267 Under Standard 2.1.2 of Annex 17 to the Chicago Convention on International Civil Aviation (“Chicago
Convention”), all Contracting States of the International Civil Aviation Organization (ICAO) are obliged
to name a designated authority with responsibility for civil aviation security: “Each Contracting

State shall establish an organization and develop and implement regulations, practices and procedures
to safeguard civil aviation against acts of unlawful interference taking into account the safety,
regularity and efficiency of flights Transport Canada represents Canada at ICAO: Exhibit P-181, p. 2-1, s.
2.1.2; Exhibit P-169, p. 30 of 202; Testimony of Rodney Wallis, vol. 36, May 30, 2007, p. 4271.

See, for example, Exhibit P-172, pp. 59-60 of 155, which provides a non-exhaustive list, prepared

by the Standing Senate Committee on National Security and Defence, of organizations that have some
responsibility for aviation security at Toronto Pearson International Airport.

269 Exhibit P-169, pp. 31-32 of 202.
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These entities reflect a variety of organizational models, including private
Sector?° non-profit?’ and government?2 For many, security is not their
sole or necessarily even their primary concern. Security may be one of
many priorities, or the need to pay attention to security may be merely a
consequence of working in civil aviation.273 The physical environments
in which these organizations operate also vary and can affect how security
measures are implemented. Airports differ in size, layout, volume of traffic and
types of security equipment available.274 Fixed Base Operations (FBOs) and the
General Aviation (GA) sector have further differences,275 functioning outside
the system of “designated” airports.276 As well, some industry participants may
be obliged by Canadian programs or laws to carry out certain security operations
at off-shore sites, beyond Canada’s physical borders, to be allowed to operate
into Canada.277

Transport Canada must preside over these often substantially different
entities. The Department is responsible for ensuring that each implements
and adequately maintains civil aviation security measures in compliance with
legislation and directives. This objective must be accomplished within a rather
weak enforcement framework in which monetary or more severe penalties
are rarely imposed and only as a last resort.?’® In a system that relies heavily
on voluntary compliance,?® the strength of Canada’s civil aviation security
depends on vigilant oversight, a shared vision and absolute clarity in all
communications.

Proper oversight of civil aviation security in Canada requires, in the first
instance, a robust regulatory regime that prescribes a comprehensive set of
security measures. Guidance - in the form of stipulated requirements - is found

270 Many retail establishments at airports, air carriers, independent screening contractors that provide
screening officers to the Canadian Air Transport Security Authority (CATSA) and private aircraft and
air services that form part of the General Aviation sector are some examples of entities that belong
to the private sector. See Testimony of Georgina Graham, vol. 66, October 25, 2007, pp. 8232-8233;
Exhibit P-169, p. 31 of 202; Exhibit P-101 CAF0827, pp. 2, 7 of 19.

Airport authorities, for example, are incorporated as not-for-profit organizations. See Testimony of Fred

Jones, vol. 65, October 24, 2007, p. 8139.

272 CATSA, for example, was established by the CATSA Act as a Crown Corporation on April 1, 2002. CATSA
is responsible for several core security screening functions, including the screening of passengers
and their baggage, as well as the screening of non-passengers and their belongings at major airports:
Exhibit P-175, ss. 6(1); see also Exhibit P-169, pp. 16, 18 of 202.

273 Testimony of Nick Cartwright, vol. 42, June 13, 2007, p. 5203.

274 Exhibit P-169, pp. 96, 103 of 202.

275 Exhibit P-169, p. 55 of 202.

276 |, Canada, 89 airports have been designated to receive CATSA's screening services, which represents

approximately 99 per cent of all passenger traffic. Of the 89 airports, nine have been designated

as Class 1, or major, airports, 20 are designated as Class 2, or intermediate, airports, and 60 are

designated as Class Other, or smaller, airports. See Exhibit P-169, pp. 103, 199 of 202.

The Passenger Protect Program, Canada’s no-fly list, must be administered by air carriers whose flights

will arrive at designated aerodromes in Canada. This may require administration of the Program

outside of Canada’s borders for international flights arriving in Canada. See Exhibit P-278, Tab 13, p. 4.

278 gee, for example, Exhibit P-101 CAF0827, p. 19 of 19.

279 The system of voluntary compliance represents a philosophy that originated in the post-1985 period
and has continued today. See Exhibit P-263, Tab 15, p. 3 of 5 and Tab 20, p. 1 of 1.
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at the international level. Annex 172 the security annex to the Convention
on International Civil Aviation (“Chicago Convention”)®' outlines the minimum
security standards that must be applied by all signatories.?®2 Most countries,
including Canada, are signatories.8> As one of the wealthiest nations in the
world, Canada should be able to exceed these standards, as all developed
nations are encouraged to do.2*

All aspects of Canada’s civil aviation security regime must address the prevailing
threat environment appropriately.?® The system must be devised so that it both
routinely accounts for all significant risks and it includes a carefully considered
plan for responding to emergencies. Because civil aviation security presents a
dynamic environment of risk,?®® oversight must include the capacity to monitor
the overall system constantly to ensure that it remains capable of thwarting
terrorist threats and that the system can adapt quickly to changes in threats.
This involves understanding past, present and future threats, including threats
that arise in other parts of the world.

There are several key elements to an adequate regime: a solid understanding
of the history of global air terrorism and its trends and patterns; a consistently
proactive approach; a system of organized and intentional redundancy in
which multiple, reinforcing layers of security are established;*®” a flexible and
performance-based approach;?® and the systematic application of commonly
accepted risk management protocols.?®

Oversight in civil aviation security must take into account that air terrorism
threatstranscend borders. Canada depends forits own security on the soundness
of civil aviation security regimes established by other countries.*® Security
weaknesses in one country can permit aircraft in that country to be used as
an entry point for terrorists, possibly allowing them to bypass more stringent

280 The Eighth Edition of Annex 17 (April 2006) is the current edition. See Exhibit P-181.

281 The 1944 Chicago Convention is the foundational treaty for international governance in civil aviation.
See Exhibit P-150.

There is an opt-out provision, however. Article 38 of the Chicago Convention enables Contracting
States to notify ICAO of any differences between their national regulations and practices and the
international standards contained in Annex 17, should they find it “impracticable to comply in all
respects” or if it is deemed “necessary to adopt regulations or practices differing in any respect from
those established by an international standard.” See Exhibit P-150, pp. 44-46, Art. 38. See also Exhibit
P-181, p. (v); Testimony of Rodney Wallis, vol. 36, May 30, 2007, pp. 4270-4271.

283 Testimony of Rodney Wallis, vol. 36, May 30, 2007, p. 4270.

284 Testimony of Rodney Wallis, vol. 35, May 29, 2007, p. 4218.

285 Exhibit P-169, p. 26 of 202.

286 Exhibit P-361.

287 Exhibit P-169, p. 38 of 202.

288 Eyhibit P-169, pp. 92-93 of 202.

289 Exhibit P-361,Tab 1, p.10.

290 Testimony of Jean Barrette, vol. 39, June 4, 2007, p. 4746.
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controls elsewhere.?*’ Besides monitoring the global aviation security situation
for its impact on Canada, Transport Canada’s oversight responsibilities should
include offering support and leadership to strengthen civil aviation security
around the world.

Although Canada has made substantial progress in many areas of security
since the bombing of Air India Flight 182, it has yet to adequately fulfill its
obligations under Annex 17.%2 Improvements to the regime were prompted
mainly by major aviation security incidents which have affected Canada and
the US (notably, the bombings of Air India Flight 182 and Pan Am Flight 103
and, especially, the attacks of September 11, 2001). These incidents exposed
known weaknesses in the system. There has been little improvement in the
security system to anticipate future threats, and the system has failed — in some
instances, for decades - to deal with several known security threats.?*®

Transport Canada has launched an initiative to review the national civil aviation
security regulatory regime in its entirety.?* This is a welcome and important
development. Any useful redesign of the system must embrace Annex 17 at its
core, in the spirit in which its provisions are intended, and must be informed
by international best practices, while addressing any unique threats that
Canada faces. Canada must strive to implement timely solutions for significant
vulnerabilities and must not wait until solutions are imposed by other regimes
or, worse, by an act of terrorism.

3.2.1 International Governance

The international civil aviation security regime has developed primarily in an
ad hoc manner, in direct response to particular security incidents. The focus has
been on reacting to incidents, not on preventing them.

3.2.1.1 International Regulatory Regime

Modern civil aviation began as the Second World War was nearing an end. The

Conference on International Civil Aviation, held in Chicago in 1944, created
two organizations that would guide the development of civil aviation in the

291 The bombing of Pan Am Flight 103 on December 21, 1988 is a prime example. An employee of

Libyan Arab Airlines at Malta’s Luga Airport was implicated in facilitating the acceptance of a bomb-
laden unaccompanied suitcase on Air Malta, for interlining to Pan Am in Frankfurt. See Wallis,
Combating Air Terrorism, p. 38. See also Testimony of Rodney Wallis, vol. 35, May 29, 2007, pp.
4209-4210 and Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4516.

Canada does not currently have a written civil aviation security program, nor does it require some of its
major security partners and stakeholders to develop and maintain security plans, as required by Annex
17. See Exhibit P-181, p. 3-1, ss. 3.1.1, 3.2, 3.3.1; see also Exhibit P-169, p. 97 of 202.

Experts and stakeholders have repeatedly noted deficiencies in the security measures that address air
cargo, airport security, Fixed Base Operations (FBOs) and the General Aviation (GA) sector. See Sections
3.8.1,3.8.2and 3.83.

294 Exhibit P-101 CAF0827, p. 16 of 19.
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coming decades: the International Civil Aviation Organization (ICAO) and the
International Air Transport Association (IATA).?*

ICAO is the supreme law-making body for international civil aviation** and
IATA is the not-for-profit trade association for the world’s scheduled airlines.?”
The establishment of both organizations at the same time was deliberate. It
reflected an understanding, from the beginning, of the interdependence of
industry and government in civil aviation.??® ICAO was created as the governing
body to develop international civil aviation after the war, and it was recognized
that a sister organization was required to address commercial aspects of civil
aviation.

Security measures cannot be developed in a void and cannot operate in a
manner that debilitates the aviation industry. Since their inception, ICAO and
IATA have collaborated to advance civil aviation, a shared effort that is viewed
as essential. As Rodney Wallis, the former Director of Security at IATA, stated,
“....They have to work together because you can’t separate the governmental
side of civil aviation from the commercial side."?*°

IATAis formally charged with working alongside ICAO. Besides promoting”...safe,
reliable and secure air services for the benefit of the peoples of the world,”* one
of IATA’s principal goals, set out in its Articles of Association, is to co-operate with
ICAO and other relevant international organizations.**' ICAO also acknowledges

295 wallis, Combating Air Terrorism, p. 91. 1ATA, which had previously been constituted in 1919 as the

International Air Traffic Association, was reconceived at the 1944 conference.

Wallis, Combating Air Terrorism, p. 91.

IATA currently represents approximately 250 members: Testimony of Georgina Graham, vol. 66,
October 25,2007, p. 8209; see also Wallis, Combating Air Terrorism, p. 89.

The preamble to the Convention on International Civil Aviation, which established ICAQ, states, in

part that”...the undersigned governments having agreed on certain principles and arrangements

in order that international civil aviation may be developed in a safe and orderly manner and that
international air transport services may be established on the basis of equality of opportunity and
operated soundly and economically; Have accordingly concluded this Convention to that end.” Exhibit
P-150, Preamble, p. 12. One of the stated aims and objectives of ICAO is to “Meet the needs of the
peoples of the world for safe, regular, efficient and economical air transport” [Emphasis added]:
Exhibit P-150, p. 50, Art. 44 d).

299 Testimony of Rodney Wallis, vol. 35, May 29, 2007, p. 4214.

300 |ATA Articles of Association, adopted as of May 2005, online: IATA <http://www.iata.org/NR/
rdonlyres/1C373605-4F10-48C0-81DB-98676881A06A/0/agmé61articlesofassociationamended
agmé61_tokyo 2931may2005.pdf> (accessed January 14, 2009) [IATA May 2005 Articles of Association]
The principal goals given to IATA in its original Articles of Association were:

To promote safe, reqular and economical air transport for the benefit of the peoples of the world,

to foster air commerce and to study the problems connected therewith.

To provide means for collaboration among the air transport enterprises engaged directly or indirectly
in international air transport service.

To cooperate with the International Civil Aviation Organization and other international

organizations.

As Rodney Wallis noted, although these objectives were set in 1946, long before terrorism

became a concern of international civil aviation, they continue to have direct application: Wallis,
Combating Air Terrorism, pp. 102-103. In IATA's current Articles of Association, the wording of

its mission statement has been altered slightly, most notably with respect to the first objective, which
now includes reference to security. It states that IATA shall “...[p]romote safe, reliable and secure air
services for the benefit of the peoples of the world” [Emphasis added]: IATA May 2005 Articles of
Association.
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the important contribution to its civil aviation mandate made by IATA and by
other international organizations.3®* IATA is one of only two non-state members
that participate on ICAQO’s Aviation Security Panel (AVSEC Panel). The Panel
reviews ICAO security requirements and recommends changes as necessary.>®
Within its membership, IATA supports and promotes the consistent application
of the international security standards and recommended practices established
by ICAOQ. International harmonization of security practices is of particular
importance to IATA. Adherence to a common set of international standards
ultimately benefits passengers. It provides assurance that security procedures
are understood by the international carriers implementing them and that the
level of security is consistent across jurisdictions. With a harmonized approach,
airlines can focus on ensuring “...the highest level of security standards” rather
than on determining which measures to apply in a particular jurisdiction.3*

Canada plays a unique role in supporting the ongoing co-operation between
ICAO and IATA, since both organizations are headquartered in Montreal.3%
In 1945, acting on behalf of the world’s governments, Canada’s Parliament
provided IATA with its current charter.3%

Several other international and regional bodies besides ICAO and IATA have a
significant impact on civil aviation security. These include the European Civil
Aviation Conference (ECAC), whose Security Forum seeks to harmonize civil
aviation security policies and practices among its member states.>” Although
ECAC is subordinate to ICAQ, the political weight of its member states lend
it an “...influence far exceeding its numeric strength at the parent body."3%
The Airports Council International (ACl) promotes policies and services that
strengthen the ability of airports to serve their passengers, customers and
communities,®® and is an important and authoritative voice in the civil aviation
security community.3'°

302 cp0 reports that it“...works in close collaboration with other specialized agencies of the United

Nations such as the International Maritime Organization, the International Telecommunication Union
and the World Meteorological Organization. The International Air Transport Association, the Airports
Council International, the International Federation of Air Line Pilots’ Associations and other
international organizations participate in many ICAO meetings.” See ICAO Backgrounder, p. 5.

In the wake of the liquid and gel explosives threat that was uncovered in the United Kingdom in
August 2006, ICAO convened an extraordinary meeting of its Council, and IATA worked closely with
ICAO’s AVSEC Panel to develop harmonized regulations that could be applied in all jurisdictions of
the world, to simplify the procedures that both airlines and passengers would have to follow:
Testimony of Georgina Graham, vol. 66, October 25, 2007, pp. 8210-8211.

304 Testimony of Georgina Graham, vol. 66, October 25, 2007, p. 8211.

305 Wallis, Combating Air Terrorism, p. 89.

306 Wallis, Combating Air Terrorism, p. 102.

307 Exhibit P-101 CAF0831, p. 7 of 8.

308 Wallis, Combating Air Terrorism, p. 89.

309 Exhibit P-101 CAFO831, p. 8 of 8.

310 Wallis, Combating Air Terrorism, p. 90.
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3.2.1.1.1 International Conventions

ICAO was established by the Chicago Convention, which serves as the foundation
for all international civil aviation operations.3" It specifies the privileges and
restrictions that pertain to all signatories, or Contracting States, and provides
for the adoption of international standards and recommended practices in all
areas of civil aviation.

ICAO is an agency of the United Nations. Its membership consists of sovereign
nations. Currently, 190 Contracting States®? together comprise ICAO’s main
body, the Assembly, which meets once every three years.'*The Assembly adopts
resolutions, but does not set the international rules with which members must
comply. The Council, ICAO’s governing body, converts Assembly resolutions into
international standards and recommended practices. The Council consists of 36
nations elected from the Assembly for a three-year term, with representation
to ensure that those states with the greatest involvement in civil aviation enjoy
majority participation and that the main geographic areas of the world are
represented.?'

The international standards and recommended practices adopted by the ICAO
Council are published in Annexes to the Chicago Convention. Since 1944, 18
Annexes have been added to the Convention, each pertaining to a different
area of civil aviation, such as aircraft operation, licensing, air worthiness and
meteorology.' Standards are mandatory provisions with which all signatories
to the Convention must comply.3'®* Recommended practices are not obligatory,
but are considered desirable measures®' that should be adopted by states that
have the ability to do so.3®

311

310 Wallis, Combating Air Terrorism, p. 91.

Online: International Civil Aviation Organization < http://www.icao.int/cgi/goto_m.pl?cgi/statesDB4.
pl?en> (accessed January 14, 2009).

Testimony of Moses Aléman, vol. 35, May 29, 2007, p. 4216.

Two-thirds of the Council is comprised of states that engage the most in civil aviation, while the
remaining one-third aims to ensure geographical representation. During their terms of office, Council
representatives function as ambassadors to ICAO, operating out of its headquarters. The third main
body of ICAO is the Secretariat, which consists of the employees of ICAQ, led by the Secretary General:
Testimony of Moses Aléman, vol. 35, May 29, 2007, p. 4216.

Testimony of Moses Aléman, vol. 35, May 29, 2007, pp. 4216-4217; see also ICAO Backgrounder, p. 8.

A Standard is defined in the Eighth Edition of Annex 17 to the Chicago Convention (April 2006) as
“...[alny specification...the uniform application of which is recognized as necessary for the safety or
regularity of international air navigation and to which Contracting States will conform in accordance
with the Convention: in the event of impossibility of compliance, notification to the Council is
compulsory under Article 38 of the Convention” [Emphasis added]: Exhibit P-181, p. (vi).

A Recommended Practice is defined in the Eighth Edition of Annex 17 to the Chicago Convention
(April 2006) as“...[alny specification...the uniform application of which is recognized as desirable in
the interests of safety, regularity or efficiency of international air navigation, and to which Contracting
States will endeavour to conform in accordance with the Convention” [Emphasis added]: Exhibit
P-181, p. (vi).

Testimony of Moses Aléman, vol. 35, May 29, 2007, pp. 4216-4217.
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The issue of security, addressed in Annex 17, came late to ICAQO.3" When ICAO
was created, air terrorism was not a concern.?® Flight safety and the economic
conditions of civil aviation were the main focus of the developing international
regulatory regime.??' Thirty years would pass before security was viewed as being
of sufficient interest to the international community to merit a distinct Annex
to the Convention. By the late 1960s, the hijacking of aircraft for political ends
was occurring with increasing frequency,®?? and three successive and important
conventions (in addition to the existing Chicago Convention) were drafted
in response to specific security incidents. The three conventions provided a
network of international rules that covered jurisdiction and the responsibilities
of states with respect to “acts of unlawful interference.” As well, ICAO issued a
detailed, non-binding security manual to guide states on implementing security
measures. Despite these developments, it became clear that the existing regime
could not deal adequately with the security threats being encountered,** and
Annex 17, Security: Safeguarding International Civil Aviation Against Acts of
Unlawful Interference, was adopted in 1974.32* Annex 17 set out the minimum
standards for an effective aviation security regime.

The Convention on Offences and Certain Other Acts Committed on Board Aircraft,?*
commonly known as the Tokyo Convention, was the first to address security
in civil aviation. It was not primarily concerned with hijackings or sabotage,
preceding the occurrence of many such incidents by several years.3* Only
one provision of the Convention referred to the unlawful seizure of aircraft,3?’
demonstrating the low level of concern at the time.3?® The Convention dealt
mainly with criminal offences committed on board aircraft. It was enacted in
response to a 1960 incident in which a passenger killed another passenger on
board an aircraft while it flew over the Atlantic Ocean, but for which there was no
legal remedy at the time. The alleged offender could not be prosecuted because
international law did not give any state jurisdiction in such circumstances.
The Tokyo Convention established rules governing jurisdiction over acts or
offences committed on board an aircraft while in flight or outside the territory
of a state.3? Under the Convention, jurisdiction is normally given to the state

319 Testimony of Moses Aléman, vol. 35, May 29, 2007, p. 4215.
320 gee Appendix A, Chronology: Significant Acts of Unlawful Interference with Civil Aviation.
321 Exhibit P-157, p. 15 of 135.

322 Testimony of Moses Aléman, vol. 35, May 29, 2007, p. 4211.
323 Exhibit P-157, p. 15 of 135.

324 Eyhibit P-151.

325 5ee Exhibit P-154.

326 Wallis, Combating Air Terrorism, p. 92.

327 Exhibit P-154, p. 5, Art. 11(1).

328 Wallis, Combating Air Terrorism, p. 92.

329 Exhibit P-154, pp. 3-4, Arts. 1(1)-(2), 3, 4.
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of registration of the aircraft.3*® Other states can be granted jurisdiction under
certain circumstances.?’

The Tokyo Convention laid the foundation for government intervention when
offences occur on board an aircraft.33? Although only one provision dealt with
the unlawful interference with aircraft, it was nevertheless regarded as an
important provision and continues to have relevance.?* It required Contracting
States to “...take all appropriate measures to restore control of the aircraft to
its lawful commander or to preserve his control of the aircraft” in the event of
an unlawful seizure.** While the inclusion of this provision might have been
viewed as a proactive security measure, the potential benefit was negated by
the fact that states were slow to ratify the Convention. Signed in 1963, it was
unenforceable when a hijacking occurred in 1968 and return of the seized aircraft
to its rightful state was not honoured. The Convention needed ratification by
one more country before it could come into force. In response, the United States
immediately ratified the Convention, and it came into force in 1969.3%

The late 1960s witnessed a rash of aircraft hijackings, and 1970 saw the first
coordinated multi-aircraft terrorist hijacking. Three aircraft were destroyed
at Dawson’s Field in Jordan, as well as one aircraft at Cairo, and hundreds of
passengers were taken hostage. This organized attack by the Popular Front for
the Liberation of Palestine (PFLP) is generally accepted as the birth of modern-
day airterrorism.>*¢ It was evident that the Tokyo Convention could not sufficiently
deal with such incidents:

There was a need to specify in an international treaty the
action that had to be taken by states when an aircraft was
seized unlawfully. The Hague [Convention] did that. Its
language recognized the deterrent effect punishment could
have on offenders and called on all ICAO contracting states to
make the offense “punishable by severe penalties.”**’

330 Exhibit P-154, p. 3, Art. 3.

331 Contracting State which is not the State of registration may not interfere with an aircraft in flight in
order to exercise its criminal jurisdiction over an offence committed on board except in the following
cases: (a) the offence has effect on the territory of such State; (b) the offence has been committed by
or against a national or permanent resident of such State; (c) the office is against the security of
such State; (d) the offence consists of a breach of any rules or regulations relating to the flight
or maneuver of aircraft in force in such State; (e) the exercise of jurisdiction is necessary to ensure the
observance of any obligation of such State under a multilateral international agreement”: Exhibit
P-154, pp. 3-4, Art. 4.

332 Wallis, Combating Air Terrorism, p. 92.

333 wallis, Combating Air Terrorism, p. 92.

334 Exhibit P-154, p. 5, Art. 11(1).

335 The United States became the 12th country to ratify the Tokyo Convention. Although the Tokyo

Convention applied to the 1968 hijacking, which occurred in the Middle East, it could not be enforced

because only 11 countries had ratified the treaty at that time: Testimony of Moses Aléman, vol. 35, May

29,2007, pp. 4225-4226.

Wallis, Combating Air Terrorism, p. 92. See also Appendix A, Chronology: Significant Acts of Unlawful

Interference with Civil Aviation.

Wallis, Combating Air Terrorism, p. 92.
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The Convention for the Suppression of Unlawful Seizure of Aircraft (“Hague
Convention”) was signed in 1970 and entered into force in 1971.3% With the
alarming growth in aircraft hijackings, the Convention obliged Contracting
States to declare hijacking a criminal offence. The goal was to eliminate safe
havens for hijackers by imposing a choice on Contracting States for dealing with
offenders: prosecute or extradite.®** In his 1993 book, Combating Air Terrorism,
Wallis remarked that such strong language made for a powerful treaty, if fully
enacted by Contracting States:

If there were no havens to which hijackers could escape after
committing their acts of terror, much of their motivation would
disappear.

While the Hague Convention is viewed as an important development in
international civil aviation security, its deterrent effect is no doubt weakened
because some governments have failed to live up to their obligations** and
because a new era of suicide terrorism has emerged.

Another limitation of the Hague Convention is that it deals only with the hijacking
of aircraft. In 1970, as the text for the Convention was being finalized, its drafters
recognized that acts of sabotage were not included. Although not as common
as hijacking at the time, sabotage was a known method of unlawful interference
with civil aviation. Instead of delaying passage of the Hijacking Convention, as the
Hague Convention was also known, ICAO decided to develop a separate treaty
to address bombings and similar attacks on aircraft.>*' A year later, in 1971, the
result of its deliberations was the Suppression of Unlawful Acts against the Safety
of Civil Aviation (“Montreal Convention”), which came into effect in 1973.3* The
Montreal Convention addressed the sabotage of aircraft, whether in flight or
on the ground, as well as similar attacks on air navigation facilities.>® It listed
a range of offences to be punished by Contracting States.>** They were also
called upon to“...take all practicable measure[s] for the purpose of preventing
the offences” specified in the Convention.?* This proved to be a valuable clause,
since it gave the airline industry the authority for its efforts to enhance airport
security around the world. It also gave ICAO a springboard for launching Annex
17 to the Chicago Convention.3*

The Montreal Convention did not cover all sabotage against civil aviation. This
became apparent after simultaneous attacks at the airport terminals in Rome

338 See Exhibit P-155, pp. 1-2.

339 Testimony of Moses Aléman, vol. 35, May 29, 2007, p. 4226.

340 Wallis, Combating Air Terrorism, p. 93

341 Wallis, Combating Air Terrorism, p. 94.

342 gee Exhibit P-156, pp. 1-2.

343 Exhibit P-156, p. 2, Art. 1.

344 Eyhibit P-1 56, pp. 5-6, Arts. 3, 8; see also Wallis, Combating Air Terrorism, pp. 94-95.
345 Exhibit P-156, p. 7, Art. 10.

346 Wallis, Combating Air Terrorism, p. 95.
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and Vienna in December 1985.3* The Council of ICAO wanted to invoke the
Montreal Convention, but realized this was not possible since the treaty did
not address public areas of airports. Only the local police had jurisdiction over
these incidents.>* This void in authority over a matter concerning aviation
terrorism prompted the development, in 1988, of the Montreal Protocol for the
Suppression of Unlawful Acts of Violence at Airports Serving International Civil
Aviation. The Montreal Protocol, as it is commonly known, adds to and amends
the Montreal Convention to create uniform legislation for the suppression of
terrorist attacks at airports. It should be read with the Montreal Convention as a
single instrument.3*

The most recent ICAO convention in aviation security stemmed, once again,
from a major incident. The destruction of Pan Am Flight 103 on December 21,
1988, was caused by plastic explosives concealed in unaccompanied, interlined
baggage. Although it was well known that plastic explosives were difficult to
detect using existing X-ray equipment, and intelligence reports at the time
had warned specifically about the imminent use of plastic explosives to target
an aircraft in flight,*° local Pan Am management staff chose X-ray scanning as
the sole method to screen interlined baggage for explosives.®' The baggage
containing the explosives slipped undetected onto Flight 103. Following the
bombing, ICAO developed the Convention on the Marking of Plastic Explosives
for the Purpose of Detection. The Convention prohibits the manufacture, sale or
possession of plastic explosives without the chemical markings specified by the
Convention. These markings make it easier for screening equipment to detect
the explosives. Signed in 1991, the Convention came into force in 1998.3%

As well as developing conventions to address civil aviation security, the Council
of ICAO decided in 1969 to establish the Committee on Unlawful Interference,
observing that the threat posed to civil aviation required the urgent and
continued attention of ICAO.>* The Committee is comprised of a subset of
Council members®** who review incidents of hijacking and sabotage and submit
recommendations to the Council 3>

3.2.1.1.2 Annex 17 and the ICAO Security Manual

In 1968, in response to a number of hijackings related to Cuba, ICAO convened
an ad hoc group of experts to prepare a security manual that could assist
Contracting States in addressing acts of unlawful interference with international

347 See Appendix A, Chronology: Significant Acts of Unlawful Interference with Civil Aviation.

348 Testimony of Moses Aléman, May 29, 2007, p. 4227.

349 Exhibit P-263, Tab 3, p.2 of 3.

350 Wallis, Lockerbie, p. 23.

351 Wallis, Lockerbie, p. 104.

352 Testimony of Moses Aléman, vol. 35, May 29, 2007, p. 4228.

353 |CAO 1969 News Release, online: International Civil Aviation Organization <http://www.icao.int/icao/
en/nr/1969/pio196904 e.pdf>, p. 2 (accessed January 14, 2009) [ICAO 1969 News Release].

354 |CAO 1969 News Release, p. 2.
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civil aviation. First published in 1971,%¢ the Security Manual for Safeguarding
Civil Aviation Against Acts of Unlawful Interference (Security Manual) was purely
a guide for states and security stakeholders. The measures it outlined were not
binding, since the Security Manual did not have any official regulatory status.>’

After Annex 17 came into existence in 1974, the Security Manual could be used
to assist states in applying the Annex and to provide governments, airports and
air carriers with practical guidance for meeting their security responsibilities.>*®
Annex 17 and the Security Manual are meant to be companion documents.?*
Annex 17 uses broad language to describe the desired outcomes of its standards
and recommended practices, while the Security Manual provides specific ways
for states and their security partners to accomplish these objectives.

Unlike Annex 17, the Security Manual is a lengthy document that specifies in
detail several methods for implementing various security measures, from the
simplest and most cost-efficient options for states with fewer resources, to the
more sophisticated procedures that wealthier states may be able to afford.3®
The Security Manual includes guidance about the security measures required
of most partners in civil aviation security, such as airports, air carriers, security
officers and police. The Manual is a restricted document provided by ICAO to
Transport Canada, and only Transport Canada has the authority to share its
contents.?®

356 Subsequent amendments were made in 1974, 1977 and 1983. See Exhibit P-157, p. 17 of 135.

357 Testimony of Moses Aléman, vol. 35, May 29, 2007, p. 4211.

358 Exhibit P-157, p. 17 of 135.

359 Indeed, the Security Manual is specifically referenced throughout the text of Annex 17 as a guidance
document to assist with the implementation of various standards. See Exhibit P-181, pp. (v) and
2-1-4-3. See also Testimony of Moses Aléman, vol. 36, May 30, 2007, p. 4278.

360 Testimony of Moses Aléman, vol. 36, May 30, 2007, pp. 4278-4279.

361 The Security Manual is provided only to a state’s designated authority as specified under Standard 3.1.2
of Annex 17. See Exhibit P-181, p. 3-1, s. 3.1.2. See also Testimony of Moses Aléman, vol. 36, May 30,
2007, pp. 4278-4279.
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Figure 1: International Aviation Security Regulatory Framework

Also referred to as the Chicago
Convention or the ICAO
Convention

Convention on
International
Civil Aviation

Annex 17
Security

Security Manual for
Safeguarding Civil
Aviation Against Acts of
Unlawful Interference

One of 18 Annexes to the Convention on
International Civil Aviation. Annex 17 sets
out Standards and Recommendations on
civil aviation security.

The ICAO Security Manual provides
guidance material or advice to ICAO
Contracting States to support
compliance with Annex 17.

The first edition of Annex 17, adopted in 1974, established the international
standards and recommended practices that were to comprise the minimum
securityframeworkexpected ofallContracting States.*?Thefirstedition, however,
consisted primarily of recommendations, which are akin to best practices*? and
are optional.*®* Some experts who appeared before the Commission viewed
this edition of the Annex as a substandard document that did not give states
the means to meet the myriad security threats facing civil aviation.?®> Very little
was added to Annex 17 in its second edition, which was adopted in 19813 and
which was the edition in force when Air India Flight 182 was destroyed.> Only
then did ICAO recognize that Annex 17 did not adequately address the threats
to civil aviation and that a much more robust document was necessary.’ A

wholesale revision of Annex 17 ensued.?®
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ICAO named an ad hoc group of international security experts, initially from 16
nations and four international organizations, to revise Annex 17. The revised
Annex adopted 35 standards, where previously there were only 13.3°The group
was also required to meet periodically to review Annex 17 and to consider
whethernewstandards should beadopted and whetherrecommended practices
needed to be elevated to the status of standards.>”' The group eventually became
known as the AVSEC Panel,*”> which served as a specialist security body, with
membership drawn from states and international organizations, and reported
to the Committee on Unlawful Interference.?”?

Annex 17 has been described as”...a small, singularly simple publication but one
born out of much debate in order to balance the perceived needs of civil aviation
seen through the eyes of security specialists (the AVSEC Panel), against the
political and economic considerations of the members of the ICAO Committee
on Unlawful Interference and the Council.”®”* The current edition of Annex 17
was adopted in 2005 and came into effect in April 2006.3” It is organized into
five main chapters that address the following: (1) definitions, to clarify key
terminology used in international civil aviation security; (2) general principles;
(3) the organization of national regimes; (4) preventive security measures; and (5)
the management of responses to acts of unlawful interference.3”¢ Most nations,
including Canada, are signatories to the Chicago Convention,*”” and Annex 17 is
the core document from which all national civil aviation security regimes must
flow. It provides a blueprint for the essential elements that comprise a basic, but
inclusive, regime. Among other obligations under Annex 17, Contracting States
are required to:

« Establish an organization and develop and implement regulations,
practices and procedures for safeguarding civil aviation against acts
of unlawful interference;*’®

« Establish and implement a written national civil aviation security
program;3”®

« Designate and specify to ICAO an appropriate authority with
responsibility for developing, implementing and maintaining the
national civil aviation security program;3°

+ Establish a national aviation security committee to coordinate

security activities between all entities with responsibilities within
the national civil aviation security program;**!

370 Testimony of Moses Aléman, vol. 35, May 29, 2007, p. 4217.
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377 see Exhibit P-452.

378 Exhibit P-181, p. 2-1, 5. 2.1.2.
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380 Exhibit P-181, p. 3-1,5.3.1.2.

381 Exhibit P-181,p.3-1.5.3.1.5.
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+ Require all airports®? and commercial air carriers®® to
establish, implement and maintain a written security program
for their operations that meets the requirements of the national
civil aviation security program;

« Ensure that each airport establishes an airport security committee
to assist in implementing the airport security program;*#*

« Establish measures to prevent unauthorized weapons, explosives
or anything that could unlawfully interfere with civil aviation from
being introduced on board an aircraft,** including measures
relating to:

- Access control, particularly non-passenger and vehicular
access to airside and restricted areas of airports, through means
such as identification systems, background checks, appropriate
supervision and the screening of at least a proportion of non-
passengers and their belongings;¢

- Aircraft security, including conducting aircraft security checks
and protecting the flight crew compartment;*®”

- Screening and protection of passengers and their cabin
baggage;*®

- Screening and protection of hold baggage, including ensuring
that the baggage of any passenger not on board an aircraft is
not transported unless appropriately identified and screened;*®

- Screening and protection of cargo and mail**° and the
application of security controls to catering, stores and
supplies®' carried on passenger aircraft;

« Ensure, to the extent practicable, that security measures are applied
based upon a security risk assessment carried out by the relevant
national authorities;**?

« Ensure the development and implementation of a national training
program for the personnel of all entities with responsibility for
aspects of the national civil aviation security program;**

382
383
384
385
386
387
388
389
390

391
392
393

Exhibit P-181, p. 3-1,5.3.2.1.

Exhibit P-181, p. 3-1,5.3.3.1.

Exhibit P-181, p. 3-1,5.3.2.3.

Exhibit P-181, p. 4-1,s. 4.1.

See Exhibit P-181, p. 4-1, s5.4.2.1-4.2.6.

See Exhibit P-181, p. 4-1, s5.4.3.1-4.3.3.

See Exhibit P-181, pp. 4-1-4-2,5.4.4.1-4.4.4.

See Exhibit P-181, p. 4-2,5.4.5.1-4.5.5.

This includes a process for approving regulated agents if such a program is established by a
Contracting State. See Exhibit P-181, p. 4-2, ss. 4.6.1-4.6.4.
See Exhibit P-181, p. 4-2, 5. 4.6.5.

Exhibit P-181, p. 2-1,5.2.2.2.

Exhibit P-181, p. 3-1, 5. 3.1.6.



Chapter llI: Civil Aviation Security in the Present Day

+ Develop and maintain a national civil aviation security quality
control program to assess compliance with and to validate the
effectiveness of its national civil aviation security program;***

« Constantly review the level of threat to civil aviation within its
territory and adjust relevant elements of its national civil aviation
security program accordingly;***> and

« Co-operate with other states in developing and exchanging
information concerning national civil aviation security, training and
quality control programs, as necessary.3%

3.2.1.2 Limitations on International Governance

Several concerns have been raised about ICAO governance in civil aviation
security, such as its political constitution, which can hinder decision-making
and result in the appointment of representatives poorly qualified to work in
this highly technical and specialized field. As with other international bodies
with representatives from nations, ICAO is seen as a political organization. The
language developed to govern international civil aviation is necessarily based
on compromise.®” Any rules adopted require consensus®**® and must enable
those states with the fewest resources to comply.3*® Wallis has described the
problem of resources:

Sometimes the words are weak because the country simply
doesn’'t have money to do things. You might have a country
that has to make a decision between having an X-ray machine
at an airport and an X-ray machine in a hospital. They

might opt to have an X-ray machine in the hospital butin a
developed country you would expect them to have all of these
things, and they could push ahead.*®

The process of establishing standards can prove frustrating. Annex 17 security
provisions often fail to find acceptance on anything more than the level of
the “lowest common denominator”®" Inevitably, the wording chosen for
international standards gives states considerable freedom in implementing
them.%?

ICAO standards must be considered minimum standards that states with the
requisite resources, particularly developed countries, should be able to easily
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exceed.*® Exceeding these standards, where it is possible to do so, appears to
have been a long-established practice. Before the bombing of Air India Flight
182, Canada, the US and many European nations had established national
regimes exceeding the standards in Annex 17.%* Aviation security reviews and
investigations concluded that Canada had exceeded Annex 17 standards at the
time of the Air bombings. This should have been no surprise, although Transport
Canada officials often mentioned it as being particularly noteworthy.*%

There is also concern that government representatives who serve ICAO’s main
bodies and committees are drawn from the civil service and often lack substantial
background in civil aviation security.*®® The Committee on Unlawful Interference
consists of ICAO Council members who function much like national ambassadors
and whose security backgrounds may be minimal or non-existent.*” Yet this
Committee finalizes recommendations to be put to the Council to provide
direction in aviation security.*® In contrast, IATA established a Security Advisory
Committee (SAC) in 1967, with goals similar to ICAO’s Committee on Unlawful
Interference, but with a notably different composition. Formed to develop
collective airline policies to combat air terrorism, the SAC, later renamed the
Security Advisory Group, consisted of experts in civil aviation security. These
were drawn from among the security heads of international airlines.**®

Despite its limitations, ICAO has produced important international legal
instruments to manage civil aviation security, although these have largely
developed in an ad hoc and reactive fashion. Since 1985, the Committee on
Unlawful Interference has sought guidance from the AVSEC Panel, which consists
of security experts from several states and organizations,*® including IATA.*"
The AVSEC Panel authored the first substantial rewrite of Annex 17 after the
destruction of Air India Flight 182,42 introducing a much more rigorous regime
of international civil aviation security standards.*’® Experts in security were
added to advise the Committee on Unlawful Interference. This was a welcome
development, and its continued influence in matters of security, particularly
related to Annex 17,4* might help to balance the deficiencies associated with
other ICAO bodies that have responsibilities in civil aviation security. However,
even though the AVSEC Panel provides specialist knowledge, only the individual
Contracting States, through their representatives, have the authority to finalize
ICAO rules.*'® Their decisions can be swayed by competing interests and may
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not be informed by the appropriate expertise. This is an inherent limitation of
the process for developing standards.

A further limitation is that the international civil aviation security regime does
not provide for any mechanism of enforcement. This is an issue of sovereignty.
Despite the obligation on signatories of the Chicago Convention to comply with
Annex 17, there is no mechanism to force states to comply:

There is no penalty or sanction provided by ICAO. ICAO has
refused throughout the years to become an international
policeman. The reasoning that they use is that it is an
international organization of sovereign countries and every
country is left to apply the standards in their own method....*'®

A formal mechanism exists for states to opt out of implementing an Annex 17
standard. Under Article 38 of the Chicago Convention, states are obliged to
notify the Council of ICAO of any departures from the international standards:

Any State which finds it impracticable to comply in all respects
with any such international standard or procedure, or to

bring its own regulations or practices into full accord with

any international standard or procedure after amendment of
the latter, or which deems it necessary to adopt regulations

or practices differing in any particular respect from those
established by an international standard, shall give immediate
notification to the International Civil Aviation Organization of
the differences between its own practice and that established
by the international standard.... In any such case, the Council
shall make immediate notification to all other states of the
difference which exists between one or more features of an
international standard and the corresponding national practice
of that State.*"”

States may be unable or unwilling to comply with an Annex 17 standard for
several reasons. One may be financial:

The state may simply not have the money to implement
the procedures called for by the annex. This is often so in
developing countries. A government could quite literally be
faced with a choice of providing a new security facility or
feeding a hungry or even starving population. It becomes a
matter of priorities.*'®

416 Testimony of Moses Aléman, vol. 36, May 30, 2007, pp. 4274-4275.
417 Exhibit P-150, pp. 44-46, Art. 38.
8 Wallis, Combating Air Terrorism, p. 98.
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ICAO standards, as noted, are essentially set at the level of the lowest common
denominator to accommodate the states with the least means. This should
keep to a minimum the number of states that lack the resources to comply with
Annex 17.4"° But other operational, administrative and political considerations
also come into play. A delegate to ICAO might “vote with the mood of those
present”? when a rule is adopted, only to discover later that it is not possible to
implement the rule domestically. Other times, a state representative may lack
the authority or influence to put ICAO decisions into practice. It may also be that
the implications of a rule were not fully understood at the time of its adoption.
Although ICAO conducts its meetings in several official languages, some
delegates may end up using a language with which they are not completely
familiarand may not grasp the subtleties of debates as a result. Further reflection
and an opportunity for discussion in home surroundings may reveal unforeseen
obstacles. It could also be that a state disagrees with the rule from the beginning
but chooses not to say so in an open forum.**'

The formal procedure for notifying ICAO of a failure to meet international
standards is termed “filing a difference!*? The state must notify the Council
of ICAO and provide details of the differences between the standard and its
national regulations.*?®* Typically, ICAO publishes a list of states that have filed
differences and specifies the nature of the discrepancies.®** The publication
of differences works effectively for annexes that deal with other matters in
civil aviation, but security issues are confidential and must be treated in a
more circumspect manner to avoid information falling into the wrong hands.
Differences filed in civil aviation security are not published, but are shared with
the designated authorities of all signatories to the Chicago Convention.*?* Each
state can then determine how this information should be used, to whom it
should be disseminated and whether its own security requirements must be
altered in response. ICAO does not interfere with such decisions, as these are
considered state matters.*” The filing of differences can result in the loss of
insurance coverage or the loss of access to services because of blacklisting by
other countries.*?’

ICAO publications, even those marked “restricted,” have wide circulation.**®
Moreover, rogue states that are members of ICAQ, or rogue airlines that are
members of |ATA, will be privy to any security-sensitive information discussed
or shared within these organizations. There is no fail-safe method of preventing
such documents from reaching terrorists. All security programs must be
designed so that measures remain effective even if terrorists have knowledge
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of them.*” However, information relating to the filing of differences presents a
particular problem:

...[I]f a state indicated, for example, that it could not comply
with the standard calling for reconciliation of passengers with
their baggage, terrorists would be able to identify this loop-
hole and attack civil aviation operations through it.**

At least ICAQ’s restriction of civil aviation security information makes it more
difficult than it would otherwise be for terrorists to obtain and misuse the
information.*

The Commission was informed that some states have filed differences with ICAO
in relation to Annex 17, but the current status or content of those differences is
not known.**2 The Commission was further informed that states do not always
file differences because they may be reluctant to admit that they are not
complying with standards.*** This can endanger the security of other states and
air carriers that may unknowingly be exposed to security weaknesses because
of the inaction of the offending state.**

In practice, international airlines are often aware of security deficiencies, even if
ICAOQ is not informed, simply because they conduct security operations around
the world.** Their employees work and reside in various jurisdictions and can
observe whether standards are met.**¢ Airport security committees become
an important place for airlines and other stakeholders to openly discuss their
concerns about security.**”

Oversightin international civil aviation security matters is limited. Annex 17 sets
only minimum standards, and there is no mechanism to compel compliance.
Reliance on airport security committees is not sufficient to make up for
deficiencies in oversight.*#

Although ICAO has no means to enforce its rules, improved oversight became
available through the Universal Security Audit Program (USAP) developed after
September 11, 2001. The USAP’s initial objective was to assess compliance with
Annex 17 standards by reviewing the aviation security regimes of Contracting
States, as well as by examining airport security on a sample basis.*** Canada
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was audited by ICAO under the USAP in 2005. Canada prepared a Corrective
Action Plan in response and, in 2007, ICAO reviewed Canada’s progress.**® The
agreement between ICAO and member states does not permit making USAP
findings and recommendations public.**’

In May 2008, Transport Canada officials advised the Commission that ICAO
had completed a full cycle of audits. In other words, all Contracting States had
been audited under the USAP. Future ICAO audits will no longer review national
aviation security regimes, but instead will review the ability of states to audit
their own regimes.**? ICAO audits will review the practices and procedures that
enable states to oversee their national aviation security systems.*?

3.2.2 Oversight of Aviation Security in Canada

The Government of Canada named Transport Canada as the designated
authority responsible for national civil aviation security,*** and its officials
represent Canada at ICAO.** Under its civil aviation security mandate, Transport
Canada is responsible for:

- Developing aviation security policy, including the designation of
airports for CATSA screening;

« Developing the Canadian Aviation Security Regulations for
Governor-in-Council approval;

« Adopting security Measures, Orders, Emergency Directions and
Interim Orders;

+ Monitoring the aviation industry to ensure compliance;

« Managing the Airport Restricted Area Access Clearance Program;
and

«  Working with intelligence agencies** to provide intelligence to
CATSA, airport operators and air carriers.**’

Although Transport Canada, as noted earlier, is the ultimate domestic
authority in civil aviation security, operational responsibility for security
is shared by several federal government departments and agencies, air
carriers, airport operators and many other stakeholders. It is an integrated
system that involves government, private sector*® and not-for-profit
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organizations.*® These include retail establishments, FBOs and ground-
handling service providers. Figure 2 illustrates the complexity of security
operations and the different organizations often involved at the airport level.
Figure 2: The Airport Security Environment

2.1 The airport security environment
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Note: CBSA is the Canada Border Services Agency.

Transport Canada has a broad mandate, with responsibility for all major
modes of transportation, including civil aviation.**° Because security is not the
Department’s sole concern, some observers have questioned its suitability to
have primary responsibility in civil aviation security.

In its 2007 report on airport security in Canada, the Standing Senate Committee
on National Security and Defence (Senate Committee) was critical of leaving
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aviation security matters with Transport Canada. The Committee spoke of the
incompatible interests of security and industry:

Transport Canada should get out of the security field and focus
on areas in which it has competence, [like] making Canada’s
transportation network more efficient. This is what Transport
Canada is really interested in - moving people and things with
maximum [efficiency]. The Committee is not saying that this is
not a worthy pursuit. It surely is.

But others should be in charge of security, primarily because
the need for proper security sometimes gets in the way of
moving people and things as quickly as they could be moved
without proper security. Putting Transport Canada in charge
of security is comparable to putting Industry Canada in
charge of the environment. Industry Canada wants maximum
production. Environmentalists want to ensure that production
doesn’t despoil the planet. The roles don’t mix.*!

The Senate Committee recommended that Transport Canada be relieved of its
responsibility for security at airports and that this responsibility be transferred
to the Department of Public Safety and Emergency Preparedness Canada (now
Public Safety Canada),**? which was created after the events of September 11,
2001.%3

The Committee’s view is not widely shared. The establishment of ICAO and
IATA at the same conference in Chicago in 1944 acknowledged the need in civil
aviation for ongoing collaboration between those who regulate and those who
implement.** While governments set the rules, consideration must be given to
their feasibility within the air transport industry. In 1985, the Seaborn Report,
which undertook a comprehensive review of aviation security in Canada after
the bombing of Air India Flight 182, spoke of the need for “...a reasonable
balance between the expeditious movement of passengers and the assurance
of their safety and security”#** and stressed the importance of“...practical means
of improving airport and airline security.”*¢ Efficient air travel and effective
aviation security, the report said, must be accomplished together:

The threat of terrorism must not be permitted unduly to
interfere with the normal activities of daily life, including air
travel. It must, however, be recognized that air travellers are
vulnerable to terrorist and other similar attacks. It is, therefore,

45T Exhibit P-172, p. 63 of 155.

452 Exhibit P-172, p. 64 of 155.

453 Exhibit P-169, p. 35 of 202.

454 Testimony of Rodney Wallis, vol. 35, May 29, 2007, p. 4214.
455 Exhibit P-101 CAF0039, p. 2 of 10.

456 Exhibit P-101 CAF0039, p. 2 of 10.
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most important that air security be based on efficient as well
as effective means, as a matter of routine, of security checking
large numbers of persons and their baggage as well as air
cargo and mail.*’

This issue recently received comprehensive consideration as part of an
independent five-year review of the Canadian Air Transport Security Authority
Act (CATSA Act).**® Based on the recommendations of the CATSA Act Review
Advisory Panel (CATSA Advisory Panel), the Government decided that authority
over civil aviation security would remain with Transport Canada.**® The CATSA
Advisory Panel echoed the sentiments of the Seaborn Report, saying that most
stakeholders stressed the importance of an economically viable civil aviation
sector that maintained public service while providing the highest standards
of security.*® The Panel stated that most members of the travelling public
also wished to see security as part of an efficient and comfortable system of
air travel.*®’ Indeed, Annex 17 requires states to implement their security
regulations, practices and procedures while taking into account the “regularity”
and efficiency of flights.*®> This is emphasized in Recommended Practice 2.3:

Each Contracting State should whenever possible arrange

for the security controls and procedures to cause a minimum

of interference with, or delay to the activities of, civil aviation
provided the effectiveness of these controls and procedures is not
compromised.*s* [Emphasis in original]

The Panel found little support and “few compelling arguments”®* from
stakeholders or interested parties for a change in governance for civil aviation
security.*® It noted that Transport Canada’s situation is analogous to the
arrangement in the UK, where the Department of Transport is the designated
national authority, but differs from that of the US, where the Transportation
Security Administration (TSA) is part of the Department of Homeland Security
(DHS), which is separate from the US Department of Transportation.*® The Panel
reported that the consensus among stakeholders and others with an interest in
civil aviation was that Transport Canada, with its mandate for the transportation

457 Exhibit P-101 CAF0039.

458 see Exhibit P-169.

459 Exhibit P-101 CAFO871, p. 1 of 4.

460 Eyhibit P-169, p. 23 of 202.

461 Exhibit P-169, p. 23 of 202.

462 Eyhibit P-181, p. 2-1, 5. 2.1.2.

463 Exhibit P-1 81, Recommended Practice 2.3, p. 2-1. Note: In order to easily differentiate Recommended
Practices from Standards in Annex 17, the former are printed in italics and are accompanied by
the prefix “"Recommendation” [Emphasis in original]: Exhibit P-181, p. (vi).

464 Eyhibit P-169, p. 35 of 202.

465 Exhibit P-169, p. 35 of 202.

466 The federal responsibility for passenger and baggage screening was transferred from the Federal
Aviation Administration (FAA) to the TSA in November 2001, in the wake of the events of September
11,2001. See Exhibit P-157, p. 96 of 135; Exhibit P-169, p. 34 of 202.
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sector as a whole, was the most appropriate authority for aviation security and
could best integrate security with more general transportation policy.*s”

The Commission agrees that civil aviation security measures must enable the
air travel industry to continue to operate efficiently, and that Transport Canada
is best placed to pursue both security and efficiency, even if these objectives
sometimes compete. It must do so, however, with ever-vigilant regulatory
oversight that will foster a common vision for aviation security and true
collaboration among stakeholders. Both security and efficiency can be achieved
if the public and the responsible authorities adequately understand the issues
involved and if there is a proper mix of policies and legislative instruments.*®

3.2.2.1 Concepts in Oversight

The Commission has concluded that effective oversight in civil aviation security
is not possible without a comprehensive regulatory regime. The regime
must be made clear to all stakeholders. A thorough assessment of the threat
environment and of overall security needs is required before an appropriate
regime can be established. Even after it is established, the regime will require
constant monitoring and re-evaluation. Oversight will also involve inspection
and enforcement efforts to ensure compliance. This will include the regular
testing and auditing of security procedures. Transport Canada has a well-
developed national network of aviation security inspectorswhoassessregulatory
compliance by CATSA, airports and air carriers,*® and who conduct infiltration
tests of the security screening system.*° Finally, oversight requires Canadian
participation and, as appropriate, leadership in international organizations, in
particular ICAO. Canada depends in part for its own security on the security
regimes of other countries.

3.2.2.2 Oversight of Aviation Security

Anadequateregulatory regimeandits ongoing review are essential components
of oversight in civil aviation security. These are also requirements prescribed by
Annex 17 of the Chicago Convention. Standard 2.1.2 of the Annex requires each
Contracting State to “...establish an organization and develop and implement
regulations, practices and procedures to safeqguard civil aviation against acts of
unlawful interference taking into account the safety, regularity and efficiency
of flights.#’" Standard 3.1.3 obliges each Contracting State to “...keep under
constant review the level of threat to civil aviation within its territory, and
establish and implement policies and procedures to adjust relevant elements of
its national civil aviation security programme accordingly, based upon a security
risk assessment carried out by the relevant national authorities.”"

467 Exhibit P-169, p. 35 of 202.

468  Exhibit P-169, p. 23 of 202.

469 Exhibit P-169, p. 87 of 202.

470 Exhibit P-173, p. 37.

471 Exhibit P-181, p. 2-1, 5. 2.1.2.

472 Exhibit P-181, p. 3-1, 5. 3.1.3; see also Exhibit P-169, p. 26 of 202.



Chapter llI: Civil Aviation Security in the Present Day

In addition, the regulatory regime should ensure that it adequately addresses
the particular threat environment facing Canada. The system should account for
risks effectively so fewer emergencies arise. At the same time, when emergencies
arise, the system should facilitate fully effective crisis management. Any effective
security program must be based on reliable intelligence and up-to-date threat
assessments, and must be flexible enough to respond to emerging threats.*’?
Canada does not fully comply with the minimum requirements of Annex 17. Itis
beyond dispute that many long-recognized risks to civil aviation in Canada have
remained inadequately addressed, some for more than 25 years.**

3.2.2.2.1 Annex 17 and Canadian Aviation Security

Regulatory Framework

Transport Canada has established regulations, practices and procedures
to protect civil aviation from acts of unlawful interference, as required by
Standard 2.1.2.9° However, it has not ensured that these “...protect the safety
of passengers, crew, ground personnel and the general public in all matters
related to safeguarding against acts of unlawful interference with civil aviation,’
as stipulated by Standard 2.1.3 a) [Emphasis added].*’® Specifically, Contracting
States are obliged under Standard 4.1 to establish measures to prevent
unauthorized explosives and other dangerous devices or substances from being
introduced on board civil aviation aircraft“by any means whatsoever."*” To meet
this standard, Contracting States are directed to implement preventive security
measures in several areas that:

« Control access to airside and restricted areas of airports,*’8 including
the use of identification systems for vehicles entering such areas;*”®

« Protect aircraft,*®° including the performance of aircraft security
checks or searches in certain circumstances;*'

« Screen and protect passengers and baggage;*? and

+ Subject cargo, mail and other goods to appropriate security
controls,*3 in the absence of a regulated agent system,*®* prior to
acceptance by passenger aircraft.*®

473 Exhibit P-169, p. 26 of 202; see also Section 3.4 for a thorough review of the use of intelligence in civil

aviation security.

See Sections 3.8.1, 3.8.2 and 3.8.3, which describe some of the major gaps in the Canadian civil aviation

security regime. See also, for example, Testimony of Rodney Wallis, vol. 41, June 6, 2007, pp. 5018-5019.

475 Exhibit P-181, p. 2-1, 5. 2.1.2.

476 Exhibit P-181, p. 2-1, 5. 2.1.3 a).

477 Exhibit P-181, p. 4-1, 5. 4.1.

478 See, generally, Exhibit P-181, p. 4-1, 5. 4.2.

479 See Exhibit P-181, p. 4-1, 5. 4.2.3.

480 See, generally, Exhibit P-181, p. 4-1, 5. 4.3.

481 Exhibit P-181, p. 4-1, 5. 4.3.1.

482 See, generally, Exhibit P-181, pp. 4-1-4-2, ss. 4.4 and 4.5.

483 Exhibit P-181, p. 4-2, 5. 4.6.

484 See Section 3.8.1, which discusses regulated agent systems and the proposed Air Cargo Security
Initiative being developed by Transport Canada.

485 Exhibit P-1 81, p.4-2,5.4.6.4; see also, in general, Exhibit P-181, p. 4-2, s. 4.6.

474
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The fundamental shortcoming of civil aviation security in Canada is that it is
not comprehensive. Security resources have disproportionately focused on
passenger and baggage security,*® leaving many possible avenues of attack.
The civil aviation security system as a whole, which must deal with security
issues occasioned by passengers, crew and ground personnel, as well as by the
general public, remains vulnerable because it remains possible to place bombs
and other weapons of sabotage on aircraft by exploiting air cargo, weaknesses
in airport security and other deficiencies.®*” This situation fails to comply with
Standard 4.1.4¢

After the 1985 Air India and 1988 Pan Am bombings and the terrorist attacks
of September 11, 2001, significant improvements occurred in Canadian civil
aviation security. These dealt primarily with the security screening of passengers
and their carry-on and hold baggage.®® However, concentrating efforts to
improve security almost exclusively on passenger and baggage screening has
left other potential routes for sabotage poorly protected or virtually ignored.
Specifically, inadequate measures exist to address aspects of airport security,*°
the security of air cargo, mail and stores,*' and the security of FBOs and the GA
sector.*?

There is no evidence that effective identification systems are being used to
prevent vehicles from gaining unauthorized access to airside and restricted
areas of airports, as required by Standard 4.2.3.4% In fact, there is evidence to the
contrary.”* The Attorney General of Canada stated that"...vehicles are subject
to only cursory, visual examination by airport operators at a limited number of
vehicle access gates.”** The few security controls that have been applied to air
cargo are far from reflecting international best practices** and have not reduced

486 Following the events of September 11, 2001, Budget 2001 emphasized passengers as the key risk and
directed funding only to passenger transportation. Risks from air cargo and general aviation, for
example, attracted less scrutiny, despite the level of concern that has been generated. See Exhibit
P-411, pp. 8-9.

487 see Sections 3.8.1,3.8.2 and 3.8.3, which discuss the security risks posed by air cargo, airport security,
Fixed Base Operations and the General Aviation sector.

488 standard 4.1 requires Contracting States to establish measures to prevent all dangerous weapons and
substances from being introduced on board aircraft engaged in civil aviation “by any means
whatsoever! See Exhibit P-181, p. 4-1, 5. 4.1.

489 gee Chapter Il and Section 3.1 for a more detailed discussion of the civil aviation security responses
to the bombing of Air India Flight 182, the bombing of Pan Am Flight 103 and the attacks of
September 11, 2001, respectively.

490 5ee Section 3.8.2, which discusses the deficiencies in airport security.

jg; See Section 3.8.1, which discusses the deficiencies in air cargo security.

See Section 3.8.3, which discusses the deficiencies in FBO and GA security.

493 Exhibit P-181, p. 4-1, 5. 4.2.3.

494 |n March 2009, a covert operation involving the current Minister of Transport, the Hon. John Baird,
and the Chair of the Standing Senate Committee on National Security and Defence, the Hon.
Colin Kenny, sought to test airside security at Pearson International Airport in Toronto. The test
found that perimeter security was easily breached with a vehicle through an unlocked, unguarded
door, and without the need for identification.

495 Final Submissions of the Attorney General of Canada, Vol. Il, para. 380.

496 Testimony of Rodney Wallis, vol. 35, May 29, 2007, p. 4259. See also Section 3.8.1, which discusses the

inadequacy of the “known shipper” regime currently in place in Canada and the need for a regulated

agent system that is in line with international best practices.
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the risk of sabotage through air cargo. They therefore cannot be considered
“appropriate security controls,”*” as required by Standard 4.6.4.*® Transport
Canada has acknowledged these security deficiencies, and is considering
enhanced security programs for air cargo*” as well as for FBOs>® and the GA
sector.’”' The Department is also currently considering recommendations made
by the CATSA Advisory Panel to provide more comprehensive security for airside
and restricted areas of airports, including vehicle searches at major airports.>*

Canadian aviation security legislative instruments include:

« Aeronautics Act;

« CATSAAct;

« Canadian Aviation Security Regulations;
« CATSA Aerodrome Designation Regulations;
« Designated Provisions Regulations;

« Identity Screening Regulations;

« Air Carrier Security Measures Order;

« Air Carrier Security Measures;

« Aerodrome Security Measures Order;

« Aerodrome Security Measures;

« Security Screening Order;

« Special Locations Security Measures;

- Civil Aviation Security Alert Condition and Response System for Air
Carriers;

- Civil Aviation Security Alert Condition and Response System for
Aerodrome Operators and Tenants;

+ Interim Order — Prohibited Items and Prohibited Items List; and
« Designation Standards for Screening Officers.

Some of these instruments are discussed elsewhere in this volume.
National Civil Aviation Security Program and Stakeholder Security Programs

Besides requiring a designated authority responsible for national civil aviation
security, Annex 17 sets out several other organizational requirements.>®® Key

497 Exhibit P-181, p. 4-2, 5. 4.6.4.

498 Testimony of Reg Whitaker, vol. 38, June 1, 2007, p. 4629. See also Section 3.8.1, which discusses the
deficiencies in air cargo security in Canada.

499 see Exhibit P-422.

500 see Exhibits P-101 CAF0847, CAF0851

30T see Exhibit P101 CAF0852.

502 Eyhibit P-101 CAF0871. See also Exhibit P-169, p. 58 of 202.

503 Testimony of Rodney Wallis, vol. 36, May 30, 2007, p. 4271.
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among these is an obligation to establish and implement a written national civil
aviation security program.®® Transport Canada does not have a specific written
document that describes the program in its entirety. Rather, the Department
states that its substantial body of documents, including all its legislative and
regulatory instruments, which together capture all the security requirements, is
the equivalent of the national program envisioned by Annex 17.5%

The experts disagreed with Transport Canada. The CATSA Advisory Panel
conceded that Canada likely does comply with the spirit of this Annex 17
requirement, but remained “...convinced that a formal planning system,
beginning with Transport Canada, would greatly benefit the aviation security
sector.”% Wallis did not accept that the legislative and regulatory instruments
alone satisfied the Annex 17 requirement for a written national civil aviation
security program. He stated that these various documents may contain the vast
bulk of information included in a formally written program, but that there was a
need for the information to be contained in one document - the format which
Annex 17 seems to require.>” Although an important guidance document,
Canada’s National Security Policy, created in 2004,°% is not a national civil
aviation security program.

There is much evidence to suggest that ICAO expects a single document apart
from the legislation that a country develops. First, the confidential ICAO Security
Manual provides a sample written national civil aviation security program
as guidance about the expectations for such a program.® Second, Wallis
suggested that, when interpreting terminology in international civil aviation
security conventions, common sense plays a key role.’™® The need to develop
and implement regulations, practices and procedures is already addressed in a
separate standard of Annex 17.5"" Applying a common sense interpretation, a
separate standard requiring a written security program implies that something
beyond the collection of legislative instruments is necessary. Third, the current
Canadian regulatory regime consists of volumes of material. Some stakeholders,
particularly air carriers that fly between numerous international jurisdictions,
must have a good knowledge of different security regimes to comply with them.
Other countries likely have also amassed a considerable volume of legislative
and policy instruments.>'? Having all information about security matters in one
document - a national civil aviation security program — would make it easier
for all stakeholders, policy makers and government officials to understand the
program.’™

504 “gach Contracting State shall establish and implement a written national civil aviation programme to
safeguard civil aviation operations against acts of unlawful interference, through regulations, practices
and procedures which take into account the safety, regularity and efficiency of flights”: Exhibit P-181,
p.3-1,s.3.1.1.

505 Testimony of Jim Marriott, vol. 39, June 4, 2007, p. 4791.

506 Exhibit P-169, p. 97 of 202.

507 Testimony of Rodney Wallis, vol. 41, June 6, 2007, p. 5014.

208 Exhibit P-418.

509 Testimony of Rodney Wallis, vol. 41, June 6, 2007, p. 5014.

510 Testimony of Rodney Wallis, vol. 41, June 6, 2007, p. 5000.

51 Exhibit P-181, p. 2-1,5.2.1.2.

512 Testimony of Georgina Graham, vol. 66, October 25, 2007, p. 8211.

513 Testimony of Rodney Wallis, vol. 41, June 6, 2007, p. 5014.
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A separate Annex 17 standard requires the appropriate authority to “define
and allocate tasks and coordinate activities” between all entities, including
governments, air carriers and airports, that have responsibility forimplementing
various aspects of the national civil aviation security program.>'* Moses Aléman,
an expert in international civil aviation security, discussed the implications of
this standard. Reference to the national program, he said, indicated that it must
include the state’s full slate of civil aviation security policies and procedures, and
must outline each entity’s role so that the functions of all entities were properly
coordinated.”™

In fact, Annex 17 requires designated authorities to ensure that airports and air
carriers implement and maintain written security programs that conform with
the national civil aviation security program.>'® This further suggests the need for
a single program document for use as a reference by stakeholders.

Transport Canada no longer requires airports and air carriers to establish written
programs.®'” The Department decided during the 1990s to discontinue this
obligation. The Department determined that “...a comprehensive program of
national regulations that would cover all aspects of aviation security”'® would
suffice and would permit“a uniform national level of security at all airports”to be
maintained.”’ The decision to discontinue requiring written security programs
was reached only*“...after considerable reflection about the most advantageous
way of using the security resources available at the time”* and “...led to the
continuing development of a robust program of national aviation security
regulations.”*?'

In its 2006 report, the CATSA Advisory Panel recommended that Transport
Canada develop a written national civil aviation security program, according
to Annex 17 requirements. The Panel further recommended that Transport
Canada require airport operators and air carriers to develop and maintain
written security programs, and that CATSA and airport tenants do so in their
respective areas of responsibility.>?2 The Panel noted that the UK requires all key
stakeholders in civil aviation, including airports, air carriers, cargo shippers and
caterers, to produce comprehensive and effective security plans that comply
with its national plan. The Panel recommended a similar approach to security

514 Exhibit P-181, p. 3-1,5.3.1.4.

515 Testimony of Moses Aléman, vol. 36, May 30, 2007, p. 4272.
516 Exhibit P-181, p. 3-1, ss. 3.2.1 and 3.3.1.

517 Exhibit P-169, p. 97 of 202.

518 Testimony of Jim Marriott, vol. 39, June 4, 2007, p. 4790.
519 Testimony of Jim Marriott, vol. 39, June 4, 2007, p. 4790.
520 Testimony of Jim Marriott, vol. 39, June 4, 2007, p. 4790.
521 Testimony of Jim Marriott, vol. 39, June 4, 2007, p. 4790.
522 Eyhibit P-169, p. 101 of 202.
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planning in Canada, particularly as Canada moves towards a more results-
based** requlatory regime.>?*

The Commission supports these recommendations of the CATSA Advisory
Panel. Clear direction from the governing authority is required in any civil
aviation security regime. Formal harmonization of individual security programs
within a written national program would show that all stakeholders are working
towards the same objectives — an important demonstration that all are “on the
same page,’ since Canada’s system of enforcement is based upon a philosophy
of voluntary compliance, with no monolithic regime imposed from above.>*
Transport Canada’s proposed initiative to strengthen air cargo security through
a system of regulated shippers, agents and air carriers will require participating
entities to submit written security programs with respect to air cargo.’*
Transport Canada has indicated that it will consider the CATSA Advisory Panel’s
recommendations relating to security programs as part of an initiative to
carry out a comprehensive review of its national aviation security regulatory
framework.’”

In May 2009, Transport Canada announced that the 2009 Budget would include
$2.9 million to support the development of aviation security plans, with the
priority being security plans for airports.>®

The CATSA Advisory Panel proposed a framework of compulsory security
programs that should flow from national transportation and security policies.
Besides meeting Annex 17 requirements, a national civil aviation security
program would take into account and conform to:

« Canada’s National Security Plan;
« Transport Canada’s National Transportation Policy; and
« Transport Canada’s National Transportation Security Plan.’®

A written national civil aviation security program would outline the national
policy, as well as the strategy and objectives to be met through a series of
integrated industry plans.>*°

523 The terms “results-based” and “performance-based” are used interchangeably to describe a regulatory
regime in which the outcome is prescribed, but the methods for achieving the outcome remains
flexible. This concept is discussed further in Section 3.2.2.2 under the subheading “Underlying
Principles.” See also Exhibit P-169, pp. 91-92 of 202.

524 Exhibit P-169, p. 97 of 202.

525 Exhibit P-263, Tab 20, p. 1 of 1.

526 Eyxhibit P-422, pp. 6-8.

527 Testimony of Jim Marriott, vol. 39, June 4, 2007, p. 4791.

528 Transport Canada News Release, May 5, 2009.

529 Exhibit P-169, p. 98 of 202.

530 Exhibit P-169, p. 98 of 202.
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Figure 3: National Civil Aviation Security Program

4.2 Canada’s Civil Aviation Security Program
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Exhibit P-169, p. 94

Within this structure, each major stakeholder would be required to establish
security programs that conform to Transport Canada’s national civil aviation
security program.>®' Asrequired by Annex 17, Transport Canada would constantly
review threat levels and make adjustments to its national civil aviation security
program based onrisk assessments.>* Similarly, civil aviation stakeholders would
undertake a security and risk assessment before establishing their programs,
using protocols established by Transport Canada. Although smaller airports
would likely have less complex programs and risk assessments than larger
ones, the process is “...no less important in maintaining a security posture.”3
Under the proposed structure, CATSA would maintain a national program and

531 Exhibit P-169, p. 99 of 202.
Exhibit P-181, p. 3-1, 5. 3.1.3.
533 Exhibit P-169, p. 99 of 202.
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site-specific programs for all airports at which it operates. These site-specific
programs would complement each airport’s security program.

Major airport tenants would also be required to produce programs that would
form an integral part of each airport’s security program.>** As recommended in
Transport Canada’s proposed Air Cargo Security (ACS) Initiative, all regulated
entities, including shippers and freight forwarders located outside the airport,
would also be required to submit security programs that correspond to the
national program.>* Stakeholder security programs would ideally contribute to
meeting the requirement to have a national civil aviation security program by
clearly defining the responsibilities and authority of each organization.

Aviation security programs would identify weaknesses in infrastructure, policies
and procedures, as well as the potential countermeasures and changes that may
be required. At a minimum, programs would include:

« Measures to prevent unauthorized access to facilities;

« Assignment of security-related duties and responsibilities;

« Procedures for responding to threats to or breaches of security; and
« Procedures for periodically reviewing and updating programs.>¢

Programs would include a description of how entities meet regulated objectives,
with periodic auditing by Transport Canada inspectors.

In its oversight capacity, Transport Canada would approve programs and ensure
compliance through monitoring and enforcement.>*” Multi-year programs could
be approved and adjusted as necessary.>*® This integrated system of security
programs would be similar to the regime that was established for marine
security after September 2001.5°

National Aviation Security Committee and Stakeholder Security Committees

Annex 17 also contains a requirement for stakeholder collaboration. Standard
3.1.5 requires Contracting States to establish a national aviation security
committee “...for the purpose of coordinating security activities” between
government departments and agencies, airport and aircraft operators and
others responsible for implementing aspects of the national civil aviation

534 Exhibit P-169, p. 99 of 202.

535 Exhibit P-422, pp. 6-8.

536 Exhibit P-169, p. 99 of 202.

537 Exhibit P-169, p. 99 of 202.

538 Exhibit P-169, p. 99 of 202.

539 The system for marine security was implemented under the Marine Transportation Security Act and the
Marine Transportation Security Regulations. See Exhibit P-169, p. 99 of 202.
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security program.** In 2005, Transport Canada established the Advisory Group
on Aviation Security (AGAS), which appears to serve a similar purpose.

The AGAS plays an important consultative role at the national level, bringing
together government and aviation industry representatives twice yearly**' to
exchange views on aviation security policy, strategy and regulatory and program
priorities.>* It is a forum for high-level discussions between senior levels within
federal departments and the Canadian aviation security community.>** AGAS
meetings consist of:

« Security intelligence briefings;

« Transport Canada briefings on aviation security policy and on
regulatory and program priorities;

« High-level strategic advice from stakeholders;

« Discussion of common problems to determine whether the
program is appropriate for the threat and risk environment; and

« Progress reports from technical committees, including those
dealing with air carrier security, aerodrome security and security
screening.>*

Annex 17 also requires each airport to establish an airport security committee
to assist in implementing the airport security program.>* The Canadian Aviation
Security Regulations require airports to have security committees, but these
committees vary in size, level of representation and effectiveness. The CATSA
Advisory Panel called for a more consistent approach to ensure the systematic
sharing of information among committee members and a solid foundation for
establishing common goals and procedures in aviation security incidents.>*

Security programs and committees are essential to ensure optimal
communication among those responsible for civil aviation security.>* Wallis
argued that ongoing, open dialogue between government officials, who often
do not possess practical, on-the-ground experience in aviation security, and
representatives of airports and air carriers, as well as others involved in ensuring

540 “gach Contracting State shall establish a national aviation security committee or similar arrangements
for the purpose of coordinating security activities between the departments, agencies and other
organizations of the State, airport and aircraft operators and other entities concerned with or
responsible for the implementation of various aspects of the national civil
aviation security programme”: Exhibit P-181, p. 3-1,s.3.1.5.

541 Exhibit P-101 CAF0859, p. 3 of 44.

542 Participants in AGAS include representatives of airport authorities, air carriers, police departments,
courier services, relevant Transport Canada departments, industry associations, CATSA, IATA, labour
groups and cargo carriers. See Exhibit P-101 CAF0860 for a list of participants; see also Exhibit P-169,
p. 49 of 202.

543 Exhibit P-101 CAF0859, p. 3 of 44.

544 Exhibit P-101 CAFO859, pp. 2-3 of 44.

545 Exhibit P-181, p. 3-1,5.3.2.3.

546 Exhibit P-169, p. 49 of 202.

547 Testimony of Rodney Wallis, vol. 36, May 30, 2007, p. 4271.
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the security of civil aviation, isimportant for developing sound security measures
and procedures for the industry.>*®

3.2.2.2.2 Regulatory Regime

Underlying Principles

Asufficiently robustregime can be achieved and sustained through adherence to
several key principles repeatedly mentioned by many experts and stakeholders
who appeared before the Commission. These principles include the following:

» Developing measures in a proactive manner;
« Establishing a multi-layered system of security;>*

« Providing for flexibility and performance-based measures, where
suitable;>*°

- Fostering a culture of security awareness; and

« Determining the relative need for security measures through the
systematic application of accepted risk management protocols,
both on an individual and on a global basis.>"

The effectiveness of the regime in confronting past, present and future threats
must be constantly scrutinized.

These principles are all aimed at achieving civil aviation security’s ultimate
objective — prevention.

Proactive Approach

A proactive approach is critical in civil aviation security, since the ultimate goal
is to anticipate and thwart unlawful interference.>* Yet this approach has been
largely missing in Canada and throughout the world. Canadian security, like
security in other jurisdictions, has generally been reactive. Dr. Reg Whitaker,
Chair of the CATSA Advisory Panel, elaborated:

We noticed very clearly the reactive quality of Canadian
security. The pattern is recurrent. It is always plugging the
holes that have appeared. We have had - if you [go] back to
the pre-Air India [bombing] era, the focus on airline hijacking
and the concern to prevent hijacking, [which was] perfectly
reasonable but it focused attention in a certain direction

and then suddenly you had a bomb being put on a plane
unaccompanied by a passenger.

548 Wallis, Combating Air Terrorism, p. 37.

549 Exhibit P-169, p. 38 of 202.

550 Exhibit P-169, pp. 92-93 of 202.

551 Exhibit P-361,Tab 1, p.10; See Section 3.3.
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And then in the aftermath of Air India, we had, again,
reasonable and important responses to that such as passenger
baggage reconciliation, but again a kind of pattern of looking
backward after 9/11, and the sudden appearance of the idea
of the suicide terrorist using a plane as a weapon and then we
have a whole new set of responses.

All these are necessary, certainly, but there is a danger that we
are always, to use a particular metaphor | suppose, fighting the
last war instead of the next. This is easy to say, but it is much
harder to come to [a] determination of how...[to] develop

the capacity to think ahead, to be imaginative, to anticipate a
threat which is in fact a constantly evolving threat. Terrorists
don't stand still and they analyze the kind of security that

we have and think of ways of getting around it and think of
imaginative ways, as happened in 9/11, of inflicting terror.>*

The Panel acknowledged that applying a proactive approach in practice is
inherently challenging.>** Dr. Jacques Bourgault,a member of the Panel, stressed
that proactive thinking must not occur sporadically. Rather, it must be part of
the overall strategic plan, with organizations taking a proactive approach on a
continuous basis.>>> However, noted Bourgault, history has demonstrated that
the desired approach is not always achieved:

The experience has proven that looking forward is not part
of the usual practices, not only in Canada, in most of the
countries, and it’s a problem because from time to time,
terrorists win, as we have seen.>*

The Hon. Bob Rae also discussed both the challenges and importance of
implementing a proactive approach in civil aviation security:

...[Ilt is very hard to predict where the next threat is going to
come from or where it may take place. It's very, very difficult
for us to know that. So all you can do is have a series of
contingencies which allow you to do [that].

| am reminded of the phrase which emerged from 9/11 which
was that 9/11 - the question was not that it was a failure of
intelligence but it was a failure of imagination and | think
that is where one hopes that government would have an
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ability to imagine things that might happen and what are the
contingencies that should be put in place to deal with those
terrible possibilities, and that is what | think we should be
spending some time as a country thinking about.>”’

Layered Approach

The Commission heard repeatedly that a multi-layered approach to civil aviation
security is essential. Since no procedure or measure is foolproof,>*® a system of
redundancies is necessary, so that if a terrorist penetrates one layer of security,
protection is still provided by the remaining layers.>>* Analogies were made to
layers of an onion: if one layer is peeled away, another is revealed beneath it.
Comparison was also made to a “Swiss cheese” model, in which each layer of
security has holes, or areas of weakness, but as long as the layers are positioned
to ensure that the holes do not line up, security is maintained.>®

Canada advocates, but does not achieve in practice, a multi-layered system of
security in which mutually reinforcing and complementary layers ensure “...
that when passengers and baggage get on board aircraft they are as secure
as they can be!”®" The layered approach can be applied to a specific security
measure, such as the multi-tiered process for hold bag screening (HBS), where
checked baggage can pass through up to five levels of screening before being
cleared for loading onto an aircraft. This process recognizes that no one piece of
equipment or method of screening baggage is fail-safe. The concept of layering
also applies to the aviation security system as a whole. Organizations and
authorities, each with specific security responsibilities, have been established,
along with accompanying security measures, to address all vulnerabilities.>®

Performance-based Approach

A performance-based (also known as “results-based”)*®* approach prescribes
the desired outcome, but does not dictate how to achieve it. This approach
recognizesthatresourcesandfacilities differamongthoseresponsibleforsecurity
and that, as long as the objective is achieved, the precise method becomes less
important. For example, a performance-based approach recognizes that several
electronic and manual methods are available to ensure that an unaccompanied
bag does not travel if the corresponding passenger is not on board the flight.
The exact method can be left to the air carrier. This approach differs from the
prescriptive approach imposed for passenger-baggage reconciliation after the
Air India bombings.
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The terrorist threat is constantly evolving. The Commission heard that a more
flexible, performance-based, regulatory approach to security is necessary as a
result. After the Air India bombing, Transport Canada moved from a “planning
and performance-based regulatory framework”® to a more prescriptive
regulatory framework, which involved detailed regulations for procedures
such as passenger-baggage reconciliation.®® Whitaker stated that this was
an appropriate response at the time, given the egregious security breaches
exposed by the bombing.>®® Before 1985, responsibility for screening was left
to air carriers, whose focus on customer service resulted in security not being
a priority.> Air carriers were required to submit their security programs to
Transport Canada, but no formal approval process was set out in legislation.
The CATSA Advisory Panel concluded that the regime at the time was vague
and had left “a degree of interpretation and flexibility”>*® about how air carriers
designed and implemented their security systems. The 1985 Seaborn Report,
which reviewed airport and airline security following the Air India bombings,
understandably recommended a more prescriptive aviation security regime.>®
This prescriptive approach was reinforced after the September 11,2001, attacks
when authorities further tightened the rules.>”

However, the CATSA Advisory Panel concluded that an overly prescriptive
regulatory framework might reduce security. Rigid procedures could become
predictable,enablingsomeonewhoobservedthesystemovertimetocircumvent
it. An inability to adopt new equipment and security methods quickly might
also reduce security. In certain circumstances, rigidity would simply increase
costs and reduce security.>”!

For example, the Panel noted that the Security Screening Order which, together
with the Canadian Aviation Security Regulations, defined CATSA’s roles and
responsibilities, left little room for CATSA to make operational decisions, deploy
resources efficiently or develop new ways to achieve its objectives. CATSA's
inability to deviate from the regulations and security orders sometimes reduced
both service to customers and cost effectiveness.>”?

CATSA itself called for increased financial flexibility in its operations.”* During
the liquid and gel explosives threat in August 2006, CATSA required extra funds
fora publicawareness campaign.>’* Crown corporations would normally set their
own operational policy, but CATSA's ability to do so was largely dictated by the
regulatory framework. The Panel observed that this framework did not provide
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for “...the managerial discretion and creativity necessary to achieve its other
objectives in a balanced way.””® The Panel contended that CATSA had reached
a level of maturity as an organization because it possessed the experience and
knowledge to make operational decisions and to be held accountable for them,
provided that security remained its main focus.>’®

Many industry stakeholders stressed to the Commission the importance of
avoiding a “one-size-fits-all” approach to aviation security.””” Stephen Conrad,
Project Director for Air Cargo Security at Transport Canada, testified that both
prescriptive and performance-based measures might be required, depending
on the context. Where a measure was very technical or complex, a greater
degree of prescription might be warranted.>”®

The CATSA Advisory Panel also acknowledged that “ ...[r]legulation, ranging
from prescriptive to results-based, has to be seen as a continuum rather than a
dichotomy””® and that some prescription would always be required for security
matters.’®® However, the Panel concluded that, with a much better aviation
security regime in place today than in 1985, and with a Crown Corporation,
rather than air carriers, now responsible for screening, the regime imposed on
CATSA was too heavily weighted towards prescription. It also concluded that the
private sector would benefit from a performance-based approach to aviation
security. Bourgault testified that “...CATSA, with...[its] operational procedures,
has to be prescriptive with its own personnel doing the searching. But CATSA
as a body, as a corporation, has to be results-based in terms of procedures,
protocols and approach to prevent any terrorist attack.”®’

Transport Canada favours a more performance-based approach to aviation
security. It recently initiated a multi-year and comprehensive review of Canada’s
aviation security regulatory framework.

The CATSA Advisory Panel stated that performance-based regulations could be
either “loosely” or “tightly” specified. A somewhat tighter approach might be
appropriate for industry, in part because of its profit motive and tendency to
contain costs. For a government agency such as CATSA, whose entire purpose
was security, the Panel suggested a looser approach.>®

Conrad testified that the flexibility afforded by a performance-based approach
enabled industry and other stakeholders to devise “unique and innovative
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ways of solving new and emerging problems™# and to meet their compliance
obligations in the most efficient and cost-effective manner. The CATSA Advisory
Panel concluded that this approach also facilitated a culture of continuous
improvement, a characteristic of a “high reliability organization.”® It was also a
typical objective in risk management.>®

The Panel concluded that, for regulators, performance-based requirements
were simpler and less detailed to prepare in the first instance. This reduced the
need for regulatory exemptions and the time and effort required to produce
regulatory amendments. This would free Transport Canada from making and
enforcing detailed rules, enabling it to focus on other pressing objectives, such
as the development of an air cargo security regime.

The Panel described the disadvantages of the performance-based approach
as including greater complexity in compliance monitoring than under the
prescriptive approach. The Panel stated that a performance-based regime
required a culture shift by inspectors to an audit approach to compliance
monitoring, but that this should allow for more efficient use of inspectors. A
performance-based approach might also make it more difficult for a regulator to
demonstrate compliance with international agreements. The Panel noted that
a performance-based regime could be supported by a Security Management
Systems (SeMS) approach (discussed below), with which international bodies
such as ICAO and many ICAO member states were familiar. SeMS was being
actively discussed in these venues.>¢

The Panel warned, however, that with any move towards a performance-
based regime, Transport Canada must still fulfill its obligations under Annex
17. In particular, Transport Canada needed to develop a written national civil
aviation security program and require all stakeholders to develop programs
for their operations that are consistent with the national plan. Compliance
with the approved programs would then be monitored and audited through
regular inspections by Transport Canada.’®” The Panel called for AGAS, which
plays an important consultative role at the national level by bringing together
government and industry participants, to be fully engaged in the development
and maintenance of a performance-based regime.>®®

From January to April 2008, Transport Canada held briefings with industry
stakeholders to explain an aviation security regulatory review that was designed
to enhance and update the regulatory framework.>® Stakeholders stressed the
need for clarity about government and industry responsibilities.>*® This was an
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important point. The Fatal Accident Inquiry in Scotland, which reviewed the
bombing of Pan Am Flight 103, found that the directions and circulars issued by
the UK Department of Transport were not sufficient to ensure that an“infiltrated”
unaccompanied bag would not be placed on board the flight when a transfer of
aircraft took place at Heathrow Airport.>' Writing in 1993, Wallis stated that this
finding was highly significant>*%

Many government civil aviation officials around the world
have been apt to issue directives with little or no effort being
made to ensure their terms are understood. Monitoring
implementation of the regulations is frequently nonexistent.
Often the rules are put together by civil servants who have
no practical experience of airline or airport operations and
are developed without consultation with aviation operations
executives.... Rules laid down by a state’s aviation authorities
should be crystal clear to all parties.593

The CATSA Advisory Panel recommended that Transport Canada make it a“high
priority” to develop a more results-based regulatory framework for aviation
security.”*

Any move to a performance-based regulatory regime must involve effective,
clear communication between all organizations with responsibilities in civil
aviation security, as well as vigilant oversight by Transport Canada. Where
measures are performance-based, the outcome prescribed should specify the
highest possible standard, based on risk management principles. Care must
be taken to avoid crafting “minimum standards” like those in the Annex 17
provisions.

Security Culture and Risk Managementsss

Absolute security is not achievable.>* However, optimal security can be obtained
through proper risk management, which seeks to find the most cost-effective
ways to allocate limited resources for dealing with each risk. Risk management
protocols provide a systematic approach for reviewing a global set of risks,
which are then prioritized and addressed so that all significant risks are reduced
to an acceptable level. Since responsibility for civil aviation security is divided
among several industry, government and non-profit organizations, common
protocols and a shared understanding for carrying out risk assessment and risk
management procedures are essential. Rigorous risk management principles
must be an integral component of any civil aviation security system.>”
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The Commission notes the holistic approach to risk management adopted
by Australia and New Zealand. Their national risk management standards
encourage risk management processes to be integrated into an organization’s
philosophy and practices, rather than being viewed as a separate activity, so
that“...everyone in the organization becomes involved in the management of
risk.">%

The CATSA Advisory Panel recommended Security Management Systems (SeMS)
as the methodology that could best support a performance-based regime.>
SeMS has been described as an approach that incorporates many of the key
underlying principles needed to ensure a robust civil aviation security regime,
including increased operational flexibility, a proactive approach and a rigorous
risk management process that prioritizes risks and addresses them in a timely
and preventive manner.t®

The Commission learned that the concept for SeMS was derived from a
model developed to address issues related to aviation safety, known as safety
management systems, which was being implemented by airports, air carriers
and other stakeholders in the aviation system at the time of the hearings.5°' One
reported strength of the safety management systems approach is its practice of
non-punitive reporting of safety concerns, in which all involved are encouraged
to report potential problems without fear of retribution. The entire thrust is
accident prevention.’? The safety management systems approach is expected
to produce a lower accident rate through more proactive management of risk,
reduced industry costs and more efficient use of government resources, all of
which would benefit security as well.5%

SeMS adopts the core principles of the safety management systems approach,
extending them to the security environment for application by airports, air
carriers, CATSA and others with responsibilities in aviation security. Some of the
more significantelements of this approach include timely sharing of information,
a culture of greater security awareness, reporting of potential hazards and self-
auditing of security programs.®® The CATSA Advisory Panel described how to
employ the SeMS approach:

To be effective, SeMS must become an element of corporate
management that sets out the organization’s security
policies and its intent to embrace security as an integral
part of its overall business. Thus, security becomes a culture
that percolates throughout the entire organization rather
than simply being an obligation. There are various basic
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elements associated with SeMS, including adopting a security
management plan, implementing a training program, tracking
quality assurance and oversight, as well as developing an
emergency response plan.s%

Although many industry stakeholders indicated their support for SeMS, the
Commission was informed that the concept was still under development.5% In
May 2008, Transport Canada gave the Commission a discussion paper describing
the conceptual framework for SeMS. This was Transport Canada’s most current
document on the topic, but officials advised that its contents were likely
outdated, as thinking around SeMS had evolved since January 2007, when the
paper was produced.®”” Some industry stakeholders were confused about the
meaning of SeMS and how it was to be applied.®® Concerns were also expressed
about the effective application of the principles of safety management systems
to the security environment, since issues of safety deal with unintended actions,
whereas security must prevent intentional harm.%

As part of the consultative process provided by AGAS, a SeMS technical
committee was established to develop the details of the regulatory structure for
SeMS, with input from civil aviation stakeholders.® Fred Jones, Vice President
Operations and Legal Affairs with the Canadian Airports Council (CAC), which
was involved in this process, told the Commission that “...right now we're
talking about principles; we'd like to reduce them to...more concrete practices
on a national level.®"

Transport Canada also advised that industry, CATSA and other key stakeholders
were being consulted “...to answer broad and fundamental questions still
outstanding for policy and implementation,”®’? and that it had sought the input
and expertise of international stakeholders, including the G8, ICAO, IATA and
the DHS,®"3 to identify best practices in the field.5* It noted growing government
and industry interest in SeMS. Some industry organizations, such as IATA, were
actively pursuing a SeMS approach.®”® Transport Canada reported that the SeMS
approach was a strategic priority and key element of its vision for securing
Canada’s transportation system:

A SeMS approach will focus regulators and industry on
achieving strong levels of security performance in areas of
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highest security risk and priority. It does not replace other
regulatory requirements, but builds upon them while moving
TC [Transport Canada] and industry to an approach that

is more proactive, collaborative, performance-based, and
incorporates risk-management principles.s'®

The Commission encourages further discussion and development of SeMS
through the consultative process of AGAS but, as discussed elsewhereS" it
remains cautious about broad concepts that may be poorly understood. There
is no doubt that a culture of greater security awareness is imperative for the
current security regime. However, any system-wide approach requires clarity,
precision in terminology and a solid understanding among stakeholders of what
is required of each of them. As well, greater responsibilities for other players in
civil aviation should not absolve Transport Canada of its overall responsibilities
as regulator.

Identifying Threats: Past, Present and Future

A thorough grasp of the historical developments relating to unlawful
interference with civil aviation is a vital part of Transport Canada’s oversight role,
and is consistent with its duty to build an appropriate regulatory regime for
civil aviation security. As well, Transport Canada must constantly monitor global
incidents and trends, however insignificant they may at first seem. Dr. Peter St.
John, a retired professor of international relations with expertise in air terrorism,
testified that it is only through persistent attention that patterns emerge and
connections can be made that may assist in revealing threats — from the past,
present and into the future — that might otherwise pass unnoticed.®® Wallis
contended that the isolationist stance in North America should have come to
an end with the bombing of Air India Flight 182 in 1985, which demonstrated
that terrorism was not confined to other parts of the world. Ongoing critical
analysis of threats in the Canadian context is required. This may seem an
obvious prerequisite for oversight responsibilities in civil aviation security, and
an exercise that must be conducted in any analysis of risk,’® but the record to
date fails to show that this ongoing analysis has occurred in Canada or beyond.
The importance of such analysis cannot be overstated:

Review of past incidents is vital if aviation security is to close
the door to terrorists. But the task in this millennium must be
for security executives to be proactive rather than reactive. For
this to happen, the right people have to be employed to direct
the security functions within airlines, at airports, and within

616 Exhibit P-101 CAF0837, p. 1 of 1.

617 See Section 3.3.7.

618 gee Testimony of Peter St. John, vol. 35, May 29, 2007, pp. 4220-4223.

619 Formal risk management procedures in civil aviation security were only recently introduced by
Transport Canada in 2006, and some concerns have been expressed about the comprehensiveness of
the process. For a more detailed analysis, see Section 3.3.4.



140  volume Four: Aviation Security

governments. Security directors, whether within an airline
or with an airport company, must meet the needs of the task
delegated to them. Good aviation security depends on the
caliber, the knowledge, and the experience of the personnel
selected to manage the function.®®

Since the early days of air terrorism, measures for safeguarding civil aviation have
been largely unplanned, responding to incidents as they occurred, rather than
being produced in an anticipatory, proactive manner. The continuing reactive
stance seen at the international level has been mirrored domestically.®*' But
a cursory study of past acts of unlawful interference reveals several incidents
where terrorist tactics provoked no new security measures. The same tactics
were used later, ostensibly taking the civil aviation community by surprise.

Rae described the failure to anticipate the terrorist attacks of September 11,
2001 as a failure of imagination.®? Almost 30 years earlier, in 1972, hijackers
of Southern Airways Flight 49 in the US threatened to crash the plane into an
atomic power plant in Tennessee, presaging the use of aircraft as weapons in
themselves.® In 1987, all 115 on board Korean Airlines Flight 858 were killed
after it was destroyed as it flew over the Andaman Sea. Liquid explosives had
been deliberately carried on board by passengers belonging to the North
Korean Workers Party.** Still, the civil aviation security community did not
address the threat from liquid explosives until 2006, when a plot to use liquid
and gel explosives against several aircraft leaving the UK was unearthed. Only
then were measures introduced to restrict liquids and gels in carry-on luggage,
firstin the form of hasty emergency measures and later, as the immediate threat
subsided, as a standard part of pre-board screening (PBS).

St. John testified that a careful examination of past acts of unlawful interference
with civil aviation revealed a number of patterns. Since 1947, there had been
five or six“cycles” of civil aviation incidents. This indicated a certain predictability
and therefore had implications for assessing threats to the system. He said that
the copycat effect, for example, was prevalent in aviation terrorism: “Ideas that
are in the air are captured and used and reused by successive people.’s?*

Wallis also spoke of the importance of looking at past incidents:
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Hindsight is a great blessing. History provides an opportunity
for turning hindsight into foresight. Hands-on experience
gained in a variety of countries helps in the development of
security defences. All security executives should have this
experience and be avid students of what has gone on before.
It will help them predict and prevent incidents occurring in the
future. It will also go a long way to making the skies safer for
passengers and crews and for people on the ground. Security
managers must always be open to innovative ideas and be
unafraid to experiment in the interest of passenger security.52

3.2.2.2.3 Inspection and Enforcement

In carrying out oversight, Transport Canada has established a system for
inspection and enforcement of the national regulatory regime, which includes
the Aeronautics Act and the CATSA Act, regulations, measures and orders. At
the larger airports, inspectors are kept on site. Smaller airports are subject to
regular visits by inspectors. Inspectors perform oversight of airport, air carrier
and CATSA operations.5?’

There are approximately 120 inspectors in Canada, posted across five regions.
They are responsible for providing a constant or occasional presence at the 89
“designated” airports, depending on the airport category. Inspectors perform
duties related to Canada’s Aviation Security Inspection and Enforcement
Program. The key components of the program are prevention, detection,
investigation and enforcement.®%®

Prevention activities are conducted through education, presence, advertising
and consulting. The objectives are to prevent violations and to promote
voluntary compliance. Detection activities include observation, monitoring,
inspection, auditing and testing against legislation to determine whether
aerodromes, air carriers and screening authorities are in compliance. This
includes infiltration tests of screening checkpoints, hold baggage screening,
cargo facilities, Restricted Area ldentification Cards and aircraft security. A
rigid protocol for infiltration tests is laid out in the Inspection and Enforcement
Manual.5?® Infiltration testing is a key component of compliance monitoring.®*°

Investigations attempt to determine whether a contravention has occurred and,
if so, whether reasonable grounds exist for enforcement action. Enforcement
action could include verbal warnings, letters of enforcement and “administrative
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monetary penalties” under the Aeronautics Act. No criminal penalties are
involved. Inspectors are responsible for verifying that deficiencies are
corrected.®!

The overall approach is one of voluntary compliance,®®? with a formal policy
requiring such compliance developed after the bombing of Air India Flight
182.5% Transport Canada’s philosophy of voluntary compliance is governed
by principles including transparency, fairness, timeliness, consistency and
confidentiality.** Although voluntary compliance is encouraged through an
incremental approach to enforcement, earlier imposition of the more severe
penalties for non-compliance may sometimes be warranted.

Inspections are also conducted to ensure that relevant overseas operations
comply with Canadian requirements. As part of the Off-shore Inspection
Security Program, teams of security specialists are sent to inspect foreign
air carrier operations in other countries to verify compliance with Canada’s
regulatory regime. Before issuing operating certificates to foreign air carriers,
Canadian inspectors visit the off-shore site to ensure that standard bilateral
reciprocal security clauses will be honoured. Such clauses form part of bilateral
agreements with foreign air carriers and stipulate that Annex 17 standards and
Canadian regulatory requirements will be respected.s®

Inspectors are trained over an 18-month period, and their powers are granted
incrementally. Inspectors must satisfy a test of competence at each level of their
training.®%

3.2.2.2.4 Shared Responsibility: Role of Stakeholders in Oversight

Stakeholders also have to perform oversight of their own security operations.
For example, Yves Duguay, Director of Security for Air Canada at the time of the
Commission hearings, testified that Air Canada tested its aircraft groomers and
cleaners by hiding prohibited items on an aircraft to see if they were discovered.
If the items were not found, issues of compliance and security awareness were
addressed. Air Canada developed this testing based on the best practices being
used by Transport Canada. Air Canada also tested other security procedures
for which it was responsible, including passenger-baggage reconciliation and
intrusions into restricted areas.®*’

In its review of the Canadian aviation security regime, the CATSA Advisory Panel
expressed concerns about the overlapping and potentially excessive oversight
brought to bear on security screening personnel,53® confusion about which rules
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634 Eyhibit P-263, Tab 20, p. 1 of 1.
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should be used for inspecting screening officers,%*° and the underuse of CATSA
management for oversight.5*

All stakeholders should develop and maintain their own systems of oversight
and audit. Airport operators, which manage a variety of independent tenants,
complained of constraints on their oversight because they lacked the regulatory
authority to impose sanctions for non-compliance — powers available only to
Transport Canada inspectors.*’ As Transport Canada reviews its regulatory
regime, it should consider providing limited enforcement authority to some
stakeholders, such as CATSA and airport operators, which supervise other
entities.

3.2.2.2.5 Independent Reviews of Aviation Security

In 1985, as a direct result of the bombing of Air India Flight 182, the Government
of Canada commissioned the Interdepartmental Committee on Security and
Intelligence to undertake a review of airport and airline security in Canada.®*
Its report, known as the Seaborn Report, was described as a “strategic action
plan”®* for Transport Canada, as well as”...a roadmap to take aviation security
in Canada from where it was in the aftermath of 1985 to a new and much higher
ground.***The report came to be regarded as a seminal guidance document for
aviation security in Canada and around the world.®* However, many important
recommendations, particularly about air cargo and airport security, were
never implemented. This means that civil aviation has remained susceptible to
sabotage, despite some security improvements since the release of the report.
In 2006, the CATSA Advisory Panel said it was “struck by the similarity”®* of many
of its own recommendations for addressing deficiencies in aviation security
to those that had appeared in the Seaborn Report more than two decades
earlier.5¥

The Standing Senate Committee on National Security and Defence published
two reviews of aviation security in Canada — one in 2003,5 and an update in
2007%* — with a focus on security at Canadian airports. The Auditor General of
Canada also reviewed various aspects of the civil aviation security regime.®°
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internet/docs/parl oag 200903 01 e.pdf> (accessed January 26, 2010) [March 2009 Status Report of
the Auditor General of Canada, Chapter 1].




144 volume Four: Aviation Security

The Commission notes that these reports have assisted in raising public
awareness about the inadequacy of aviation security measures in Canada,
many of which are applied away from public view. These reports have also led
Transport Canada to identify how shortcomings will be addressed. The review by
the CATSA Advisory Panel in 2006 was prompted by a requirement in the CATSA
Act for a review of its provisions and of CATSA’s operations, and for a report of
the review to be presented to Parliament.®' The report, Flight Plan: Managing
the Risks in Aviation Security, led Transport Canada to embark on a systematic
review of the recommendations and to report publicly on its progress.5*

Although almost 25 years have passed since the Air India bombings, some of
the security deficiencies highlighted by the bombing only recently began to
be addressed. For example, a comprehensive air cargo security regime is being
contemplated to replace the largely vulnerable system that has existed, virtually
unchanged, for much of the last two decades.®** Initiatives to extend screening
requirements to improve long-known weaknesses in security at FBOs and in the
GA sector are being contemplated.** A review of the entire aviation security
regulatory regime is in progress.s>

It is impossible to know the extent to which improvements in aviation security
have flowed from these public reports or from the influence of the international
community or specific state partners in security. ICAO, for example, conducted a
confidential review of Canada’s civil aviation security program in 2005, under the
Universal Security Audit Program (USAP), to which Transport Canada responded
with a confidential Corrective Action Plan.®*¢ The initiative to improve air cargo
security coincided with a similar drive in the United States.%*’

The Canadian Air Carrier Protective Program (CACPP), which covertly places
air marshals on particular flights, was established solely because of a directive
issued by the United States immediately following the September 11, 2001,
attacks.5*® The CACPP is a sophisticated program that has received widespread
praise and serves as an example of best practices within the international air
marshal community.®® In contrast, Canada’s first “no-fly” list, the Passenger
Protect Program, also implemented because of US pressure, has been widely
criticized.5°
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In May 2009, Transport Canada issued a news release announcing that the 2009
Budget would allocate funds for the development of an airport security plan
initiative that was “inspired by the findings and recommendations” of the CATSA
Advisory Panel’s 2006 report.®®’ The requirement for airport security plans
is set out in Annex 17. The Commission heard that, in response to the CATSA
Advisory Panel report, Transport Canada established a number of committees
in collaboration with CATSA to review the recommendations. Jean Barrette,
Director of Security Operations at Transport Canada at the time of the hearings,
stated that Transport Canada was working to push the recommendations “...
through to fruition and make the necessary changes required to meet the intent
and the spirit of the recommendations, as proposed by the Panel."s

Barrette told the Commission that Transport Canada welcomed the Panel
report:

...just like we welcome review from the OAG [Office of the
Auditor General], as well as contribution from the [Standing]
Senate Committee on [National] Security and Defence.

Transport Canada always sees these reports as an opportunity
over and above what we do in approving aviation...security
as valuable information and recommendations to always
enhance the aviation security program.®

Barrette noted that the recommendations of the Panel did not come as a
surprise to the Department and that, in many areas, it had already begun to
make improvements.®

There have been many influences on aviation security over the past 25 years.
The public independent reviews by government bodies and experts have
clearly provided an important check on the system, enhancing accountability
for security in Canada. Such reports serve as oversight of Transport Canada’s
role as regulator. In light of Transport Canada’s interest in moving towards a
more performance-based regime and the trend internationally towards self-
auditing,*®® the Commission views further independent, public reviews of
aviation security as an ongoing necessity.

As the Seaborn Report concluded in 1985, “...the key to effective security is
vigilance, which depends on careful audit and regular testing of the system."s¢¢
Despite the ongoing threat of air terrorism, it is well-recognized that when

661 Transport Canada, “Government of Canada invests in Aviation Security” (Transport Canada News
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enough time passes without an incident, complacency becomes a danger.
Governments have many pressing priorities and their commitment to security
can wane as competing interests arise.®” Complacency was recognized as
a contributing factor in Transport Canada’s lack of response to the threat
of sabotage before 1985.5% The relative lack of aviation terrorism incidents
between the 1988 bombing of Pan Am Flight 103 and September 11,2001, may
have also given rise to complacency. This also appears to be the case with air
cargo security.

The ongoing threat of terrorist attack and the need to remain alert to the
evolving nature of air terrorism do not permit complacency. The Commission
therefore recommends a comprehensive and independent review of the civil
aviation security regime every five years.

3.2.3 Conclusion

Oversight in civil aviation security includes the establishment of a regime that
adequately addresses threats to the system. This requires knowledge of the
history of aviation terrorism, as well as constant monitoring of the current threat
environment. Any comprehensive regime must begin by meeting the minimum
standards outlined by Annex 17, in the spirit with which the provisions were
intended. As a prosperous nation, Canada should not only meet, but exceed
these standards. Furthermore, to create a system that can best respond to the
dynamic nature of aviation terrorism, a Canadian regulatory regime must be
proactive, multi-layered, flexible and performance-based, and it must effectively
foster an environment of security awareness.

Many entities are involved in civil aviation. A sound aviation security system
involves vigilant monitoring of stakeholder compliance and appropriate
enforcement. Current penalties for infractions may not be commensurate with
the potential consequences of a successful terrorist attack. Canada’s inspection
and enforcement measures have improved since 1985, but they must improve
further to meet the ever growing needs of aviation security.

Stakeholders have an important role in ensuring compliance with security
procedures within their own operations. Key to maintaining compliance is clear
communication between Transport Canada and stakeholders.

AsTransport Canada undertakes a review of its regulatory regime, it must ensure
that gaps in security are adequately addressed and that any failure to meet
Annex 17 standards is rectified. A periodic independent review of the regime is
necessary, along with continued monitoring by the Standing Senate Committee
on National Security and Defence and by the Auditor General of Canada.

667 Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4542.
668  Exhibit P-157, p. 54 of 135.
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3.3 Risk Management in Aviation Security

Two months before the Air India bombing, the International Air Transport
Association (IATA) Director of Security, Rodney Wallis, spoke at the US Federal
Aviation Administration’s Fourth International Aviation Security Conference.
Wallis called for more consistent risk management processes in aviation security.
He stated that persistent political unrest throughout the world demanded that
at least some attention be paid to political risk analysis, particularly because
commercial aviation remained a newsworthy target. He also spoke of the role
of risk management in ensuring cost-effective security, given the preceding
years of relative economic decline in the international aviation industry. His
observations remain relevant today. Risk management that is intelligence-
driven and that helps to determine the allocation of limited resources is now
viewed as a fundamental part of aviation security. Effective risk management
requires systematic and coordinated application across all sectors and between
all stakeholders.

Aviation security exists to defend against risks of harm to aviation.5® Risk
management in aviation security faces several challenges because of the nature
of the security risks involved and because resources, both human and financial,
are limited.®”° Unlike risk scenarios involving finance, technology or health,
aviation security deals with deliberate attempts to increase risk. Security-
related risks involve the element of threat, in which there are attempts to attack
and disrupt the system.”" Threats to aviation are of human design, involve
malevolent intent and are calculated to evade detection and prevention.®2 The
primary source of these threats is terrorists, who constantly probe the system
for weaknesses. Aviation security has been described as an “intensely dynamic”
environment of risk.*”®

When defensive resources are limited and threats arise from determined and
malign extremists, risks can never be completely eliminated.’* Although it is

669 gee Wallis, Combating Air Terrorism, pp. xvii-xviii; see also Exhibit P-157, pp. 15-16 of 135 and Exhibit
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widely acknowledged that “absolute security is an illusory goal,”®”® risks must be
managedtoalevelconsideredacceptable.”® Asaconsequence, riskmanagement
in aviation security involves the delicate balancing of an appropriate level of
security with finite resources. It requires a principled approach in which a global
set of risks is assessed and prioritized to help decide how best to allocate limited
resources.”” Where responsibility for managing security risks is shared among
several entities, as in aviation, full, transparent and clear communication is
vital.*”® In addition, public confidence in aviation security demands that those
institutions involved provide adequate disclosure of their methods to manage
risk, as well as assurance that resources are optimally used to reduce identified
risks.

3.3.1 Risk Management: Introduction

Dr. William Leiss, the Commission’s expert in risk management, defined risk
as the “chance of loss or harm” or, more technically, the “probability that some
discrete type of adverse effect will occur.®”®

Risk must not be confused with threat. However, they are related concepts.®®
Threat is an expression of intention to inflict evil, injury or damage.®®' Threat
is an essential component for assessing security-related risks,®®? and can be
identified through intelligence.®® For security-related risks, accurate intelligence
is indispensable.®®

The ultimate goal of risk management is to reduce risk to a predetermined and
acceptable level.% In other words, risk management seeks to anticipate and
prevent or mitigate serious harms that may be avoidable. This is achieved by
applying a reliable method for identifying the highest priority risks to determine
appropriate risk control measures. This process assists in allocating risk control
budgets across the entire risk spectrum in the most cost-effective manner.5 Risk
management seeks to inform decision-making by providing full and complete
risk estimation (the likelihood that a given threat will cause an incident) and
analysis.®®” In a comprehensive risk management system, no important risks are
left unattended.58®
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Leiss testified that risk management is by no means unique to aviation security,
nor is it a novel concept. Financial risk management is a well-established
concept®® and has served as a foundation for many modern risk management
models used in industry.®°

Leiss testified that the application of formal methods of assessing and managing
risk to diverse fields was fairly recent. It was driven primarily by the rising
concern over environmental risks in the United States in the 1970s.%°" To provide
a more precise method for addressing these risks, the general approach of the
financial risk management model was adopted and extended. The science of
risk management then developed rapidly. By the 1980s, flow-chart diagrams
outlining a standard methodology for managing risks began to appear. Such
diagrams consisted of a tightly-ordered sequence of steps, beginning with the
identification of a threat or hazard, and ending with a decision about how to
manage a risk after all reasonable risk control options had been considered.
Health Canada was a pioneer in this area, implementing risk management by
1985. However, it took time for risk management methods to spread to other
government departments.5®

Leiss stated that the general lack of systematic risk management methods at
the time of the Air India bombing did not imply a lack of risk management
altogether. Procedures for managing risks were in place, although they did not
employ the more ordered, quantitative and probability-oriented approach that
has since developed.**

The first official standardized protocols for risk management were developed in
the 1990s.These protocols merely formalized methods that were already in use.5*
Ideally, risks are managed by using a standard methodology that can be applied
to any type of risk, ranging from financial to security to public health risks, and
within any organization.5® Several such standards have been developed around
the world.*® Canada was one of the first countries to develop its own national
standard, issued by the Canadian Standards Association (CSA) in 1997 and
entitled Risk Management: Guideline for Decision-Makers — A National Standard
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for Canada (CSA Risk Management Guideline).*” The International Standards
Organization (ISO) is attempting to produce a guide to risk management for
use by any entity for any type of risk. A Canadian working group is involved
in this effort.®® The guide will likely reflect the existing fundamental principles
of risk management and will likely be considered the “gold standard” for risk
management worldwide.**

3.3.2 Risk Management in Aviation Security

The International Civil Aviation Organization (ICAO), through Annex 17 to the
Convention on International Civil Aviation (“Chicago Convention”), requires its
member states to implement “to the extent practicable” measures based on
security risk assessments carried out by the relevant national authority.”® As a
signatory, Canada is obliged to comply.”’

The Commission heard frequent references to “risk,” “risk assessment” and, in
particular, the need fora“risk-based approach”in aviation security.”* Experts and
stakeholders,including Transport Canada, emphasized the value of thisapproach
when determining security measures, policies and protocols. Most parties
with ongoing responsibilities for aviation security also stated a commitment
to this approach.”® However, there was little elaboration of the meaning of
these terms.”* The CATSA Act Review Advisory Panel (CATSA Advisory Panel),
an independent panel of aviation security experts charged with reviewing the
Canadian Air Transport Security Authority Act (CATSA Act),”* warned that such
phrases serve to mislead if they are not properly understood.”*

This vague terminology fails to convey how security measures are selected
based on risk. The terms suggest some type of evaluation of risk, but lack
detail. This, in turn, fails to instill confidence that risks are being appropriately
managed or that a coordinated effort to manage risk exists. The Standing Senate
Committee on National Security and Defence (Senate Committee), which has
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698 Exhibit P-361, Tab 5, Additional Documents for Tab 1, Appendix E and Appendix F, Appendix F, p. 6.

699 Testimony of William Leiss, vol. 91, December 7, 2007, p. 11963. As of the time of writing of this report,
the ISO risk management guideline has not yet been released.
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monitored aviation security in Canada since 2001, has expressed concern that
assertions of a“risk-based approach”to security policy simply provide an excuse
for inaction.””’

Dr. Kathleen Sweet, a US-based international civil aviation security expert,
highlighted the concern over terminology in air cargo security matters. As
in Canada,’® there is currently very little screening or searching of air cargo
in the United States before it is put aboard passenger aircraft,”” despite the
known risk of sabotage of air cargo.””° She testified that the US Department of
Homeland Security nevertheless professed some comfort with this situation,
as long as the stakeholders handling air cargo used adequate “risk assessment”
protocols.”" Sweet was critical of this reasoning and cautioned against taking
any reassurance from such a statement if stakeholders attribute different
meanings to the terminology:

...They use the term “risk assessment,” but how every airline
implements that term, how every freight carrier implements
that term, how every truck driver that carries the cargo to the
airport defines that term, all goes into the mix.”’

Leiss was also troubled by the apparently loose use of the terms “risk-based
approach” and “risk assessment.””"* He stated that mere assertions that such an
approach or assessment was being followed could not alone provide assurance
that robust processes were in place.”™

Despite claims by government agencies and large businesses outside aviation
that they employ risk management, there is abundant proof that these same
institutions often fail to manage risk effectively.””® A bleak example was Canada’s
failure to appropriately manage the risk of blood-borne infections in blood
donated during the 1980s.”'® More recently, the failure of financial institutions
to assess and manage the risks associated with certain debt instruments has
caused profound and global economic damage.

Risk management is not foolproof. To achieve maximum benefit, its underlying
methods must be made as robust as possible. This requires precision in
terminology. Leiss testified that risk management derived its strength primarily
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from the use of precise language.”" Yet risk management has been described as
being hampered by semantic confusion.”'®

Clear explanation of the terms “risk-based approach” and “risk assessment”
is necessary for the public to maintain confidence in aviation security. Where
public information is lacking, there can be no assurance of the adequacy of risk
management processes.”’® Furthermore, where risk management is a shared
responsibility, as in aviation security, miscommunication among stakeholders
may occur if they attach different meanings to the same terms.’? Leiss stated
that it was entirely possible that all parties shared an understanding of the
terms “risk assessment” and “risk-based approach” and that they applied them
in the same manner, but that it would be unwise to assume such without further
evidence.””" He stated that such assumptions could lead to important risks being
overlooked.”?

Leiss was critical of the phrase “risk-based approach.” A better characterization,
he maintained, was “risk-based decision-making.’? A similarly descriptive
phrase is “risk management decision-making process,” which has been used to
describe the protocol outlined in the CSA Risk Management Guideline.”>* Yet
Leiss said that even these phrases required further explanation. The underlying
process was still not sufficiently clear.”

Those responsible for risk management in aviation security must give assurance
that all parties:

« Employ methods that are appropriate according to prevailing
professional standards and that are based on current best
practices in risk management;

« Set objectives and targets for controlling risk against which
performance is measured on a regular basis - ideally, adopting
a performance standard of continuous improvement, delivering risk
in all relevant areas that is as low as reasonably achievable
(ALARA); and

« Achieve acceptable levels of risk control in all of the domains of
risk pertinent to civil aviation security.”?® [Emphasis in originall
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In addition, where many parties share responsibility for overall risk management,
each should have the same methods, objectives and targets.”” With shared
responsibility, the importance of precision in terminology is “..orders of
magnitude more serious because you need then further assurance that
everybody is on the same page with respect to their methods so that they can
compare results.””?® The components outlined in the bulleted passage above
represent standard aspects of any risk management process that all institutions
managing risk should be able to articulate.”?® This is particularly importantin an
area of vital public interest, such as aviation security.”°

Describing methods, objectives and targets can be done without compromising
the secrecy necessary in security matters.”>' As will be discussed below, the
Canadian Air Transport Security Authority (CATSA) submitted a report to
the Commission as a public exhibit, setting out in detail its risk management
decision-making process.”*? Leiss testified that, by providing such information,
institutions with responsibilities in aviation security can instill confidence that
risks are being managed appropriately.’*

Leiss identified four “major domains of risk” in aviation security — passengers,
non-passengers, cargo and fixed base operations (FBOs).”** The Commission
heard ample evidence that at least three — non-passengers, cargo and FBOs
- still have significant security gaps.”*® The vagueness of the term “risk-based
approach”and the possibility that stakeholders will apply it inconsistently leaves
the Commission concerned that protection will remain inadequate.
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Figure 1
Overview of Risk
(Exhibit P-361)

Five Key Activities within a Risk Management Framework (“the overall
enterprise”):

- Set goals and focus: identifying context, prioritizing objectives, and setting
the scope and focus of the overall exercise. The choices made within
this activity are based on a judgment about interests (whose interests
count?) and entities (which entities have value?). This is sometimes called
“endpoint selection - which risk are we considering?

« Describe: arriving at an objective understanding of the likelihood and the
magnitude of an impact (in qualitative or, better, quantitative terms).
As such it is largely a technical or scientific activity.

« Prescribe: evaluating the quality of forecasts provided within the
descriptive step, the balancing of positive and negative effects,
the decisions on how to mitigate and otherwise manage the risk and the
implementation of measures. As such it is evidence and judgement-based
activity that requires the consideration of the big picture. It represents
the key decision-making step within the risk management framework
(which should not imply that decisions of another nature are not taken
elsewhere).

- Communicate: communicating among the key actors in the process as well
as with the intended beneficiaries and other stakeholders. Communication
can be broadly understood as to include public information, consultation,
engagement or even partnership. Public designates “the requlated”
and other stakeholders.

+ Monitor and learn: an activity that describes the monitoring of the effects
of decisions and activities that cause changes to the environmental
conditions and the emergence of new evidence. Decisions on the need
for re-evaluations and the implementation of lessons learned are
part of this outcome-oriented activity. These activities are components
of performance measurement and results-based management.

The bombing of Air India Flight 182 might well have been prevented if the known
risks to aviation security had been better managed. Appropriate risk control
measures were available but were not instituted. In the threat environment of
1985, the failure of Air India to institute, and of Transport Canada to require,
passenger-baggage reconciliation meant that the risk posed by unaccompanied
baggage was not addressed. Passenger-baggage reconciliation was known
to be successful in countering the threat of bombs in suitcases.”*® Passenger
convenience and concerns about delay may have influenced the decision to

736 Exhibit P-101 CAF0163, p. 5; Exhibit P-101 CAF0637, pp. 6, 18.
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rely on other security measures for checked baggage.””” However, passenger-
baggage reconciliation was the primary defence against a bomb in an
unaccompanied bag.

Reliance was placed instead on risk control measures that were known to be
ineffective for screening checked baggage for explosives, the precise threat at
issue. X-ray machines provided only simple black and white images. Even with
skilled operators, the ability of these devices to detect explosives was highly
guestionable.”® The PD-4 “sniffer” device was employed as a substitute when
the X-ray machine broke down. The PD-4 had previously been shown to be
ineffective in detecting explosives in checked baggage.’*

The decision of the CP Air agent to tag the baggage for interlining to Air India
when the passenger had no reservation for the onward journey was critical, and
in violation of CP Air’s checked baggage security procedures.”*® Had CP Air been
made aware of the threat environment in which Air India was then operating,
it might have prevented unaccompanied baggage from travelling on CP Air
flights interlining to Air India.”*" At the very least, CP Air might have exercised
greater vigilance in implementing its existing security procedures.

In 1985, the mounting threat that resulted in the destruction of Air India Flight
182 was known by the Government and by Air India. The ability or inability of
various security measures to eliminate the threat was also known. Nevertheless,
Air India decided to employ methods known to be of questionable use in
defeating the threat faced and to waive protective measures where there should
have been no discretion.

Many parties now stress the central importance of a “risk-based approach” and
of “risk assessment” in aviation security. A more thorough discussion of what
these terms mean is necessary. There is a need for clarity, consistency and
transparency.

3.3.3 Risk Management Methodology

The Commission sought guidance from Leiss about the key elements of a robust
risk management framework for aviation security. He identified the principal
components as follows:

« "Anticipate”: Developing the capacity to amass evidence in a
timely manner so that proactive, cost-effective measures can be
implemented to control risk when the level of risk appears excessive
according to some standard;

737 Exhibit P-101 CAF0581, p. 1.

738 Testimony of Rodney Wallis, vol. 35, May 29, 2007, p. 4256.
739 Exhibit P-157, pp. 61-62 of 135.

740 Exhibit P-157, pp. 64-65 of 135.

741 Exhibit P-157, p. 31 of 135.
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« “Prevent”: Removing a source of harm in order to eliminate all of
the potentially harmful consequences; and

- “Mitigate”: Reducing the anticipated consequences of the harm
even when the cause of harm cannot be eliminated.”*

Theterm“riskmanagement”itselfis broadly defined in the CSA Risk Management
Guideline:

Risk management - the systematic application of management
policies, procedures and practices to the tasks of analyzing,
evaluating, controlling and communicating about risk issues.”*

In 2004, the External Advisory Committee on Smart Regulation (EACSR), a body
established by the federal government, provided a largely similar definition of
“risk management.” The EACSR definition summarized the process involved in
risk management decision-making:’#

Risk management is a systematic approach to setting the

best course of action under uncertainty by identifying,
understanding, assessing, prioritizing, acting on and
communicating about potential threats, whether they affect
the public’s social, financial or economic well-being, health and
safety, or the environment.

Managing the related risk involves allocating limited

national resources where they can do the most good for the
greatest number of people. It includes the following steps:
identification of the issue; assessment of the level and severity
of risk; development of the options; decision; implementation
of the decision; and evaluation and review of the decision. At
each step of the process, communication and consultation
activities, legal considerations and ongoing operational
activities must also be taken into account in effective risk
management strategies.

As indicated in the EACSR definition, risk management decision-making
involves a systematic approach — a standard methodology - in which each
known harm is addressed to arrive at a decision whether risk control measures
are necessary. Although the inputs may be highly diverse’ and the analysis
may be complex,’* the process followed is the same for all known harms. Where

742 Exhibit P-361, Tab 1, pp. 3-4.

743 Exhibit P-361, Tab 5, Additional Documents for Tab 1, Appendix E and Appendix F, Appendix F, p. 2.
744 Exhibit P-361, Tab 5, Additional Documents for Tab 1, Appendix E and Appendix F, Appendix F, p. 2.
745 Exhibit P-361,Tab 1, p. 2.

746 Testimony of William Leiss, vol. 91, December 7, 2007, p. 11962.
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possible, scientific data and statistical analysis are used.”* Leiss stated that
the “great strength” of risk management was the consistent application of this
systematic approach.”

Leiss outlined the seven basic steps common to most standardized risk
management models:

1. ldentifying the threats or hazards;
2. Identifying the exposure to a given threat;

w

Determining the likelihood that a given threat will cause an incident
(also known as risk estimation);

Identifying the consequences of an incident;
Determining the risk and ranking all risks in a matrix;
Identifying and implementing risk control options; and

N o v oA

Monitoring and review.

All risk management protocols, including the CSA Risk Management
Guideline, take a similar approach. Figure 2 contains a schematic model of this
approach.’®

747 Exhibit P-361,Tab 1, p. 2.
Testimony of William Leiss, vol. 91, December 7, 2007, p. 11962.
9 Testimony of William Leiss, vol. 91, December 7, 2007, pp. 11962-11963.
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Figure 2
CSA Risk Management Decision Making-Process
Exhibit P-361

Chart 1: The Risk Management Decision-Making Process According to CSA (1997).
Note: The combination of “preliminary analysis™ and “risk estimation™ is called “risk assessment”
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this includes hazards such as the placement of an explosive device in baggage,
cargo or mail, or the commandeering of an aircraft.”*® The possible level of
exposure to each hazard is then examined to arrive at a risk estimation.””” The
two fundamental components of risk estimation are hazard and exposure. The
risk estimation represents the likelihood that the hazard and the exposure will
intersect to cause an aviation security incident.”*

When reasonably good data are available, risks can be expressed in quantitative
terms. In the public health sector, for example, the risk in Canada that a unit
of donated blood contains HIV is estimated today to be “...1 in 7.8 million
donations.””** Quantitative risk estimations also state an uncertainty range,
usually expressed as a“95 per cent confidence interval,” which provides a range,
represented by minimum and maximum values, within which the truerisk falls.”**
No risk estimation is complete without mention of an uncertainty range.”

Risk estimations — the assignment of a particular range of risks — must be
developed for each individual risk within the range of risks. For example, the
four domains of risk outlined by Leiss — passengers, non-passengers, cargo
and FBOs - can be further subdivided, and risk estimations calculated for
each subdivision.””® If sufficient statistical data are not available, a qualitative
judgment can be sought, such as an opinion from qualified experts.’’

The CATSA Advisory Panel cautioned that any risk assessments expressed in
guantitative terms must be based on data that “inspire confidence”: *“...Risk
assessments must come with very high standards of accuracy when the margin
for error is so small.””*® The strength of the entire assessment hinges on reliable
data. The Panel noted that the degree of certainty and confidence surrounding
threats to security presents additional challenges not found with other types of
risks. Threats to safety, for example, can be categorized as “malignant threats”
since they arise from such measurable matters as design flaws, environmental
stress and human error.”*® Risk assessments must be based on solid data and

750 Testimony of William Leiss, vol. 91, December 7, 2007, p. 11963.

751 Testimony of William Leiss, vol. 91, December 7, 2007, p. 11964.

752 Testimony of William Leiss, vol. 91, December 7, 2007, p. 11964.

753 Exhibit P-361,Tab 1, p. 4.

754 For example, maximum and minimum risk estimation values, such as“1 in 3.6 million”and“1 in 20
million,” respectively, may be stated to represent the range of risk. This is then interpreted as providing
95 per cent certainty that the true risk is neither higher nor lower than the given range. Applying this
confidence interval to the example of the risk of finding HIV in a unit of donated blood, the conclusion
can be drawn that the residual risk, after screening and testing, is very low, but not zero. The message
that can then be communicated to the public is that the Canadian blood supply has almost certainly
never been safer than it is currently, but that the responsible authorities remain vigilant in managing
their risk control objectives. See Exhibit P-361, Tab 1, pp. 4-5.

755 Testimony of William Leiss, vol. 91, December 7, 2007, p. 11979.

756 Testimony of William Leiss, vol. 91, December 7, 2007, p. 11970.

757 Exhibit P-361,Tab 1, p. 4.

758 Exhibit P-169, p. 37 of 202.

759 Exhibit P-169, p. 37 of 202.
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on adequate intelligence.”®® The more information that is available, the more
precise one can be in assessing risk.”®

Leiss stated that quantitative measures are preferable, but that an element
of judgment comes into play with aviation security risks. Judgment may be
required to assess whether the information available amounts to a genuine
increase in threat. For example, evaluating the sources of information about a
given threat may produce a qualitative “confidence interval”

Once a risk estimation is established, risk-based decision-making requires
understanding the type and magnitude of the consequences of each hazard.
Assessing consequences produces an estimate of damage or loss that may result
from an identified harm.”®2 This assessment involves identifying immediate and
long-term losses, including the number of deaths and injuries, the degree of
financial loss, and the possibility that air travel may decline.”®®

Risk assessment attempts to provide a clear picture of the likelihood (also known
as the estimated frequency or estimated probability) and the consequences of
exposure to a specific hazard.

The level of risk can be expressed as a product of two factors - likelihood and
consequences (Risk = Likelihood x Consequences) — and placed in a “risk matrix,”
with likelihood (frequency) and consequences each representing an axis.”**
Risk is therefore the probability (likelihood) of encountering certain types of
consequences.

Figure 3
RISK MATRIX
Exhibit P-361

Appendix D: Risk Matrix

W Catastrophic | Critical Marginal | Negligible
Frequency

High Class|
Moderate Class Il

Low Class Il

Minimal
Negligible Class IV

760 Eyhibit P-1 69, p. 38 of 202; see also Testimony of William Leiss, vol. 91, December 7, 2007, p. 11971.
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762 Testimony of William Leiss, vol. 91, December 7, 2007, p. 11966.
763 Testimony of William Leiss, vol. 91, December 7, 2007, p. 11966.
764 Testimony of William Leiss, vol. 91, December 7, 2007, p. 11966.
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The seriousness of arisk can be ascertained as a function of its level of likelihood,
its level of consequences, or both.”®> One class of risks, “low probability, high
consequence,’includes a serious earthquake or a catastrophic failure at a nuclear
power plant.’s¢

The risk matrix facilitates ranking risks according to the urgency of controlling
the risk:

« Class I: Calls for urgent attention and significant risk control
measures;

« Class ll: Risk control measures are needed;
« Class lll: A risk that should be monitored; and
« Class IV: A risk that does not need to be managed.”?’

The risk matrix provides a basis for comparing risks: Class | risks cannot be
ignored, while Class IV risks can.”®® Such a matrix is required where more than
one risk must be managed, as in aviation security.”s®

In 1985, for example, the risk of sabotage against Air India would have ranked
“high”inarisk matrix, had one been used. Many factors point to such a conclusion.
In particular, on June 1, 1985, Air India’s Chief Vigilance and Security Manager
in Bombay sent a telex (the “June 1% Telex”) to all Air India offices worldwide,
warning that Sikh extremists might try to smuggle explosive devices hidden in
baggage onto Air India aircraft. The telex directed Air India stations to ensure
the meticulous implementation of counter-sabotage measures for all flights,””°
and outlined specific baggage screening and airport security measures to be
implemented by all operations.””! In the highly charged and ongoing threat
environment facing Air India at the time, the telex’s warning should have
featured prominently, and should have been understood as a risk that could
not be ignored. When asked about the effect of the warnings that had been
received, Wallis responded:

Air India were operating under high risk. They had invoked
emergency procedures. So in effect, they were almost putting this on
the same level as specific risk.””?

765 Exhibit P-361,Tab 1, p. 4.

766 Exhibit P-361,Tab 1, p. 4.

767 Exhibit P-361,Tab 1, p. 12.

768 Testimony of William Leiss, vol. 91, December 7, 2007, p. 11970.
769 Testimony of William Leiss, vol. 91, December 7, 2007, p. 11970.
770" Exhibit P-101 CAA0185.

771 Exhibit P-101 CAA0185.

772 Testimony of Rodney Wallis, vol. 37, May 31, 2007, pp. 4415-4416.
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The June 1% Telex was shared with some RCMP branches, but not with many
other important stakeholders, notably Transport Canada’’? and CSIS.””*

During a document review in October 1987, John Cook, a Special Projects
Officer in Transport Canada’s Security and Emergency Planning Group, learned
of the June 15t Telex.””® He wrote that it was “unbelievable” that the telex had not
been shared with Transport Canada and that a meeting had not been arranged
to discuss “the necessary measures to meet the perceived threat””’® Dale
Mattson, Transport Canada’s Safety and Security Manager at Pearson Airport
in 1985, appeared to agree that the telex was a key document respecting the
threat of sabotage to Air India. He reported that, had he seen the telex, he
would have contacted the Civil Aviation Security Branch for further instructions.
Transport Canada had the authority to apply “additional procedures that were
needed to address the relevant threat.”””” Ray Kobzey, a CSIS officer involved in
investigating the suspected terrorist activity prior to the bombing of Air India
Flight 182, testified that the information in the June 1% Telex would have been
“extremely helpful” to his surveillance activities. Specifically, the telex “...may
have twigged CSIS to a different interpretation of the “blast” heard in Duncan,
British Columbia” because of the reference to time-delayed bombs.””® Dr. Reg
Whitaker, Chair of the CATSA Advisory Panel, as well as a professor of political
science and an intelligence expert, testified that the telex, coupled with the
surrounding screening deficiencies on June 23, 1985, would have constituted
reasonable grounds for delaying the departure of the Air India flight until
security issues could be managed better.””?

Leiss was told about the June 1+ Telex during his testimony and was asked for
his opinion about how it would be classified within a risk matrix.”®® He stated
that the telex appeared to provide as specific a warning as is possible in aviation

773 Exhibit P-101 CAA0335, p. 8.

774 Exhibit P-101 CAA0205, p. 34.

775 Exhibit P-367, p. 1.

776 Exhibit P-367.

777 Testimony of Dale Mattson, vol. 29, May 16, 2007, pp. 3215, 3232.

778 Testimony of Ray Kobzey, vol. 33, May 24, 2007, pp. 3810-3811.
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surrounding the bombing of Air India Flight 182. These exhibits included the CATSA Advisory Panel’s
review of civil aviation security in Canada as it relates to the CATSA Act (Exhibit P-169), its review of
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security.”®' The telex represented a risk that would have rightly been classified as
a high probability risk both in terms of its likelihood’®? and its consequences.”®
Leiss testified that the risk would have been “off the end of the scale in terms of
the use of the risk matrix.”’# This would have demanded implementing every
possible security measure to mitigate the risk, a view that appears to have been
shared by both Cook and Mattson.”®* Yet the information in the telex was not
distributed as widely as it should have been, and those who had access to it
discussed and acted upon it inadequately.’®

Leiss was told that the June 15t Telex formed part of a series of warnings that
had occurred over a period of time in which no incident had materialized, and
that this may have led to some degree of complacency. He stated that, if the
reiteration of the threat over a period of time during which no subsequent
terrorist incident materialized was in fact interpreted as a diminution of the
level of risk, this would have demonstrated “a catastrophic misunderstanding
of the nature of risk.””®” The lack of a previous incident was immaterial to the
level of risk. The persistence of a series of threats should have been a warning
in itself.7®8

The CATSA Advisory Panel stated that those responsible for maintaining security
are often vulnerable to human error when responding to malevolent threats
and that it was common to underestimate the threat before it materialized.”®*
This appears to have been, at least in part, the situation with the June 1% Telex.
Maintaining appropriate vigilance and guarding against complacency appear
to be as critical in risk assessment and risk management as it is for all aspects
of aviation security. Formal risk management protocols were likely not in use to
filter and compare risks in 1985, but any risk management process at the time
should have identified the telex as having a significant impact on the perceived
risk. The history of the June 1 Telex illustrates the role that risk management
standards could play in helping to delineate, prioritize and address risks in
aviation security systematically.

Once a risk assessment is completed, the results and several other factors are
considered in a decision process. These factors may include:

« Arisk control options analysis;

« The legal, regulatory and policy framework, both domestic and
international;

« Cost-benefit analyses;
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« The public perception of risk, including sensitivity to
consequences;’®

« The sharing of responsibility among various actors; and
« The acceptable level of risk.””!

The relative importance of a factor varies, sometimes considerably, according to
the particular risk, time frame and circumstance.”?

Risk control objectives, or targets, must be acceptable to the public. Since most
risks cannot be managed to the level of zero,”” the objective often becomes to
manage the full set of risks to a level that is “as low as reasonably achievable”
(ALARA). If the level of risk mitigation for a particular risk does not appear to be
acceptable to the public, additional resources may be required.”**

Security measures should be selected after this multi-step process of
evaluating risks and resources has been completed. Implementation requires
a commitment of resources as well as communication and coordination with
appropriate stakeholders, possibly including the public. Once implemented,
ongoing monitoring, evaluation and review are required. Measures may need
to change based on new information.”®> Security measures to which resources
have been committed must remain relevant and proportionate to the level of
risk.”#

In emergencies, it may not be possible to analyze potential hazards fully.
Intelligence, for example, may show that immediate action is required. The
international aviation security community faced this situation in August 2006
with the threat of liquid and gel explosives. Leiss testified that the initial response
of banning all liquids and gels from carry-on baggage was appropriate, given
the threat and the urgency of the circumstances. Overly-inclusive measures
might be needed temporarily, until there was time to fully evaluate whether
they were appropriate.””” Indeed, Nick Cartwright, Director of the Security
Technology Branch, Security and Emergency Preparedness, at Transport Canada,
testified that the ban on liquids and gels would not have been sustainable, but
was necessary because of the immediate threat at the time.””® Upon further
evaluation, a decision was made to allow small volumes of liquids and gels in
carry-on items, as this continued to mitigate the risk.”® Leiss approved of the
approach because of the way the threat unfolded.®®
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It would also be necessary to evaluate whether the threat should have been
identified earlier. In other words, did the “environmental scan”fail to identify the
threat beforehand? This evaluation is important because of the ongoing need
to examine and improve the procedures for managing risk. Since aviation will
face new threats over time, it is essential to determine whether, for example,
threat identification protocols remain adequate. Information obtained through
such evaluations can be used to improve the protocols.&

A proactive approach to risk management is essential for strong robust aviation
security. The terrorist plot uncovered in 2006 envisaged attacking seven aircraft
simultaneously using liquid and gel explosives. The threat was characterized as
an“emerging threat”®butitwasnot new.In 1987, Korean Air Flight 858 exploded
over the Andaman Sea after liquid explosives were detonated on board. Two
passengers had carried explosives disguised as alcohol from the duty free shop
onto the aircraft. Although many governments, including Canada’s,®®® claimed
to move quickly on the liquids and gels threat in 2006, the Korean Air bombing
showed that, long before, the same sabotage technique was used and was
largely ignored by governments and the aviation industry. Wallis testified that
the response to the liquids and gels threat hardly qualified as “quick.”®% Whitaker
speculated that the political will to impose such restrictions on passengers
had been lacking earlier. However, he suggested, the political will to impose
restrictions was found in 2006.8%

The public perception of risk is merely one of many factors to consider in
determining appropriate security measures.®® Underestimation of threats is
common in aviation security.®” The need to be proactive rather than reactive
emerged as an important theme during Commission hearings. Terrorists
constantly search for new methods of attack,®® so risk management must
respond to both known and new threats.?

In sum, making sound risk management decisions requires adherence to
principles that reflect common best practices, including:

1. Risk management methods and protocols, following sequential steps
that are widely recognized by professional practitioners in the field;

2. “Robust” procedures for ranking risks and effectively allocating risk
control resources across the range of risks;

3. Robust procedures for scanning the environment for novel threats
(anticipation of harms), since risk is often a “dynamic environment;”
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4. Continual updating of risk assessments and risk rankings based on
new information, even for threats that are well known;

5. An explicit performance standard against which entities can be held
accountable (for example, a “continuous improvement standard” or
ALARA); and

6. Regular reporting to stakeholders and the public regarding risk
assessment and risk management where serious risks are managed,
where this can be done without compromising security.8'°

3.3.4 Risk Management Decision-making in Practice

When the Commission asked some stakeholders about their “risk-based
approaches” to aviation security, an inconsistent picture emerged. The contrast
between the approaches of CATSA and Transport Canada was particularly
striking. Leiss reviewed the risk management protocols in each case.

Both CATSA and Transport Canada reported that they used the Integrated
Risk Management Framework issued by the Treasury Board Secretariat.®" Leiss
criticized the Framework as not being designed for managing public interest
risks, but for organizational risks like those that might threaten the integrity of
a business entity — for example, financial, human resource and strategic risks.'?
The Framework, he said, was intended only as a general guidance document
and could not be considered a rigorous protocol for managing the type of risks
involved in aviation security.8'?

Leiss reviewed a summary prepared for the Commission of CATSA’s Risk
Management Program.2 He reported that CATSA had done a very competent
job of creating a methodical risk management strategy whose structure was
similar to the standard systematic approach. CATSA’s Risk Management Program
consisted of two streams, one dealing with organizational risk, as would be
expected with the use of the Integrated Risk Management Framework, and
another dealing with the management of the types of security risks facing
aviation. Under the CATSA Program, a systematic approach was applied to each
security risk identified, including:®'

« Listing of discrete risk accompanied by specific background
information;

+ Expressing probability (likelihood) and impact (consequences) in
quantitative terms (percentages) as well as in qualitative terms (low,
medium, high, catastrophic);

- Identifying levels of exposure;

810 Exhibit P-361, Tab 1, pp. 5-6.

811 Exhibit P-361, Tab 3.

812 Exhibit P-361, Tab 5, p. 5.

813 Testimony of William Leiss, vol. 91, December 7, 2007, p. 11976; see also Exhibit P-361,Tab 1, p. 7,
note 3.

814 Exhibit P-361, Tab 5.

815 Exhibit P-361, Tab 5, pp. 6, 12-13.
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« Using an appropriate risk matrix, with likelihood and consequences
as its axes, to identify the class of risk (low, medium, high,
catastrophic);

- Identifying triggering events;

« Determining a prevention plan; and

« Determining a mitigation plan.

Leiss noted, with approval, the explanation of the Program’s “impact rating
criteria,” which consisted of both quantitative and qualitative data. He was
satisfied overall with the detail, terminology and methodology provided.2'® He
stated that the Risk Management Program presented CATSA’s approach to risk
management in a way that instilled confidence in the process.t’” Tables 1 and 2
show the criteria that CATSA uses for rating likelihood and impact in qualitative
terms.

Table 1
Likelihood Rating Criteria
Exhibit P-361

Table 1: Likelihood Rating Criteria
(Quanlitative Measure of LIKELIHOOD over 24 month time horizon)

Level Likelihood | Description
1 Low The event is unlikely to occur
2 Medium The event should occur at sometime
3 High The event is expected to occur in most
circumstances

816 | oiss advised that he would have preferred an expanded list of criteria related to “damage”, fewer
criteria related to “reputation loss” and qualitative criteria accompanied by more conventional
quantitative terminology, such as“10 to the minus six” (the standard method of expressing“1in a
million”). See Testimony of William Leiss, vol. 91, December 7, 2007, pp. 11987-11989; Exhibit P-361,
Tab 5, pp.6,7,12.

817 Testimony of William Leiss, vol. 91, December 7, 2007, pp. 11987-11990.
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Table 2
Impact Rating Criteria

Exhibit P-361

Table 2 : Impact Rating Criteria
(Qualitative Measure of IMPACT)

Level Impact Damage Operational Reputation Loss
Effects
1 Low First Aid Schedule Setbackin
Treatment delays to minor | building
required projects stakeholder trust
Asset loss less Some
than $100K unfavourable
media/public
attention
2 Medium [ Serious injury Disruption Some loss of
Asset loss of/gapsin stakeholder trust
$100K-S$1M essential Negative media/
services for less | public attention
than 24 hours
Schedule
delays to major
projects
3 High Death Disruption Significant loss
Assetloss $TM | of/gapsin of stakeholder
-$25M essential trust
services for less | Public calls
than 7 days for removal
Inability of CATSA
to meet executives/
operational Board members
targets
4 Catastrophic | Numerous Disruption Complete loss of
deaths of/gaps in stakeholder trust
Asset loss essential Resignation of
greater than services CATSA
$25M indefinitely executives/
Operational Board members
ineffective

It was reassuring to learn that CATSA employed a risk management standard
that accorded with common best practices. Transport Canada was unable to
provide similar reassurance. Formal risk management standards have been
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available in Canada since 1997, but it appears that Transport Canada only
recently adopted this approach for aviation security risks. Several reports in
recent years have suggested that Transport Canada’s risk management strategy
in aviation security was deficient. In 2005, a report of the Auditor General
expressed disappointment that the Department had not implemented formal
risk management protocols.8'The report criticized the existing risk management
system. It found that Transport Canada’s approach to assessing security risks in
air transport, “to the extent that it has done so,” was consistent with the Treasury
Board's Framework,2" but it expressed disappointment that Transport Canada
had “not fully implemented formal risk management."82°

Specifically, the report found that Transport Canada had not conducted any
comprehensive assessment of key risks, nor had it measured the likelihood or
potential impact of specific threats.®?! The report recommended that Transport
Canada complete a formal analysis of threats and risks to the entire aviation
system which could assist with deploying resources and enforcement efforts.?

Transport Canada filed the following in response to the Auditor General’s
report:

Transport Canada recognizes the importance of risk
management, which has been an essential foundation of its
aviation security program since its inception in the 1970s.
More recently, the Department has initiated a comprehensive
Transportation Security Strategy, which will examine risk in

all modes and activities within each mode. The strategy will
include a formal threat-and-risk-analysis instrument that could
be used in risk management decision making for regulatory,
legislative, and enforcement activities (spring 2006).2%

In 2006, Transport Canada issued a Strategic Security Risk Assessment
Methodology and User Guide.t*The CATSA Advisory Panel noted“with approval”

818 Eyhibit P-411, p. 8.

819 Exhibit P-411, pp. 7-8.

820 Eyhibit P-411, p. 8.

821 Eyhibit P-411, p. 8.

822 Eyhibit P-411, p. 9.

823 Eyhibit P-411, p. 9.

824 Transport Canada, Transport Canada Strategic Security Risk Assessment Methodology and User
Guide, Version 6.0 (March 17, 2006). This is a confidential document that was provided to the
Commission following the close of hearings. Transport Canada advised the Commission that this
document comprises the risk assessment methodology that is used for civil aviation security. Counsel
for the Attorney General of Canada asserted during the hearings that Transport Canada had been
“taken by surprise” with the evidence respecting risk assessment and risk management, maintaining
that there had been no advance request from Commission counsel regarding Transport Canada’s risk
management procedures. Commission counsel, on the other hand, indicated that inquiries had
been made in advance and that Commission counsel had been referred to the Treasury Board of
Canada Secretariat’s Integrated Risk Management Framework. See Transcripts, vol. 91, December 7,
2007, pp. 12042-12043.



170  volume Four: Aviation Security

in its 2006 report that Transport Canada had conducted at least one exercise
in which aviation threats were measured quantitatively, ranked and assessed
according to risk. However, the Panel noted the lack of further exercises.?® Leiss
testified that these reports provided little confidence that Transport Canada
reqularly applied appropriate risk management processes. The use of the
approach in one instance did not provide sufficient reassurance.’*

The Commission asked Transport Canada to confirm that the Strategic Security
Risk Assessment Methodology and User Guide represented the current
expression of Transport Canada’s approach to risk management and risk
assessment. In response, the Attorney General of Canada requested an in-
person briefing for Commission counsel with Transport Canada representatives,
to ensure that the intricacies of risk assessment and risk management would
not be overlooked in a simple response to these questions. Leiss attended this
briefing in his capacity as an expert.

During the briefing, Transport Canada officials confirmed that there were no
further documents to describe its approach to managing security risks. They
maintained that the Methodology and User Guide was developed only after
considerable consultation with experts and that it was consistent with industry
standards, including the CSA Risk Management Guideline.!” The Commission
was told that a risk matrix was used, but Transport Canada officials were unable
to articulate a consistent means for assessing and managing risk. In addition,
although it appears that risk management was beginning to be discussed at
the Advisory Group on Aviation Security (AGAS), a multi-stakeholder forum
for addressing security issues in Canada, Transport Canada did not appear
to be fully informed about the risk management processes used by various
stakeholders.82® For instance, Transport Canada informed the Commission that
it was not necessarily aware of the risk management methodology employed at
the local level by air carriers.8?

Transport Canada advised the Commission that it was “... making significant
progress ... to establish an aviation security performance measurement
framework.®*® On the issue of public accountability, the Department stated
that public confidence relied on the overall aviation security program, and that
such confidence was an underlying objective of risk assessment. However, Leiss
stated that it was not the purpose of a risk assessment to set a level of adequate
performance in the management of a risk.®' A risk assessment described the
likelihood of an adverse outcome and, if it occurred, the possible consequences.
This gave the risk manager an idea of the severity of a risk. The risk manager

825 Exhibit P-169, p. 37 of 202, note 33.

826 Testimony of William Leiss, vol. 91, December 7, 2007, p. 11990.
827 Exhibit P-101 CAF0873, p. 3.

828 Eyhibit P-101 CAFO873, p. 4.

829 Exhibit P-101 CAFO873, p. 4.

830 Exhibit P-101 CAFO873, p. 5.

831 Exhibit P-101 CAF0873, p. 5.
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would then have to apply some standard of risk control - for example, ALARA
(“as low as reasonably achievable”) - if the existing level of risk appeared too
great.

The evidence provided to the Commission suggests that Transport Canada
is not using an appropriate standard protocol for risk management decision-
making in aviation security, based on a common set of protocols, using current
best practices and operating under a performance standard of continuous
improvement to arrive at levels of risk that are as low as reasonably achievable.
Perhaps a comprehensive, systematicapproachisin place, but Transport Canada
did not give the Commission sufficient reassurance of this.

Transport Canada is the national authority responsible for the development,
maintenance and oversight of civil aviation security in Canada. It has the lead
role as policy-maker and regulator.t32 The Commission expected that Transport
Canada would have provided direction in establishing and requiring risk
management procedures, after appropriate consultation.

Systematicapproachestoriskassessmentandriskmanagementwereintroduced
to government in 1985, and a national standard was developed by 1997. By
2007, risk assessment and management protocols were well established in
Canada. Transport Canada should have been able to articulate methodically the
approach that it uses for risk management, for all types or categories of risk.

The Commission also noted the varying approaches to risk management
among others in aviation security. In particular, IATA outlined an approach that
defined risk as comprising three factors — “threat,”“vulnerability” and “criticality.”
It described its approach as consisting of five basic steps:33

« Accurately identifying the risk;

« Assessing the consequences of risk exploitation and likelihood of
exploitation;

+ Finding and identifying measures to protect against, control or
eliminate a certain risk;

« Assessing the measures for their effectiveness and consequences;
and

+ Implementing measures to ensure that each risk is appropriately
managed.

IATA's goalisto”... reduce the probability thata particularrisk will be exploited.”®*
The approach involves using a “threat response matrix” to determine whether
a threshold level has been reached to support using certain security measures
and undertaking consequence assessments, also known as“assessing criticality.”

832 Eyhibit P-169, p. 30 of 202.
833 Exhibit P-258, Tab 5, p. 56.
4 Exhibit P-258, Tab 5, p. 56.
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Many terms used by IATA differ from those used in other discussions of risk
management, and the IATA approach does not follow the standard approach
precisely. However, it appears to offer a systematic, methodical means of
addressing all risks.

Yves Duguay, Director of Security for Air Canada at the time of the Commission
hearings,describedanintelligence-drivenapproachthatreviews“vulnerabilities,”
“probabilities” and “impact on industry.”®* Again, there was some sense of a
systematic approach, although further inquiry would be necessary to assess Air

Canada’s risk assessment methodology properly.

Stakeholders sometimes appear to describe similar aspects of risk management
using different terms. It is important for each party to be able to understand the
risk management processes being described by the other parties so that they
can intelligently compare and discuss approaches.

A 2005 report of the US Government Accountability Office recommended
adopting arisk-based management approach to aviation security in the US. Like
the IATA approach, that of the US included setting strategic goals and objectives,
assessing risk (threat, vulnerability and criticality), evaluating alternatives,
selecting initiatives, and implementing and monitoring those initiatives.8*

3.3.5 Matching Limited Resources with Risk Control Objectives

Resources for managing risks are limited. An institution’s “risk budget” must be
allocated across the full set of risks in a defensible way. One approach is to use
cost-effectiveness, or maximum benefit per unit of expenditure, with the overall
caveat that no important risk be neglected. Public expectations and good risk
management practices demand that specified risks be controlled to a level
that is regarded by the public as “acceptable” and that no gaps remain in the
system.8%’

Leiss testified that every major enterprise has a risk management plan for all
the risks they face. A global budget, usually annual, provides for “enterprise risk
management.” Each type of risk, including financial, occupational and health,
is allocated a portion of the budget. Choices must be made in allocating the
limited resources to maintain risks at an acceptable level 8#

Governments manage entire sets of risks under one budget. The risks posed to
aviation security are only one type of risk that Transport Canada manages.®*
Within aviation security itself, risks can be divided and subdivided into a
number of categories. Leiss testified that an allocation must be made to aviation

835 Testimony of Yves Duguay, vol. 43, June 14, 2007, p. 5238.

836 Exhibit P-417, p. 3.

837 Exhibit P-361,Tab 1, p. 9.

838 Testimony of William Leiss, vol. 91, December 7, 2007, pp. 11991-11992.
839 Testimony of William Leiss, vol. 91, December 7, 2007, p. 11992.
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security as a whole and that sub-allocations are required for categories such as
passengers, non-passengers, cargo and FBOs. He said that, ideally, allocations
should be proportionate to the risk presented by each category.®* The risk
matrix could assist in deciding allocations.®"'

Leiss stated that answering two main questions can help determine whether
risks have been appropriately managed in the face of limited resources:

1. Are resources sufficient to manage risks to an acceptable level? If not,
have additional resources been sought?

2. Have resources been allocated wisely?8+2

The position of Leiss can be summarized as follows: Managing several
independent risk factors simultaneously within the same envelope (such
as passengers, non-passengers, cargo and FBOs) requires achieving a
predetermined level of acceptable risk for each. It may be possible to rebalance
resources to achieve this. If rebalancing resources is not sufficient, additional
resources must be found.?*

The case of air cargo security is instructive. The Commission heard much
evidence that significant gaps remain in aviation security. The most troubling
relates to air cargo.®*The CATSA Advisory Panel referred to air cargo as”...a major
security gap, perhaps the single most significant gap that has been brought to
our attention. Air cargo is largely unscreened at present, and this represents
a serious vulnerability in the system.”®* Both Wallis and Sweet also identified
air cargo as among the weakest links in aviation security,2* one recognized for
nearly 30 years but still not addressed adequately.?* Sweet testified that security
resources have been disproportionately weighted towards screening passengers
and their baggage, and away from air cargo. She stated that, paradoxically, this
worked to the detriment of passenger security:

...[W]e have focused so much on passengers and passenger
baggage that we have failed to recognize that there is a huge
part of that aircraft that is loaded up with pallets of cargo that
is moved round with passengers on board, and how and where
and when that cargo is screened is a huge gap....2*

840 Testimony of William Leiss, vol. 91, December 7, 2007, p. 11993.

841 Testimony of William Leiss, vol. 91, December 7, 2007, p. 11999.

842 Testimony of William Leiss, vol. 91, December 7, 2007, p. 11993.

843 Eyhibit P-361,Tab 1, p. 9.

844 Exhibit P-169, p. 52 of 202; see also Testimony of Reg Whitaker, vol. 38, June 1, 2007, p. 4329.

845 Exhibit P-169, p. 52 of 202.

846 Testimony of Rodney Wallis, vol. 41, June 6, 2007, p. 5003; see also Testimony of Kathleen Sweet, vol. 41,
June 6, 2007, pp. 4958-4959.

847 Testimony of Rodney Wallis, vol. 41, June 6, 2007, p. 5003.

848 Testimony of Kathleen Sweet, vol. 41, June 6, 2007, p. 4942.
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Transport Canada is now attempting to address the air cargo security gap.®* It
informed the Commission that a risk assessment was conducted before the Air
Cargo Security Initiative (ACS Initiative) was developed, but provided no details
that would show rigour in its approach.

Simply because air cargo has not yet been implicated in a major security incident
does not alter the level of risk. As with the June 1%t Telex in 1985, the absence of
an incident should not play a role in decisions about risk management where
there is evidence of an ongoing threat.®*° Wallis testified, however, that it is
tempting to cuts costs when an incident fails to materialize:

If you go a few years without an incident, then you will even reach the stage where
politicians will want to try to divert money to some other source because you do not
need it; nothing is happening. That's what you have to guard against... .8’

There has been some criticism that the “risk-based approach”to aviation security
may be used to hide inaction, particularly if serious security shortcomings
remain.?> The CATSA Advisory Panel agreed that risk management should
not be conducted superficially or used as an “ex-post facto rationalization for
inaction,” but it did not entirely support the premise about how a risk-based
approach might hide inaction. The Panel provided the following reasons:#3

« Government resources are not unlimited;

« Security policy is not the sole priority of government or the
Canadian public; and

« Threats to security are not of equal magnitude or urgency.

The Panel advised that limited resources must be deployed after careful risk
assessments.®>* The Commission agrees that decisions based on best practices
and standard protocols offer the greatest promise for addressing risks and
deploying resources in aviation security.

3.3.6 Shared Responsibility and Accountability

Civil aviation security in Canada is a shared responsibility. Transport Canada is
the regulatory authority with ultimate responsibility, but several government
bodies share operational responsibilities. These include CATSA, the RCMP and
local police. Other stakeholders, such as air carriers and airport operators, are

849 Testimony of Stephen Conrad, vol. 42, June 13, 2007, p. 5183.

850 Testimony of William Leiss, vol. 91, December 7, 2007, p. 12003.

851 Testimony of Rodney Wallis, vol. 39, June 4, 2007, pp. 4771-4772.

852 Members of the Standing Senate Committee on National Security and Defence have expressed doubt
that a risk-based approach is an adequate solution for serious security shortcomings. See Exhibit P-169,
p. 38 of 202; see also Exhibit P-171.

853 Exhibit P-169, p. 38 of 202.

854 Exhibit P-169, p. 38 of 202.
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also involved. CSIS provides Transport Canada with intelligence relating to
security.®* However, shared responsibility brings with it the danger of missing
important security risks and measures to address them.®¢ Seamless coordination
is required to avoid gaps.®’

Agencies all need to follow the same methods and protocols for risk
managementdecision-making.Eachagency should be ableto explainclearly to
all partners the structure and protocols of its “risk-based approach”and should
provide regular updates. Discrepancies in the protocols must be identified
and resolved. Once stakeholders share an understanding about the methods
followed, each stakeholder can safely rely on the information or analysis
provided by the others. Stakeholders can achieve seamless coordination only
if they all meet both regularly and on an as-needed basis.?*®

Transport Canada created the Advisory Group on Aviation Security (AGAS)
in 2005 to provide a secure forum for government and industry stakeholders
to exchange views about aviation security policies and initiatives.®® The
mandate of AGAS is to provide information to stakeholders about current
and emerging security priorities and to receive “high-level strategic advice”
from them.®° Five technical subcommittees of AGAS deal with particular
security issues — aerodromes, security screening, air carriers, air cargo security
and Security Management Systems (SeMS).." The CATSA Advisory Panel
described AGAS as playing an important consultative role at the national level.
Representatives from the Canadian Airports Council (CAC) and the Airline Pilots
Association, International (ALPA), both of which participate in AGAS, praised its
effectiveness.t? Fred Jones, Vice President of Operations and Legal Affairs at the
CAC, described the main benefit of AGAS:

...[Y]ou get a better end regulatory result; you have a better
regulatory policy when you can understand the viewpoints of
all stakeholders in the aviation community through a face-to-
face exchange... 8%

The existence of AGAS is encouraging, but the Commission saw little evidence
of coordination of risk management among stakeholders. The evidence points
to the contrary conclusion. Yet, AGAS appears to be an ideal forum for dealing
with risk management. Risk management principles are a fundamental element
of decisions in aviation security, and the Commission sees merit in moving
quickly to ensure clear and coordinated efforts within AGAS.
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Failing to share responsibility effectively in aviation security can lead to
consequences such as those leading to the bombing of Air India Flight 182.
The mishandling of the June 1%t Telex provides a prime example of a breakdown
in risk communication among the entities responsible for security. The main
stakeholders were Transport Canada, the air carriers, the RCMP and CSIS.8 It
appears that both Air India and certain branches of the RCMP reviewed the
telex,®® but it also appears that there were no follow-up discussions, nor was
the telex shared with other stakeholders, notably CSIS and Transport Canada.®®
Leiss was highly critical of this failure:

...[Gliven the specificity of that threat collectively, in terms of
Air India’s corporate responsibility, it seems appalling that you
would not follow up, you would not find out what would be
done with that information. You would not insist on having

a meeting, a further dialogue of trying to see whether you
could actually work out a common plan and not say, “Well, do
whatever you want with this,” but say “what can Air India and
the Canadian Government and police forces do together to
lower the risk that’s involved. Or, what other options do we
have to control the risk involved?"8’

The bombing of Air India Flight 182 was preventable. It represented a true
failure of shared responsibility in aviation security. As Bob Rae observed in
his report, Lessons Learned:

Despite the precautions and protections that were supposed
to be in place, almost everything that could have gone wrong
did go wrong. The bags should never have been checked
without an accompanying passenger in Vancouver. Canadian
Pacific Flights 060 (Vancouver to Toronto) and 003 (Vancouver
to Narita) should not have taken off without a reconciliation
that would have shown no accompanying passenger for these
bags aboard either flight. When the bag arrived in Toronto
from Canadian Pacific Flight 060 it should not have been
transferred to the Air India plane without being checked and a
bag reconciliation taken.

However, the suitcase with the bomb did get through 2
airports, both in Vancouver and Toronto. The mid-air explosion
off the west coast of Ireland in the early morning of June 23,
1985, was the consequence.®#
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The bombing of Air India Flight 182 was only possible because of aviation
security failures by several stakeholders. Each stakeholder failed to manage its
risks properly:

« CP Air failed to follow its own baggage security procedures;

« Air India was inexcusably careless in deploying checked baggage
screening devices and procedures that it ought to have known
were inadequate for the purpose, and it failed to prevent
unauthorized bags from being loaded onto the aircraft;

« Transport Canada, on behalf of the Government of Canada, failed
in its role as regulator by denying Air India the security support it
required and by permitting Air India to rely on inadequate security
procedures and plans; and

+ AirIndia, Transport Canada and the RCMP each failed to assess
threat and intelligence information appropriately and to
communicate this information adequately to relevant stakeholders.

Today, air cargo appears poised to become the next example of a failure to
share responsibility appropriately in risk management. This is despite air cargo
security being the focus of one of the technical subcommittees of AGAS. Those
responsible for air cargo security should coordinate their efforts. They should
learn about and develop an understanding of the efforts of others, and use
complementary methods and protocols to address security issues. Stakeholders
should hold regular discussions to stay abreast of the efforts of others.

Leiss testified that enhanced public accountability is also required to reassure
the public that there is adequate coordination among stakeholders and that
risks are being properly addressed.®* Public accountability requires assurance
from stakeholders that they are all using a standard protocol - ideally, the same
standard protocol - for risk management decisions.?”° Leiss also maintained that
the ranking of aviation security risks within the risk matrix should be disclosed
and justified in order to maintain public confidence that the allocation of
resources is rational. He said it would not be a breach of security to disclose the
methods and language used.?”

However, Transport Canada did not give the Commission any information about
which, if any, methods for assessing and managing risk are currently used in
Canada. Other stakeholders also appeared to have difficulty in obtaining this
information from Transport Canada. The Commission heard from the Office of
the Privacy Commissioner about its discussions with Transport Canada about the
Passenger Protect Program, a passenger screening initiative aimed at preventing
persons who are considered potentially harmful to aviation from boarding a
flight (also involving what is colloquially called a “no-fly” list). Lindsay Scotton,

869 Testimony of William Leiss, vol. 91, December 7, 2007, p. 11961.
0 Testimony of William Leiss, vol. 91, December 7, 2007, p. 11997.
1 Testimony of William Leiss, vol. 91, December 7, 2007, p. 11997.
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the Privacy Impact Assessment Review Manager in the Privacy Commissioner’s
office, was asked whether she knew of any risk-based assessment conducted by
Transport Canada to justify the program:

The answer to that is no. That was one of our specific
recommendations in our response to the Privacy Impact
Assessment, which was, “Please show us the assessments, the
studies, quantitative or qualitative, that would ... justify the
substantial intrusion into the privacy rights of Canadians."We
haven't received such a study, so the answer to that is no.t”

Transport Canada did not provide any information to the Commission that would
allow it to conclude that the Department had completed a risk assessment for
the Passenger Protect Program.

A 2002 report of the United Kingdom’s Strategy Unit on Risk and Uncertainty,
Improving Government’s Capability to Handle Risk and Uncertainty,®” outlined
five principles for managing risks in the public interest. These might inform the
development of a more robust risk management decision-making process in
Canada:

Openness and Transparency

Government will make available its assessments of risks that affect the public,
how it has reached its decisions, and how it will handle the risk. It will also do
so where the development of new policies poses a potential risk to the public.
When information has to be kept private, or where the approach departs from
existing practice, it will explain why. Where facts are uncertain or unknown,
government will seek to make clear what the gaps in its knowledge are and,
where relevant, what is being done to address them. It will be open about where
it has made mistakes, and what it is doing to rectify them.

Involvement

Government will actively involve significant stakeholders, including members
of the public, throughout the risk identification, assessment and management
process. This will support timely and targeted action. Two-way communication
will be used in all stages of policy development, risk assessment and risk
management. Where there are differences in interpretation it will aim to clarify
these through open discussion, and it will seek to balance conflicting views in a
way that best serves the wider public interest. It will explain how views obtained
through consultation have been reflected in its decisions.

872 Testimony of Lindsay Scotton, vol. 72, November 6, 2007, p. 9017.
873 Exhibit P-361, Tab 5, Additional Documents for Tab 1, Appendix E and Appendix F, Appendix F, p. 20.
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Proportionality and Consistency

Government will seek to apply a consistent approach to its assessment of risks
and opportunities and to its evaluation of the costs and benefits of options for
handling them, and will ensure that these are clearly articulated. It will apply the
precautionary principle where there is good reason to believe that irreversible
harm may occur and where it is impossible to assess the risk with confidence,
and will plan to revisit decisions as knowledge changes.

Evidence

Government will aim to ensure that all relevant evidence has been considered
and, where possible, quantified before it takes decisions on risk. It will seek
impartial and informed advice that can be independently verified wherever
possible, and seek to build a shared understanding of the risks and options
for action. It will consider evidence from a range of perspectives, including the
public as well as experts.

Responsibility

Government, where possible, will ensure that those who impose risks on others
also bear responsibility for controlling those risks and for any consequences of
inadequate control. It will aim to give individuals a choice in how to manage
risks that affect them, where it is feasible and in their interest to do so and where
this does not expose others to disproportionate risk or cost.8”

3.3.7 Culture of Security

One of the great failures of the aviation security regime in 1985 was the general
lack of a security culture.#”> The current national standard for risk managementin
Australia and New Zealand specifically advocates a holistic approach that brings
“risk management thinking” into the culture of an organization, its business
practices and everyday activities:

To be most effective, risk management should become part
of an organization’s culture. It should be embedded into the
organization’s philosophy, practices and business processes
rather than be viewed or practiced as a separate activity.
When this is achieved, everyone in the organization becomes
involved in the management of risk.27¢

874 |n 2001, the British Prime Minister announced the creation of a Strategy Unit on Risk and Uncertainty.
In 2002, the Strategy Unit published a comprehensive report, Risk: Improving government’s capability
to handle risk and uncertainty. This report introduced a number of ideas that go beyond the
information contained in the CSA Risk Management Guideling, including the listing of the five
Principles of Managing Risks to the Public, as outlined above. See Exhibit P-361, Tab 5, Additional
Documents for Tab 1, Appendix E and Appendix F, Appendix F, pp. 20, 23.
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876 Exhibit P-361, Tab 5, Additional Documents for Tab 1, Appendix E and Appendix F, Appendix F, p. 12.
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The Commission heard evidence of a move towards a culture of greater
security awareness through the Security Management Systems (SeMS). The
SeMS approach requires all individuals and departments within the aviation
environment, regardless of their particular duties or mandates, to help maintain
overall security.¥”” The CATSA Advisory Panel described SeMS as a “risk-based
approach” and identified it as a necessary basis for any aviation security
regime.t’

For SeMS to be effective, an organization must embrace security as part of its
overall business sothat”...security becomesa culture that percolates throughout
the entire organization.”®”? In addition to requiring a security policy, a process of
goal-setting about security objectives, training of personnel and internal and
external reviews of the system, the SeMS approach requires:

« A process for identifying security risks and evaluating and
managing the associated responses; and

« A process for the internal reporting and analysis of threats,
incidents and breaches and for taking corrective actions
to prevent similar incidents .t

SeMsisanevolvingconcept.®'Thereappearstobeconfusionamongstakeholders
about its meaning and application.®® Transport Canada made no mention of
SeMS during a briefing of Commission counsel on risk management ¢

A culture of security awareness requires awareness of risk management
practices. The Commission encourages the further development of SeMS,
a process that should involve consultation with all stakeholders, along with
coordinated efforts in risk management decision-making. This too requires
clarity, precision in terminology and transparency amongst stakeholders, so
that all participants have the same understanding of what is required under
this system. The Commission is skeptical about poorly understood and abstract
concepts being held out as solutions. It remains to be seen whether SeMS will
improve aviation security.
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3.3.8 Conclusion

The terms “risk-based approach”and “risk assessment”were used liberally during
Commission hearings, with little explanation of and little apparent regard
for their precise meanings. Although this created an impression of rigorous
management of security, the evidence often suggested otherwise. Even when
pressed, Transport Canada officials could not articulate a consistent means by
which the Department manages risk in aviation security. Furthermore, although
responsibility for security is shared among many stakeholders, there was little
evidence of coordination or a system-wide risk management strategy.

Because there is no systematic approach to risk management, significant
risks may go unnoticed. Serious gaps already exist in aviation security. It is
essential that a risk management decision-making process be established and
implemented quickly.

The evidence before the Commission leads to the conclusion the aviation
security system should have the following characteristics:

1. A common set of protocols for carrying out risk management;

2. Risk management protocols and methods based on current best
practices in the field;

3. A performance standard of continual improvement, delivering levels of
risk in all relevant areas that are as low as reasonably achievable; and

4. Acceptable levels of risk control in all of the domains of risk pertinent
to aviation security.

3.4 Use of Intelligence in Aviation Security

As discussed elsewhere in this report,® the collection and analysis of critical
intelligence about threats to civil aviation in the years leading up to the bombing
of Air India Flight 182 lacked coordination, and any sharing of that intelligence
was unstructured and inconsistent.® A key lesson of the bombing was that
aviation security is diminished by unwarranted constraints on the flow of
intelligence and other threat information. Due to a general climate of excessive
secrecy, information was frequently not shared with concerned parties, such
as air carriers and Transport Canada. This was exemplified by the institutional
preoccupation with the “need to know” principle. Even when threat information
was being disseminated, the lack of secure communications channels slowed
the arrival of the information where it was needed, limiting the ability of airports
and air carriers to respond to threats.

884 gea for example, Volume Two: Part 1, Pre-Bombing, Section 4.4, Failures in Sharing of Information.
885 5ee Testimony of Reg Whitaker, vol. 36, May 30, 2007, pp. 4310-4312.
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These intelligence failures resulted in air carriers that interlined passengers and
their baggage to Air India - for example, CP Air — operating as if normal security
conditions prevailed, even though Air India faced a serious risk of terrorist
attack. CP Air took no extraordinary security precautions in June 1985, and took
no steps to remove the interlined checked bag belonging to “M. Singh” when
he failed to board CP Air Flight 060. CP Air breached its own security program
in two ways: by agreeing to interline the bag even though Singh did not have a
reservation on Air India Flight 182, and by failing to offload the bag from Flight
060 once CP Air became aware that he did not show up for the flight. There is
good reason to believe the airline would have been much more vigilant if it had
known of the threat facing Air India.

The Canadian Air Transport Security Authority Act (CATSA) Review Advisory Panel
concluded that any effective aviation security program must be“...intelligence-
led, based upon up-to-date threat assessments and resilient enough to adapt
to new threats as they emerge.® Rodney Wallis, former Director of Security
at the International Air Transport Association (IATA), has long contended that
intelligence has a crucial role to play in confronting terrorism.®” Similarly, Yves
Duguay, Senior Director of Air Canada Security and the Chairman of the IATA
Security Committee, testified that the best security system was intelligence-
driven.®® The aviation security program in place in 1985 was deficient because
it focused on the waning threat of hijacking and on called-in “specific threats” as
the exclusive triggers for emergency action. Peter St. John, a retired professor
of international relations with expertise in air terrorism, testified that the lack
of better intelligence about the threat before the Air India bombing could itself
be seen as a failure by Canada’s intelligence community to co-operate and to
establish appropriate systems for discerning such threats.8®°

After the Air India bombing, Transport Canada established the Security and
Emergency Preparedness Directorate®® to deal with transportation security.
The Directorate is responsible for policy development, intelligence, the
transportation security clearance program, and security training guidelines
for its security inspectorate and for industry. It is concerned with all modes of
transportation overseen by Transport Canada, not merely aviation.

The intelligence failures leading up to the bombing led to changes in how
intelligence relating to terrorism and aviation security was collected, analyzed
and disseminated. Still, it was only after the attacks of September 11, 2001,
that Canada’s intelligence community began to shift its operational focus from
a culture of secrecy marked by the “need to know” mentality to a focus that
contemplated a “need to share!” The “need to share” concept was discussed in
the Hon. Bob Rae’s report, Lessons to be Learned, in relation to the notorious
reluctance of US agencies to share information before the September 11t
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attacks, as well as in relation to the institutional firewalls between the RCMP
and CSIS.#!

The CATSA Advisory Panel stated that, as aviation security continues to tighten,
terrorists could be expected to shift tactics and seek out and target as-yet-
unnoticed weaknesses or“the unknown unknown."?*2This increased the need for
intelligence gathering and threat assessments. The Panel added that, since 2001,
the Government of Canada placed a much greater emphasis on the integration
of intelligence gathering and analysis, as well as on the broader and timely
dissemination of this information.®* Even so, many obstacles that impeded the
proper flow of information in 1985 persist today, particularly tensions between
the producers and consumers of aviation security intelligence over its sharing.

3.4.1 Integrated Threat Assessment Centre

Among the aviation security and intelligence reforms undertaken since 2001
was the creation of the Integrated Threat Assessment Centre (ITAC). ITAC was
established in October 2004.8* It produces comprehensive threat assessments
focused exclusively on terrorism.®* There was no such integrated capacity in
1985.8% ITAC was created in recognition of the fact that”...the current scope of
threatassessmentrequirements exceeds the capacity of any one organization.”s”’
Many of Canada’s allies had already developed integrated intelligence
organizations, and ITAC would enhance Canada’s ability to participate as an
equal in the international intelligence community and protect Canadians.

ITAC operates out of CSIS. It has access to CSIS information and is staffed by
personnel seconded from a broad cross-section of government organizations,
including Transport Canada, CSIS, the RCMP, the Department of National
Defence, the Canada Border Services Agency, and the Communications Security
Establishment.%® ITAC distributes its threat assessments to its core intelligence
community partners, including Transport Canada, which is represented at ITAC
by the Security and Emergency Preparedness Directorate.t Transport Canada
then provides this information to related stakeholders, including CATSA, as it
considers appropriate. The CATSA Advisory Panel stated that one of ITAC's most
valuable contributions was its ability to make intelligence and other classified or
restricted threat information available to recipients in a form appropriate to the
recipient’s level of security clearance.®®
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Dr. Reg Whitaker, chair of the CATSA Advisory Panel, testified that, since 1985,
there had been a move to integrate and coordinate the various actors involved in
the intelligence process.®' This required a shift away from the “information silos”
and turf wars of the past, characterized by intelligence failures and preventable
tragedies. According to the Panel, ITAC's place within the intelligence community
was an example of both horizontal and vertical integration. Horizontal
integration occurred, for example, when ITAC drew on a wide range of sources
and served the broader intelligence community in producing security threat
assessments.®®?Vertical integration involved channels for providing intelligence
to its many consumers. For example, ITAC and CSIS threat assessments were
passed to Transport Canada and then to CATSA.

3.4.2 Information Sharing: Canadian Air Transport Security Authority

CATSA told the CATSA Advisory Panel that CATSA depended on timely and
accurate intelligence to manage its daily operations, to plan long-term strategic
policies and to facilitate more effective screening by front line officers.”®® For
this reason, the Standing Senate Committee on National Security and Defence,
in its 2003 report, The Myth of Security at Canada’s Airports, recommended that
CATSA develop its own intelligence capabilities.”® The Committee repeated
this recommendation in the 2007 Canadian Security Guide Book, and also
recommended that CATSA receive all available intelligence related to aviation
security.*

CATSA officials argued that CATSA did not have sufficient access to the
intelligence essential to its operations. In addition, they wanted a seat at the ITAC
table.* The CATSA Advisory Panel concluded, however, that Transport Canada
remained the most appropriate recipient of strategic intelligence information
about terrorism, which it could then disseminate to CATSA.>””

Jim Marriott, Director of the Aviation Security Regulatory Review for Transport
Canada, testified that the Department “actively shared” with CATSA the security-
related information it needed.®® The CATSA Advisory Panel also found that
CATSA was receiving appropriate intelligence.®® Whitaker suggested that
CATSA’s concern that it was not receiving sufficient intelligence might be fueled
in part by the prestige and mystique attributed to intelligence stamped “Top
Secret,” and by the envy felt by those who thought that information was being
withheld from them.'°
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The Standing Senate Committee on National Security and Defence made a
valid point in 2003, however, when it stated that “...CATSA, as an arm’s length
security agency, will have a hard time staying one step ahead of people with
bad intentions if it does not have an intelligence component.... [S]urely security
training is based on intelligence”"" As discussed below, there is considerable
value in providing front line personnel with usable, actionable®'? intelligence
through regular briefings or security updates. This is already done to some
extent and should be encouraged further. The sharing of intelligence keeps
front line personnel aware of current threats, boosts their motivation and
morale and instills a genuine sense of mission. The value of sharing intelligence
with those whose work requires vigilance but is often perceived as monotonous
and lacking prestige cannot be overstated.

The CATSA Advisory Panel described three types of intelligence that CATSA
wanted: actionable, issue-specific or tactical, and strategic.”’® Whitaker testified
that CATSA did receive actionable intelligence relevant to its screening
mandate.”™ The Panel stated that it was “..[c]learly ... in the interests of the
travelling public and national security for actionable intelligence to be provided
to those who can act upon it However, the Panel did not think it necessary for
CATSA to receive intelligence about individuals or groups that might be a threat
to aviation, since CATSA screening officers did not check identity documents
and were concerned solely with searching for dangerous objects.’'

Intelligence that was “issue-specific” or “tactical” might involve information
about new types of improvised explosive devices or new ways of concealing
weapons.”’® One example of tactical intelligence was that about the threat,
publicized in the summer of 2006, of terrorist attacks against aircraft using liquid-
based explosives. This led to a ban on liquids and gels in carry-on baggage.’””
Here, the necessary intelligence was rapidly communicated to Canadian
authorities. CATSA was immediately advised and it quickly implemented new
security measures. This successful coordination and CATSA’s response were
described as “an intelligence victory”' and a “textbook example” of how the
system ought to work.’"

The third type of intelligence - strategic — was described by CATSA as “...the
type of intelligence needed to enhance its understanding of all aspects of the
terrorist threat, including motivating factors, ideological underpinnings, main
objectives, financing, modus operandi and operational support base.” The
CATSA Advisory Panel noted CATSA’s desire to “...be at the table at ITAC along
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with Transport Canada and the other [intelligence producers]” However, it saw
no clear advantage to ITAC or to the strategic intelligence community from
CATSA's participation, since CATSA was primarily an intelligence consumer and
only a limited producer of intelligence. The Panel concluded that"“...Transport
Canada remains the appropriate channel from ITAC as the integrated analyst to
CATSA as consumer.”#2°

Wallis testified that CATSA should not go beyond its core screening specialization
and “re-invent the wheel” by developing an intelligence function. He stated,
however, that it was essential for Transport Canada to ensure that CATSA
received all information relevant to its operations.®” The CATSA Advisory Panel
also urged closer co-operation between Transport Canada and CATSA in sharing
intelligence.”

According to the Final Submissions of the Attorney General of Canada, Transport
Canada and CATSA were working to implement the CATSA Advisory Panel’s
recommendations and to ensure that CATSA “..receives all the intelligence
required and that both organizations have a continuous learning environment
in 20089

3.4.3 Information Sharing: Aviation Security Partners

The sharing of intelligence by government agencies with others involved in
aviation security, such as air carriers, airports and front line workers, must be
addressed. As the Panel noted, the threat environment requires that”...front-line
actors be provided with real-time, actionable intelligence capable of warning
against and pre-empting attacks.”#?*

The Canadian Airports Council (CAC) has 46 airport authority members,
collectively operating about 180 airports in Canada. This membership accounts
for 95 per cent of the passenger volume and almost all cargo and international
operations in the country.®?

Aviation stakeholders need to be informed about threats to airports and aircraft.
They must, as the CATSA Advisory Panel recommended, be kept abreast of other
changes to the threat environment to be able to respond adequately to new
threats, rather than being forced to react at the last minute.”?® Regular security
briefings for all stakeholders are warranted, including briefings for front line
workers that will boost morale and promote a sense of mission.
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Fred Jones, Vice President of Operations and Legal Affairs for the CAC, testified
that many CAC members were concerned about a lack of timely access to
intelligence.®” One particular concern was the inability to transmit pertinent
information securely. Transport Canada responded by creating a secure system,
the Secure Remote Access Security Database (SRAS), to distribute and access
security information measures. It also had the potential to transmit intelligence.
Jones testified, however, that even when security information was sent to
airports, it was not always timely or complete and it might not reach the right
people in time for them to take appropriate action.®® The CATSA Advisory Panel
also reported that several airlines complained that they were not receiving
information and threat assessments on a timely basis.*%

Jim Bertram, Director of Public Safety for the Greater Toronto Airports Authority
(GTAA), also testified that timely delivery of intelligence was an ongoing
problem. He also called for confusion over the types of information certain
groups wanted to be addressed:

....Canada is one of the world leaders in its ability to gather
and analyze intelligence. We do that very well through the
RCMP, through CSIS, Transport Canada. And | think the first
question that we ask is simply: what is intelligence?

There are a large number of groups, even within our own
airport, that would like almost on a daily basis the dumping

of raw data, as opposed to analyzed data or intelligence. So
they haven't yet articulated what they mean when they say
they want something. They want more intelligence. They're not
saying what it is. So we first of all need to identify what that

is and then allow the people that collect it and analyze it or
cause them to share that information with people that do need
it.930

Airport authorities and other stakeholders that want more intelligence risk
becominginundated. The importantissue is not the quantity of information that
a stakeholder receives, but the relevance of the information to the stakeholder’s
activities.

Bertram saw a serious danger in reacting to intelligence that had not been
analyzed and assessed. Jones agreed, testifying that receiving quality
intelligence was essential. A way was needed to distill the vast amounts of
security information and intelligence into a refined, actionable form, while
ensuring its prompt delivery to stakeholders.”'
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Bertram testified about the organizational problemsin providing timely, relevant
intelligence to airport authorities:

....[T]he airport authority is a not-for-profit organization. It is
not a law enforcement agency. And law enforcement agencies
that are responsible for collecting and analyzing and creating
intelligence don't have the authority in a lot of cases to give
me particularly, as the Director of Public Safety, information
that affects our airport. By law they can share it with other
enforcement agencies but they can’t share it with me. So

that is a glitch in the system and does cause some timeliness
concerns for us.?32

Bertram added that government agencies would decide what intelligence
information was important to an airport. He stated that more complete threat
information about aviation security should instead be passed on to the airports
to use as they saw fit. He had seen some improvements, but the concerns of
airports about timeliness and quantity and access to intelligence were only
slowly being addressed.**

IATA stated that “...much more work needs to be done by regulators to share
intelligence information with airlines. There is a distinct ‘need to share’ not only
during regular operations but in times of emergency operation as well. All [too]
often we find regulators stubbornly fixated on the ‘need to know’ paradigm.”3*

Georgina Graham, the Global Head of Security and Facilitation for IATA, testified
about IATA's concerns about the need to share:

And too often governments say that in terms of security
information, “We will tell you what we think you need to know,”
but the airline needs to be able to do its own risk assessments,
its own threat and risk assessments and to work out where its
own vulnerabilities are, and you really need robust intelligence
to be able to do that effectively.

... [Plarticularly with the events of August 2006 in the foiled
U.K. terror plot, what we saw there was the government
having good intelligence data and using that data wisely, and
letting the industry know what was happening and prevented
something from occurring. And that is what we need to see,
the ability to share data between regulators and our airlines,
and in the industry, to ensure the best use of that data to
prevent these acts of unlawful interference from occurring in
the first place.93>
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Such lines of communication must, of necessity, be established between states
andtheirairlinesratherthan through IATA.Theairlines will be the direct recipients
of the intelligence. IATA must continue to promote security management
systems and information sharing within the aviation industry.

Steps have been taken to ensure that the local police at airports have the
security clearances required to receive intelligence about threats. Jean
Barrette, Director of Security Operations at Transport Canada, testified that the
policing community was a very important source of local intelligence®® and
that information frequently passed from the local police to Transport Canada
and CSIS, and vice versa. Duguay testified that, at Toronto’s Pearson Airport,
Air Canada was taking part in an intelligence exchange with Peel Police, the
RCMP and CATSA, through daily advisories.®®” Air Canada was also working with
government departments to establish national security committees among the
roughly 62 agencies involved in security, as well as to establish local security
committees for each airport.

Dr. Kathleen Sweet, a US-based aviation security expert, testified that giving
screeners intelligence instilled motivation and a greater sense of mission and
purpose. She discussed a pilot project at Dulles International Airport where
screening personnel received regular intelligence briefings. She described it as
an “absolutely great” program that gave them “a bit of intelligence” and made
them feel important.®*® The screeners regularly received low-level but pertinent
intelligence about potential threatsand upcoming events that merited particular
vigilance. The screeners were also trained about suspicious “flags,” such as a
passenger wearing a bulky, heavy coat on a hot day.

Pierre Cyr, Vice President of Strategic and Public Affairs at CATSA, testified that
it would be difficult to implement a similar program in which CSIS briefed the
screeners at all 89 designated airports each day. However, CATSA screening
officers regularly received security information from in-house sources.®® This
was done through daily briefings by screening point leaders and area managers,
as well as through CATSA Screening Operations Bulletins and Transport Canada
Security Notices. Screening officers were expected to read these documents.

Captain Jean Labbé, Security Coordinator of the National Security Committee of
the Air Line Pilots Association, International (ALPA), testified that pilots did not
have adequate access to intelligence about threats to aviation.**® He stated that,
although the industry worked on a “need to know basis,” pilots had a need to
know; they should be made aware of threats to their flights and should also be
privy to broader intelligence concerning threats to aviation as a whole. Labbé
stated that pilots were an important part of security, and that making them
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aware of possible concerns, along with threats and security risks, could only
improve security.

Captain Craig Hall, Director of the National Security Committee of ALPA, shared
Labbé’s views about the importance for pilots of access to intelligence.®' Hall
stated that a small, select group of airline pilot representatives did occasionally
receive high-level briefings in response to requests for further information on
a specific topic.**? He did not say that pilots required raw intelligence or that
they should be considered for top secret security clearance, but rather that they
should receive information appropriate to their duties.*®

Hall stated that intelligence flowed in two directions. Pilots required information
about the conditions under which they operated aircraft, to help them make
appropriate and informed decisions. As well, if properly briefed, pilots could
provide extensive observations about matters that should be reported, but that
were not necessarily beingreported. He described pilotsand crewasan untapped
intelligence resource. Some 100,000 aircraft pilots were directly engaged in the
aviation system each day and saw changes in conditions all over the world. An
even larger number of flight attendants interacted with passengers.”*

3.4.4 Conclusion

Canadian aviation security in 1985 lacked coordination and communications.
Organizational conflicts limited the effective use of intelligence. Canada has
made significant progress since then in collecting and analyzing intelligence
and in distributing it promptly to aviation stakeholders. The creation of ITAC,
its vertical and horizontal integration between intelligence producers and
consumers, and its ability to distribute information in a form appropriate to
recipients’ security clearance levels, clearly represent significant improvements.

Still, substantial disagreement remains about access to intelligence between
high-level producers of intelligence and front-line consumers. The “need to
know” continues to be accepted by those who produce the information and
resisted by those at the front lines. The clear consensus of the many security
experts and stakeholders heard by the Commission was that more work was
needed to ensure that a reflexive “need to know” approach does not dominate
the “need to share” approach, and to ensure that the need to share is reflected
in practice. Much of the work of aviation security takes place not only within
intelligence agencies, but also on the front lines.

The Commission stresses the critical importance of ensuring that those
concerned with airport and aircraft security receive focused, adequate and
actionable intelligence in a timely fashion.
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An uncritical acceptance that the existing flow of information about aviation
security is adequate must be avoided. As in the past, the organizations that
produce and disseminate intelligence, threat assessments and other security
information might conclude that the current level of sharing is adequate.
Complaints from those on the front lines, such as CATSA, that too little
intelligence is reaching them, and suggestions that CATSA might need to
develop intelligence-producing capacities, help to substantiate the argument
that intelligence is not being provided in a timely manner to those on the
front lines. Behind the thinking of those on the front line is a fear of a disaster
occurring because an intelligence producer unwisely concluded that an
intelligence consumer had no need for a particular item of intelligence. In short,
all participants in the intelligence and aviation security communities must
constantly assess whether the information necessary to protect civil aviation is
reaching, in time, the people who need it.

3.5 Passenger and Baggage Screening

Passenger and baggage screening was designated as a central aspect of the
Commission’s mandate in aviation security, to be examined within the context of
lessons learned from the bombing of Air India Flight 182.° Indeed, the screening
of passengers and their carry-on and checked baggage is a core element in the
defence of civil aviation.** Before 1985, aviation security measures focused on
screening passengers and carry-on baggage,®” since the primary aim at the
time was to prevent aircraft hijackings.*® Despite knowledge by government
of a generalized risk of sabotage,® little emphasis was placed on screening the
checked baggage to be loaded into the hold of an aircraft, except in certain
cases of heightened threat.”*° This changed with the bombing of Air India Flight
182. In response to this and later sabotage incidents worldwide - in particular,
the bombing of Pan Am Flight 103 and the terrorist attacks of September 11,
2001 - layers of screening measures for passengers, carry-on and hold baggage
were built up to address this threat, each complementing the other.

A comprehensive system for passenger and baggage screening now exists in
Canada. A government agency, the Canadian Air Transport Security Authority
(CATSA), has been established to deliver screening services for passengers
and baggage, removing this key responsibility from air carriers. Passengers
and baggage are screened using much more sophisticated technology than
was available in 1985,%" with enhanced capabilities for detecting prohibited
items, including explosive devices. Passenger-baggage reconciliation and

945 Ppara. b(vii) of the Commission’s Terms of Reference called for findings and recommendations to address
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949 Exhibit P-263, Tab 5, p. 15

950" Exhibit P-263.

951 Exhibit p-157, p. 103 of 135.
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a multi-tiered process for full hold bag screening (HBS) together provide the
best defence available against bombs in checked baggage.®®? Passengers are
also subjected to layers of screening that involve metal detectors and that may
also involve hand searches and inspection by explosive trace detection units at
secondary or random screening. Besides being required to produce a boarding
pass, passengers must show valid photo identification at the boarding gate.**

Passenger screening is becoming increasingly intrusive. As more invasive
screening technology is considered for routine use, concerns about individual
privacy rights have been raised, challenging the relative unassailability of the
traditional “no search, no fly” principle. A profound shift also appears to be
taking place in the conceptualization of passenger screening itself, with a focus
not only on the detection of prohibited objects, but also on the identification of
individuals who pose a danger to aviation. Canada has recently instituted its own
“no-fly list” under the Passenger Protect Program, and is evaluating behavioural
analysis techniques for screening. Such measures have the potential to violate
rights, including those protected by the Charter.** Indeed, the constitutionality
of the Passenger Protect Program is currently being challenged in the Federal
Court of Canada by the first (and, to the Commission’s knowledge, the only)
individual to be denied boarding privileges under its auspices.**®

Although an impressive, multi-layered approach to passenger and baggage
screening has been developed since 1985,%¢ other vulnerabilities in civil
aviation remain, exposing passengers and aircraft to the risk of sabotage.
Aviation is secure only if all vulnerabilities are appropriately addressed. These
vulnerabilities are discussed in other parts of this volume.?*’

3.5.1 Post-1985 Developments

3.5.1.1 Hold Bag Screening

Within months of the bombing of Air India Flight 182, Transport Canada made
passenger-baggage reconciliation mandatory for international flights, later
extending the measure to domestic flights.” Passenger-baggage reconciliation

952 | Canada, Air Regulation 812, dated December 17, 1974, directed air carriers to examine checked
baggage on aircraft in the event of a specific threat: see Exhibit P-157, p. 56 of 135. Internationally,
the 1983 ICAO Security Manual for Safeguarding Civil Aviation Against Acts of Unlawful Interference
suggested that passenger-baggage reconciliation be conducted where a flight was“...believed to
be the subject of a specific threat” or where air carriers were operating at airports that were considered
to be in “high risk areas.”: Exhibit P-157, p.57 of 135. Air India’s Security Programme in Canada
provided for increased checked baggage security as part of its Emergency Procedures: see Exhibit
P-157, pp. 27-28 of 135.In 1984, KLM and CP Air together implemented a passenger-baggage
reconciliation measure in response to a bomb threat: see Exhibit P-101 CAF0637, pp. 18-19.

953 Exhibit P-157, p. 103 of 135.

954 Wallis, Lockerbie, p. 154.

935 See Exhibit P-426.

956 Exhibit P-157, p. 86 of 135.

957 See Section 3.8.

958 Exhibit P-35, p. 20.
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involves correlating passengers with their baggage to verify that passengers with
checked baggage have actually boarded the aircraft.®*° It addresses the danger
presented when ill-intentioned passengers voluntarily separate themselves
from their baggage - that of a bomb in unaccompanied baggage.® It deals
with the principle that passengers and their baggage must be treated as a
single entity, a principle arising directly from the events that led to the loss of Air
India Flight 182.%" Not only was Canada the first country to require passenger-
baggage reconciliation on international flights, but it played a lead role in
persuading the international community to adopt this measure as a standard to
be incorporated into Annex 17 to the Convention on International Civil Aviation
(“Chicago Convention”).*®* In the immediate aftermath of the Air India bombing,
methods of automating passenger-baggage reconciliation procedures were
established to enable the measure to be implemented in larger centres with
high passenger volumes.®3 In 1988, the then-President of the International
Civil Aviation Organization (ICAO) Council described passenger-baggage
reconciliation as “the cornerstone of security against the baggage bomber.”%
Today, it is still considered a key defence against sabotage.®®

However, passenger-baggage reconciliation alone is not sufficient because it
does not account for the “unwitting accomplice” who unknowingly introduces
a bomb on board an aircraft.”s¢ In 1986, a Palestinian terrorist placed a bomb in
the hand baggage of his Irish fiancée, without her knowledge. The bomb was
destined for an Israeli jumbo jet, but the bomb’s discovery before she boarded
the flight prevented the destruction of the plane.®’ In addition, passenger-
baggage reconciliation cannot counter a suicide bomber who knowingly boards
an aircraft with an explosive device in checked baggage,®®® a threat which has
become increasingly prevalent.®®

Effective technology for screening explosive devices is also required.””® Unlike
the summer of 1985, vastly-improved explosives-detecting technology is now
available for screening hold baggage.””" After 1985, research and development
projects at Transport Canada focused on eliminating some technological
deficiencies that had figured in the Air India bombing. Projects included the
development of X-ray pattern recognition and enhancement of capabilities for
detecting trace explosives.”’? At the time of the bombing, Transport Canada

959 Exhibit P-157, p. 58 of 135.

960 Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4476.

961 Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4477.

962 Testimony of Rodney Wallis, vol. 39, June 4, 2007, p. 4722.

963 Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4478; see also Exhibit P-157, p. 86 of 135.

964 Testimony of Rodney Wallis, vol. 35, May 29, 2007, p. 4237.

965 Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4507.

966 Testimony of Rodney Wallis, vol. 35, May 29, 2007, p. 4257.
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technology currently being used and considered for civil aviation security.

972 Exhibit P-157, p. 86 of 135.
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was already testing explosive vapour detection (EVD) units for screening hold
baggage, buthad notyetdeployedthematairports.®”? Following the loss of Flight
182, these units were rapidly commercialized and installed in airports across
the country. In the years that followed, the technology became increasingly
sophisticated and reliable.””

Even then, the technology was “nowhere near as refined”’ as it is today.
Following the bombing of Pan Am Flight 103, which was destroyed by plastic
explosives concealed in unaccompanied interlined hold baggage, significant
research and development efforts were devoted to methods for screening hold
baggage for explosives and for introducing these technologies into the airport
environment.”’® In 1995, the first series of EVD units were replaced with a new
generation of portable equipment that could detect plastic explosives.””” A
few years later, images produced by X-ray equipment, including that used for
screening carry-on baggage, improved from black and white images (which
were known in 1985 as unreliable and even merely “cosmetic”) to “dual-energy”
colour X-ray imaging capable of detecting explosives and organic material.””®

Following the Pan Am bombing, renewed emphasis was also placed on
requiring full hold bag screening (HBS). Both full HBS and passenger-baggage
reconciliation are required to address adequately the threat of bombs in checked
baggage:

Airports that have in place passenger and baggage
reconciliation systems...and have introduced baggage
screening in a multilayered security program have already
moved to minimize the possibility of an improvised explosive
device being carried in a suitcase.®”

Since January 1, 2006, in accordance with Annex 17 of the Chicago Convention,
all hold baggage has been screened at all of Canada’s designated airports. Up
to five levels of screening may occur before the baggage is loaded onto an
aircraft.®® As was amply demonstrated by the bombings of Air India Flight 182
and Pan Am Flight 103, baggage screening alone, in the absence of passenger-
baggage reconciliation, does not provide adequate protection against bombs
in checked baggage:

973 Exhibit P-157, p. 85 of 135.

974 Testimony of Jean Barrette, vol. 37, May 31, 2007, p. 4529.

975 Testimony of Jim Marriott, vol. 37, May 31, 2007, pp. 4520-4521.
976 Testimony of Jim Marriott, vol. 37, May 31, 2007, pp. 4520-4521.
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Used as an addition rather than an alternative to the matching
process, [baggage screening] will add to passenger safety,
providing it is effectively implemented using state-of-the-art
technology and procedures. It should never be a substitute for
passenger and baggage matching, just one of the important
ingredients in the security mix.%! [Emphasis in original]

Neither HBS nor passenger-baggage reconciliation is sufficient alone, but
together they provide a powerful defence against bombs in checked baggage.
As one expert noted:

Good security requires an amalgam of ideas, an amalgam of
approaches. If you're going to be truly effective, there is no
one way to stop the terrorist.*®

The combination of HBS and passenger-baggage reconciliation exemplifies the
layered approach required for effective security.*®

3.5.1.2 Creation of the Canadian Air Transport Security Authority

In 1985, passenger and baggage screening was an air carrier responsibility,
with limited direction and oversight provided by federal authorities. This was
one of the major security weaknesses.”®* Systemic deficiencies contributed to a
series of failures in passenger and baggage screening, which allowed a bomb
concealed in unaccompanied interlined baggage to be placed on board Air
India Flight 182. Security was not the primary concern of air carriers, which
contracted with private security firms, often hiring the lowest bidder to provide
screening services.”®® Generally, the customer service department of air carriers,
rather than the security division, hired and supervised screening contractors.
Transport Canada recognized this shortcoming:

The Passenger Services staff at airports are primarily concerned
with facilitation; security and facilitation are often in direct
conflict with each other. There have been many cases when
Passenger Services staff have put pressures on the contract
screening company which is working for them to speed up
security and move passengers through the screening process
quickly.ss

981 Wallis, Lockerbie, p. 154.
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983 Testimony of Georgina Graham, vol. 66, October 25, 2007, p. 8234.
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After the bombing of Flight 182, Transport Canada considered other methods
for delivering screening services for passengers and baggage. Ultimately,
the Department decided to leave screening with the air carriers, but develop
a highly prescriptive regulatory regime and strengthen training programs
for screening personnel. It was not until 2002, in response to the September
11, 2001, attacks, that this arrangement was altered. A separate government
authority was created, dedicated exclusively to security screening.*®’

On March 27,2002, the Canadian Air Transport Security Authority Act (CATSA Act)*%®
received Royal Assent, and a new Crown corporation, the Canadian Air Transport
Security Authority (CATSA) was established. CATSA had broad responsibilities for
screening passengers and their carry-on and checked baggage.®® In November
2002, the Minister expanded CATSA’s responsibilities to include the random
screening of non-passengers with access to restricted areas at airports, along
with their possessions.””® Non-passengers work at airports, provide services
or deliver goods to airports, or pass through airports and require access to
restricted areas.”’ The CATSA Act assists Canada to comply with Annex 17 of the
Chicago Convention, which requires contracting states to screen all passengers
and their carry-on baggage,®*? checked baggage®* and a proportion of non-
passengers with access to restricted areas of an airport.®*

Section 6(1) of the CATSA Act outlines CATSA’'s mandate:

The mandate of the Authority is to take actions, either

directly or through a screening contractor, for the effective
and efficient screening of persons who access aircraft or
restricted areas through screening points, the property in their
possession or control and the belongings or baggage that
they give to an air carrier for transport. Restricted areas are
those established under the Aeronautics Act at an aerodrome
designated by the regulations or at any other place that the
Minister may designate.

Under the CATSA Act, “screening” is defined as “...screening, including a search,
performed in the manner and under the circumstances prescribed in aviation
security regulations, security measures, emergency directions or interim orders
made under the Aeronautics Act**

987 Exhibit P-157, p. 67 of 135.

988 5. C.2002,¢.9s.2.

989 Exhibit P-169, p. 16 of 202.

990 Exhibit P-1 69, p. 18 of 202. CATSA is also responsible for implementing the Restricted Area
Identification Card (RAIC), which incorporates biometric identifiers for those granted access to
restricted areas of airports: see Exhibit P-169, pp. 61, 73 of 202.
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CATSA provides screening services at 89 airports across Canada designated
by Transport Canada,®® covering roughly 99 per cent of all passenger traffic. It
screens more than 37 million passengers, 700,000 non-passengers and 60 million
pieces of luggage annually. More than 4,000 screening officers are employed by
private security firms with which CATSA has contracted for screening services.*”
CATSA is responsible for establishing criteria for the qualifications, training and
performance of screening contractors and screening officers. These criteria
must be at least as stringent as the standards established in the aviation security
regulations made under the Aeronautics Act,**® and CATSA must certify all
screening contractors against these criteria.®® CATSA has established detailed
Standard Operating Procedures (SOPs) for its screening services, and has
developed operational plans for all 89 designated airports.’°®

As partofits screening mandate, CATSA manages the acquisition, installation and
maintenance of screening equipment.’®’ [t has deployed more than 6,000 pieces
of equipment, involving X-ray, Computed Tomography (CT-X) and explosive
trace detection technologies for screening carry-on and hold baggage.'®? This
equipment is far more advanced than the simple X-ray machines and crude
explosives detection devices that were available in 1985, and is capable of
detecting prohibited items more quickly and with much greater sensitivity and
accuracy.'%%

CATSA does not currently employ its own explosives detection dogs to assist
with passenger and baggage screening. One of the main concerns is that such
dogs are not trained to interact in a screening capacity with passengers and
could pose a danger. CATSA is reviewing the possibility of incorporating the
dogs as an added security layer for passenger and baggage screening.'®

In 2006, a report was released by the CATSA Act Review Advisory Panel (CATSA
Advisory Panel), an independent three-member panel of experts appointed by
the Minister of Transport to conduct a five-year review of the CATSA Act and
CATSA’s operations.'® The report, Flight Plan: Managing the Risks in Aviation
Security,' noted that in CATSA's five years of existence, the organization had”...
achieved a great deal when measured against the security situation prior to its
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998 CATSA Act, s. 8(1).

999 CATSA Act, 5. 8(2).

1000 gyhibit P-157, p. 104 of 135.

1001 Exhibit P-169, p. 32 of 202.

1002 gy hibit P-169, p. 160 of 202.

1003 Exhibit P-157, p. 104 of 135; see also Section 3.6 for a more detailed account of the current technology
being used for passenger and baggage screening.

1004 Testimony of Pierre Cyr, vol. 39, June 4, 2007, p. 4825.
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inception.’®” Among the Panel’s many recommendations,'®® it is notable that
no concerns were expressed about the current security measures for screening
passengers and their baggage.'®

Experts and stakeholders have identified CATSA as the appropriate authority to
take on greater screening functions, including those involving air cargo.’"°

3.5.2 Passenger and Baggage Security: Lessons Yet to be Learned
3.5.2.1 Need for Proactive Approach

Most improvements to passenger and baggage screening occurred only after
major aviation security disasters: Air India Flight 182, Pan Am Flight 103 and
the terrorist attacks of September 11™. In a consistently reactive process, new
layers of screening have been introduced against sabotage by passengers or
by bombs in baggage. The effectiveness of these measures has been limited
by the technology used and by the skill of security screening staff and their
supervisors.

Aviation security, however, must be based on risk management principles'"
which are proactive and forward-looking, while at the same time providing
protection from existing threats. Although aviation security incidents are rare,
their consequences can be devastating. The aim is prevention. In virtually every
major aviation security incident since 1985, the need for enhancements to
passenger and baggage screening was known, or ought to have been known,
often well in advance of the occurrence. Complacency and lack of vigilance
exacted a price.

A recent pre-board screening (PBS) initiative illustrates the point. In August
2006, a terrorist plot was uncovered in the United Kingdom. It was suspected
that explosive liquids and gels would be used to launch a simultaneous attack
against several aircraft crossing the Atlantic.’'? The threat was considered
imminent. Canada, along with others in the international community, quickly
implemented emergency security measures. A complete ban on liquids and gels
in carry-on baggage was immediately instituted until the risk could be further
assessed. It was later determined that limiting the volumes of liquids and gels in
carry-on baggage would adequately address the risk and minimize passenger
inconvenience. The response was impressive: in a surprisingly short time, the
international community successfully coordinated its efforts to deal with what

1007 gxhibit P-169, p. 18 of 202.
Exhibit P-169, pp. 177-183 of 202; see also Appendix D for a complete list of the Panel’s
recommendations.
A number of recommendations dealt with improving the ability of screening officers, however, to
effectively implement the security screening measures that are in place. See Section 3.7, which
provides a detailed analysis of screening officers within the civil aviation security regime.
1010 Exhibit P-169, pp. 55, 69 of 202.

See Section 3.3 for a detailed analysis of risk management principles in civil aviation security.
1012 Testimony of Reg Whitaker, vol. 38, June 1, 2007, p. 4585.
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UK intelligence had exposed as an impending threat to aviation. Since then,
limits on the amounts of liquids and gels in carry-on baggage have become a
routine PBS security screening measure to prevent sabotage.’’?

Transport Canada has frequently cited the rapidity and ultimate success of
the response to the liquids and gels threat of August 2006 as an example of
the effectiveness of its security regime and of worldwide collaboration in this
area.'”™ Still, emergency measures are never ideal. Measures that are rapidly
instituted in emergency situations can generate chaos and confusion and
leave room for error. The measures may inadvertently heighten risk. In 2006,
the sudden implementation of sweeping screening measures for liquids and
gels created an additional security risk. Heathrow Airport in London came to a
standstill, with extraordinarily long lines forming at security screening points
and throngs of passengers assembled outside terminal buildings. Sabotage
aimed at aviation seeks to produce the greatest impact and probes for areas
of vulnerability. Crowds of passengers that congregate in less secure areas of
an airport create a “target of opportunity.”'°’® Resort to “knee-jerk” emergency
measures must be avoided.

The Commission learned that the threat posed by liquids and gels was known
long before 2006. Virtually the same threat arose almost two decades earlier. On
November 29, 1987, liquid explosives carried in hand baggage resulted in the
destruction of Korean Air Flight 858 as it flew over the Andaman Sea, destined
for Seoul, South Korea. All 115 people on board were killed.'**® Liquid explosives
had been disguised as alcohol in a whiskey bottle that was sealed to appear
unopened. A portable radio containing the detonator was placed beside it
in a duty-free bag, along with a carton of cigarettes. These were items which
could easily have been purchased in the duty-free shop and had not aroused
suspicion.’®” The bag was placed in an overhead compartment on the flight by
two passengers, members of the North Korean Workers Party, who boarded at
the initial departure point in Baghdad. They disembarked at a scheduled transit
stop, purposely leaving the bag behind on the aircraft. The explosives were
timed to detonate later.''®

Following the Korean Air bombing, the Council of ICAO requested its
Committee on Unlawful Interference to advise on any changes required to
security procedures for detecting explosive substances and for controlling
the movement of transit and transfer passengers. Although the work of this
Committee does not normally “lend itself to rapid action,”'"® the airlines were
monitoring the latest developments in the field of explosive substances, much
of which research was conducted through government funding.’®® By 2006,

1013 Testimony of Nick Cartwright, vol. 42, June 13,2007, p. 5139.
1014 Testimony of Jean Barrette, vol. 39, June 4, 2007, p. 4842.
1015 Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4508.
1016 Wallis, Combating Air Terrorism, p. 18.
1017 Testimony of Moses Aléman, vol. 36, May 30, 2007, pp. 4269-4270.
1018 Wallis, Combating Air Terrorism, pp. 18-19.
Wallis, Combating Air Terrorism, p. 19.
1020 Wallis, Combating Air Terrorism, p. 19.
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this well-known threat should have been managed. Instead, the world seemed
caught by surprise. As a result, excessive measures were hastily put in place
in response to the imminent plot in the UK. Had security screening measures
already existed for liquid explosives, the response in 2006 could have simply
adjusted to deal with the specific threat.

Rodney Wallis, an expert in international civil aviation security, expressed
frustration that the imminent threat of a second incident was required before
appropriate measures were implemented:

Now, in the comparatively recent past, we have heard all sorts
of things about governments moving quickly on banning
liquids in flight. | say moving quickly, [but] we're talking here
1987. 1987 to 2007 is hardly quick...we've had experience with
liquid explosives before.'*!

The lesson of the threat from liquid explosives ought to have been learned more
than 20 years ago.'? The CATSA Advisory Panel reasoned that action had not
been taken previously “...probably because there was...insufficient political
will to impose this new restriction on passengers. With [the] apprehension of
this [alleged 2006] plot that will was suddenly there.”°2 The Commission heard
evidence suggesting that threats, such as those exposed by the loss of Air India
Flight 182, may not be fully appreciated until they appear to be directed against
Western targets.'®* It is possible that the lack of political will in 1987 can be
similarly explained.

As part of a proactive approach to security, Canada must also do its utmost to
follow international best practices. Canada complied with the 2006 deadline set
by ICAO for implementing full HBS. However, the Annex 17 standards are really
minimum standards, since they require the consensus of all contracting states.
Nations with the sufficient resources should be able to exceed these standards.
The possibility that, in Canada, HBS could have been put in place much earlier
cannot be overlooked, particularly because multi-tiered screening of all hold
baggage had been conducted in the UK since the 1990s.1%%

The bombing of Pan Am Flight 103 occurred in 1988.1n 1990, the UK Department
of Transport proposed that the European Civil Aviation Conference (ECAC)
adopt full HBS as a standard security measure. However, the proposal met with
resistance since many states believed that no existing equipment was capable
of performing such a task. The ECAC set full HBS as a strategic objective to be

1021 Testimony of Rodney Wallis, vol. 36, May 30, 2007, p. 4268.
1022 1ostimony of Moses Aléman, vol. 36, May 30, 2007, p. 4270.
1023 Testimony of Reg Whitaker, vol. 38, June 1, 2007, p. 4585.
1024 Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4527; see also Sections 3.3 and 3.8 for a more
detailed discussion of this issue and the gaps in aviation security which must be closed.
25 Testimony of Rodney Wallis, vol. 39, June 4, 2007, p. 4753.
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achieved by 2000. ICAO followed suit, setting 2006 as its target date for member
states.’®?¢ Still, there was not full support for immediate action on HBS, except
for conducting research. The UK decided to move ahead unilaterally to develop
this measure.'®” The British Airports Authority, responsible for the majority of
airports in the United Kingdom, decided that, “rather than be pushed theyd
jump."1028

The British Airports Authority collected equipment from around the world,
largely from the United States, and proceeded to conduct its own experiment
at Glasgow’s Abbotsinch Airport, beginning in 1993.'9® The equipment was
installed over the existing baggage belt system and a three-stage system for
screening 100 per cent of hold baggage was developed.® The experiment
proved successful and, by 1998, equipment was installed in several airports
across the UK, including Heathrow Airport in London. This was eight years
ahead of the ICAO deadline, primarily using equipment that was available in
North America.'®' Although full HBS was possible in the 1990s, Canada did not
accomplish this until the 2006 ICAO deadline.

Of note, the HBS process established in the United Kingdom in the 1990s was
accompanied by passenger-baggage reconciliation, which meant that those
airports using both systems had “the best defences available at the time."1%32

3.5.2.2 Holistic Security: “Single Entity” Doctrine

Although comprehensive passengerand baggage screening providesimportant
protection, more is required. The loss of Korean Air Flight 858 exemplified the
danger posed by “transit” passengers who board a flight and then disembark
at a transit stop.' Following the Korean Air disaster, the ICAO Council
requested its Committee on Unlawful Interference to review security measures
for passengers and their hand baggage at transit and transfer points. Just like
interlined passengers and baggage, transit passengers and their baggage need
to be accounted for:

So it’s the same recurring story, that people are dangerous
when they leave things behind. They are dangerous when they
separate themselves from their baggage...."%*

1026 Testimony of Rodney Wallis, vol. 39, June 4, 2007, pp. 4750-4751.
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The principle that a passenger and his or her baggage must be considered a
single entity emerged from the international discussions in the days following
the bombing of Air India Flight 182. One significant outcome of an extraordinary
meeting of the Security Advisory Council (SAC) at the International Air Transport
Association (IATA) had been the need to accept the “single entity” doctrine:
that the danger of an act of unlawful interference arises whenever passengers
voluntarily separate themselves from their baggage.'®* This included “the no
show, the transit or online transfer and the interline passenger.”'%3¢

Extending this concept further, the entire aircraft must be viewed as a single
entity, including all persons or things that are permitted on board or that
have access to it. A narrow focus on passengers and their baggage belies the
nature of aviation terrorism, which probes for weak links in the security chain.
The potential exists for a bomb to be placed on board an aircraft in cargo, mail
or catering supplies, for example, and by non-passengers who have access to
the aircraft. Security measures are not adequate to prevent these methods of
sabotage.'¥’

Since 1985, Canada’s efforts to enhance aviation security have disproportionately
focused on improving passenger and baggage screening, leaving other known
vulnerabilities, such as air cargo, undesignated airport facilities and persistent
gaps in airport security, unaddressed.'”® The Standing Senate Committee on
National Security and Defence (Senate Committee), which has been reviewing
the state of aviation security in Canada since 2002, compared aviation security
to a house with a “fairly well secured” front door, but with side and back doors
that are “wide open!'%* Despite these known deficiencies and the fact that
passenger and baggage security has been quite comprehensively addressed
since January 2006, with the implementation of full HBS, successive budgets
have continued to concentrate funding on passenger and baggage initiatives,
perhaps at the expense of other aspects of aviation in need of attention.’®The
2009 Budget pledged funding for a new air cargo security initiative, but it also
announced funding for a new passenger assessment system. It is important that
policy decisions in civil aviation security reflect all risks in a balanced manner. It
is only within the past five years that Transport Canada has begun to consider
strengthening some of the long-known gaps in the aviation security regime,
but concrete measures are still to be implemented.'

1035 Testimony of Rodney Wallis, vol. 37, May 31, 2007, pp. 4475-4476.
36 Testimony of Rodney Wallis, vol. 37, May 31, 2007, p. 4476.
7 See Sections 3.8.1 and 3.8.2, which describe the vulnerabilities in air cargo and airport security in
greater detail.
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3.5.3 Passenger and Baggage Screening: Current Procedures and Future
Developments

3.5.3.1 Hold Bag Screening and Passenger-Baggage Reconciliation

With full HBS, the processing of checked baggage has become more complex,
as have the roles and responsibilities of the participants. Baggage is the air
carrier’s responsibility after acceptance from the passenger at check-in. It is
then processed through the airport’s baggage handling system to CATSA’s HBS
operations. Transport Canada has specified various configurations of equipment
and screening processes for HBS, depending on the volume of checked baggage
that passes through an airport, as well as space limitations.'**? A screening
process with up to five levels of in-line equipment, using advanced X-ray and
explosives detection technology, has been implemented.’®? Screening officers
review X-ray images from the explosives-detection equipment, looking for
potentially suspicious bags. If suspicions about an item cannot be resolved
following this process, the bag is opened and inspected by hand with the
passenger present.'%

At major airports where the five-level screening process is available, the system
can handle about 800 to 1,000 bags each hour. A certain percentage of baggage
in this system is cleared by the equipment, but images of bags that have not
been cleared are reviewed by one or more screening operators, who typically
have 15 to 20 seconds to make a decision. If baggage is not cleared within the
time limit, it is automatically sent to the next level of screening.®® If, at any
stage, a screening officer suspects that an item dangerous to civil aviation has
been detected, the officer must call for emergency response.

While technology for screening hold baggage has greatly improved, it is still
limited by the skill of those doing the screening. The level of skill depends on
the initial and ongoing training received, as well as on the quality of oversight.
Attention to detail and constant vigilance are key in HBS.'%4¢

If the baggage is cleared, it continues through the airport’s baggage handling
system and is delivered to the baggage make-up area.'® Here, baggage
handlers record the check-in number of each piece, sort baggage according to
intended flights and transfer luggage to the appropriate aircraft.'o#®

Under the Air Carrier Security Measures, air carriers are responsible for passenger-
baggage reconciliation to ensure that no baggage is placed on an aircraft if

10421 some cases, equipment is in full view of passengers, while in other cases it is below or behind the
check-in area, out of sight. See Exhibit P-169, p. 65 of 202.
1043 Exhibit P-169, p. 66 of 202.
1044 £y hibit P-169, p. 66 of 202.
5 Testimony of Nick Cartwright, vol. 42, June 13, 2007, p. 5156.
1046 Testimony of Kathleen Sweet, vol. 41, June 6, 2007, pp. 4966-4967; see also Section 3.7, which reviews
the challenges in recruiting and training qualified screening officers.
7 Exhibit P-169, p. 67 of 202.
1048 Exhibit P-169, p. 67 of 202.
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the passenger does not board.'* Passenger-baggage reconciliation can be
conducted manually or by electronic systems.’®® Whichever method is used, it
is the outcome that is important: reconciliation of passengers and baggage.'®’
Today, automated systems at some airports electronically link boarding passes
with the baggage tags on checked baggage. When bags arrive in the baggage
make-up area, the baggage tag is scanned electronically, or in some cases, it is
manually recorded and matched with the container in which the bag will be
loaded for placement aboard the aircraft. If a passenger fails to board, the airline
departure control system will alert the departure gate staff, who then tell the
baggage handlers to remove the passenger’s baggage from the aircraft.'>

New technologies will facilitate passenger-baggage reconciliation. For example,
radio frequency identification (RFID) technology is being evaluated for use on
baggage tags. This technology allows baggage in the hold of an aircraft to be
identified quickly when its removal is required.’®3

Although passenger-baggage reconciliation is mandatory and acknowledged
by Transport Canada to be“a very basic element of the security system,”'%* there
is evidence that air carriers do not always comply. In December 2006, facing
a Christmas rush, two air carriers - one Canadian-registered and the other
American-registered - violated reconciliation requirements. An administrative
monetary penalty of approximately $6,000 was imposed on each. Although
Transport Canada viewed this event as a demonstration of the effectiveness of
its enforcement program,’®> the penalty assigned to this very serious security
breach seems relatively insignificant. The absence of reconciliation procedures
in 1985 caused one of the greatest air terrorism incidents the world has seen.
In 1988, a breach of this same security regulation resulted in the bombing
of Pan Am Flight 103. There should be no exceptions to the rule requiring
passenger-baggage reconciliation on all domestic and international flights.
Any infringement should be treated in a manner that reflects the gravity of the
potential consequences. Full compliance must be the objective.

IATA noted that advances in reservation system technologies have made it
much easier for airlines to identify unaccompanied baggage and subject it to
additional screening. Airline departure control management systems can now
able automatically “red flag” baggage and reservation irregularities, whereas
this previously involved a time-consuming manual process.'® Although air
carriers are in the best position to conduct passenger-baggage reconciliation
procedures, the Christmas 2006 incident suggests that there may still be

1049 Passenger-baggage reconciliation is required for all domestic and international flights in Canada. See
Exhibit P-157, p. 110 of 135.
1050 gxhibit P-157, p. 110 of 135.
51 Testimony of Georgina Graham, vol. 66, October 25, 2007, p. 8234.
1052 gy hibit P-157, p. 58 of 135.
53 Testimony of Yves Duguay, vol. 43, June 14, 2007, pp. 5273-5274.
1054 Testimony of Jean Barrette, vol. 39, June 4, 2007, p. 4844.
1055 Testimony of Jean Barrette, vol. 39, June 4, 2007, p. 4844.
1056 gxhibit P-258, p. 10.
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occasions where air carriers allow passenger convenience and issues of cost to
take priority over vital security measures. Consideration should be given to the
best method of achieving compliance with passenger-baggage reconciliation
measures.

3.5.3.2 Pre-Board Screening

Pre-board screening (PBS) consists of screening passengers and their carry-on
baggage. The CATSA Act gives CATSA the mandate to perform this function at
screening points, as required under Annex 17 of the Chicago Convention. The
focus is on detecting prohibited objects that could pose a threat to aviation.
These include weapons, improvised explosive devices and incendiaries.®” As a
result of the terrorist threat uncovered in the United Kingdom in August 2006,
PBS was expanded to include liquids and gels.'%®

All departing passengers must be screened before being permitted to enter the
airport departure lounge. Screening points for PBS have been established at
all of Canada’s 89 designated airports, and this involves a multi-stage process.
Boarding passes are checked by security screening officers, and all carry-on
baggage is scanned by X-ray equipment. If a suspect item is detected in a carry-
on bag, or if a bag is randomly selected, it may be subjected to a physical search
or to screening by explosives-detecting trace (EDT) equipment. EDT screening
is normally conducted by swabbing carry-on baggage and testing for traces of
dangerous chemicals. Passengers pass through a walk-through metal detector
(WTMD) archway and, if the alarm sounds or if a passenger is selected at random,
he or she may be further searched.'®®

As with HBS, a screening officer who detects a suspected dangerous item calls
for emergency response. At some airports, doors or barriers at screening points
are automatically closed when an alarm is triggered, creating an isolation
zone, preventing passengers who have not yet been cleared from leaving the
area.'0

Some stakeholders have commented that new technologies forissuing boarding
passes through the Internet or from automated self-serve kiosks might increase
therisk of dangerous persons getting access to restricted areas and aircraft. Some

1057 Exhibit P-169, p. 63 of 202 and note 5.
8 Testimony of Reg Whitaker, vol. 38, June 1, 2007, p. 4585.

1059 Exhibit P-169, p. 64 of 202. In the United States, trace explosives detection portals, commonly referred
to as “puffers